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Author background:

I welcome the opportunity to submit evidence to the APIG inquiry into digital rights management.  I am a research associate at the University of Cambridge Computer Laboratory and hold a Ph.D. in computing from Imperial College London.  This submission is written in a personal capacity and does not reflect the views of the University of Cambridge.

1. DISTORTION OF TRADITIONAL TRADEOFFS IN COPYRIGHT LAW

DRM alters copyright to control use rather than distribution

Copyright law has traditionally been concerned with granting copyright owners control over the distribution of their works, but never before controlled how a consumer could use a work.  Once you buy a book, you can do whatever you like with it: read it on the train, take it abroad on holiday, even cut out pages and paste them on your wall.

DRM distorts the distribution/use distinction by restricting what you can do with a work even after purchase.  You can’t listen to a song from the Rhapsody music service on your iPod, play a Japanese game on your UK PlayStation, or use a favourite scene from a DVD as wallpaper on your laptop.

While controlling usage may permit new business models, such a major shift in the concept of copyright should not be taken lightly.  Traditionally, a copyrighted work was regarded as a physical object,
 over which the copyright holder was granted the sole right to make material  reproductions.
  DRM fundamentally alters this concept by converting products that can be owned into services that can only be rented.  Under DRM, you no longer “buy” a book, you get a “licence” to read it under specified conditions set by the publisher.

DRM gives copyright owners extra-legal powers

DRM further upends traditional legal concepts by effectively allowing copyright owners to write their own laws.  Publishers can write any restriction, however arbitrary, into a DRM, and users will have no practical alternative but to obey.  DRM hard-wired into a user’s machine is more effective than any policeman.

This practical equivalence to law becomes actual law when anti-circumvention legislation is added.  Now publishers can make formerly-legal acts become illegal if performing them is impossible without circumventing a DRM.

Actual examples of such arbitrary restrictions abound.  For example, the Adobe electronic edition of Alice in Wonderland specified that, “This book cannot be read aloud.”
  The TiVo personal video recorder prevents users from avoiding advertisements while watching recorded television.
  Since DRMs can’t tell the purpose of a copy, they necessarily block copies normally permitted under exemptions such as private study.  DRMs can also inhibit the legal resale of works.

Copyright owners also use DRM to evade the law themselves.  The High Court of Australia concluded that the region coding in Sony PlayStation games enables illegal price-fixing between countries, giving Sony “broader powers over pricing…than the Copyright Act in Australia would ordinarily allow.” 

DRM allows copyright owners to rewrite existing contracts

With some forms of DRM, copyright owners can even change the rules after purchase.  In 2004, Apple altered iTunes to reduce the number of times a playlist could be burned to CD.
  Millions of users who had bought music under the previous terms lost rights without even being told.  Who knows what Apple might decide to take away next?
DRM restricts compatibility, locking in consumers

Another example of DRM’s reach beyond copyright law is its use by manufacturers as an anti-competitive tool to lock consumers into their products.  Apple refuses to license its FairPlay system to other companies, making it impossible to use rival music services with your iPod or to use rival MP3 players with your iTunes library.

Printer manufacturer Lexmark uses DRM to prevent consumers from buying cheaper toner cartridges elsewhere.  Its printers will reject non-Lexmark cartridges.  When another company circumvented the DRM to make refilled cartridges work, Lexmark sued for copyright infringement.  A US appeals court judge subsequently ruled, “We should make clear that in the future companies like Lexmark cannot use…copyright law to create monopolies of manufactured goods for themselves.”

Watching DVDs on computers running the Linux operating system is impossible unless the DRM is circumvented, since the film industry refuses to license it to Linux developers.  Future high-definition movies released in the forthcoming HD-DVD and Blu-ray formats are likely to be even more difficult to play under Linux.

DRM inhibits artistic creativity

Throughout history, artists have drawn on the works of others to create new art.  Computer technology has greatly increased the possibilities for such creative borrowing.  For example, following the musician Kanye West’s televised criticism of President Bush’s response to Hurricane Katrina, another rapper created a song that mixed West’s comments with original vocals and samples from West’s song “Gold Digger.”  This song was itself combined by another artist with news footage of the disaster, creating a hugely popular music video.
  As another example, an anonymous fan re-edited a videotape of the film Star Wars: The Phantom Menace to produce a new version praised by many as better than the original.

These types of creative activity would be stifled by DRM schemes that allow copyright owners to veto re-use.  This is particularly important if the copyright owner is hostile, as when the documentary Outfoxed made extensive use of television clips from the Fox News channel to demonstrate alleged political bias in the latter’s programmes.

DRM systems are inflexible in response to circumstance

Unlike the legal system, DRM systems are fundamentally inflexible because they cannot respond to changing circumstances.  A book that can only be printed once might sound like a good deal, until your printer jams and the DRM won’t let you try again.
  Future changes in legislation may make a copy legal, but the DRM won’t know about it.  How many DRMs are coded to recognise copyright expiration dates?

DRM imposes unfair costs on consumers

DRM systems are also unfair because they make consumers pay for extra devices that actually reduce the capabilities of their product.  For example, proposals to mandate so-called “trusted computing” chips in every computer would make users pay for chips that only permit authorised programmes to run.  In this case, “trusted” means trusted by the manufacturer, not the user – it stops users from running programmes they want to run and doing things they want to do.

2. UNINTENDED CONSEQUENCES OF DRM ON COMPUTER FUNCTIONALITY

DRM systems have already caused widespread adverse effects

DRM products have already damaged large numbers of computers.  Sony’s key2audio system caused protected CDs to sometimes become stuck inside Macintoshes, requiring the machine to be dismantled.  Apple stated that such CDs voided its warranty, making consumers liable for repairs.
  More recently, consumers playing CDs protected by Sony’s XCP system were left unknowingly exposed to computer viruses, necessitating a recall of millions of disks.
  Despite the widespread financial harm, consumers received no compensation.

Windows XP contains a product activation feature that locks it to a specific hardware configuration.  This feature will stop your computer from working if you upgrade too many components, or if it crashes and needs to be reinstalled.  If this happens while travelling, your laptop could become useless until you return home.  Furthermore, when the Microsoft DRM prevents Windows from running, it also prevents you from running non-Microsoft programmes.

Adverse consequences are inherent in DRM

It is tempting but wrong to dismiss these failures as isolated mistakes.  Rather, they result from the fact that DRM systems stop users doing what they want to do, but must be installed on the user’s own machine.  So they need extra protection against circumvention – they have to be embedded deeply into the system and made hard to find or remove.  Thus, if anything goes wrong, it affects the whole of the computer and is difficult to fix.  It’s like trying to install a lock on the door to your own kitchen that you can’t open.

3. PROTECTING CONSUMERS WHEN DRM SYSTEMS ARE DISCONTINUED

Consumers must not lose existing access

When a DRM is discontinued, the basic principle should be to give consumers continued access to goods that they have already paid for.

If a product “phones home,” consumers should be given the ability to turn off this feature.  For example, the Office XP suite periodically checks back with Microsoft’s servers for reauthorisation.  When Microsoft stops supporting Office XP and turns off the servers, users should be able to keep running their programmes.

If a product stops being manufactured, consumers should be given the ability to transfer their data to an equivalent or preferably DRM-free format usable on another product.  For example, if Apple were to stop making iPods, those who bought iPod-format songs should be able to play them on another brand of MP3 player.

4. LEGAL PROTECTIONS FOR DRM SYSTEMS AGAINST CIRCUMVENTION

Anti-circumvention laws are ineffective and stifle legitimate activity

Experience has shown that outlawing circumvention does little to reduce copyright violation, while stifling many legitimate activities.  After five years of US anti-circumvention law, millions continue to share DRM-protected works like DVD movies.  Most never circumvent anything; instead, after a work’s protection is broken once, unprotected copies quickly spread.  Indeed, a perverse economic incentive is created where the unprotected version drives out the legitimate one because the lack of restrictions makes it a superior product.

At the same time, anti-circumvention laws stop a host of legal activities.
  Most obvious is copying under permitted exemptions.  Although current law provides a mechanism for petitioning the Secretary of State in order to perform such copying,
 the author could not find any information on how to actually do this.

Numerous companies have used such laws against competitors in cases having nothing to do with copyright.  In addition to the Lexmark printer case mentioned previously, Sony sued Connectix for making an emulator that enabled PlayStation games to be played on Macintoshes, while Apple threatened retailer Other World Computing for developing a patch that enabled older Macintoshes to run iDVD software.  More inventively, Pearl Investments sued a former contract programmer, claiming that his logging into their computer network was an act of circumvention.

Anti-circumvention laws in the US have also had a chilling effect on free speech and scientific research, despite provisions intended to protect it, causing White House cyber security chief Richard Clarke to call for reform.
  When Professor Edward Felten from Princeton attempted to present research on watermarks at an academic conference, the Secure Digital Music Initiative industry group threatened his team to prevent publication.  Publisher John Wiley & Sons dropped plans to publish a book on the X-Box game console after related legal action by Microsoft.  Programmer Dmitry Sklyarov was even imprisoned for simply giving a talk about a tool to read Adobe eBooks that was later ruled entirely legal.

[END OF SUBMISSION]
� “Copyright does not subsist in a literary, dramatic or musical work unless and until it is recorded” (Copyright, Designs, and Patents Act 1988 as amended section 3(2)).


� “Copying in relation to a literary, dramatic, musical or artistic work means reproducing the work in any material form” (CDPA 1988 s.17(2) et seq.).


� John Naughton, “Chapter and worse: it’s now publish and be downloaded,” The Observer, 13 November 2005.


� Andrew Orlowski, “TiVo loses its MoJo,” The Register, 18 November 2004.


� Stevens v. Kabushiki Kaisha Sony Computer Entertainment, [2005] High Court of Australia 58, para. 211.


� Electronic Frontier Foundation, “The Customer Is Always Wrong: A User's Guide to DRM in Online Music,” http://www.eff.org/IP/DRM/guide/


� Lexmark v. Static Control Components, United States Sixth Circuit Court of Appeals, No. 03-5400.


� John Leland, “Art Born of Outrage in the Internet Age,” The New York Times, 25 September 2005.


� “Mystery of Star Wars phantom edit,” BBC News, http://news.bbc.co.uk/1/hi/entertainment/film/1375742.stm


� J. Whynia, “How I wasted $150 in time on a $9 Ebook,” http://www.wynia.org/wordpress/2005/10/29/pdf-drm-why-ebooks-havent-taken-off-and-how-i-wasted-150-in-time-on-a-9-ebook/


� Ross Anderson, ‘Trusted Computing’ Frequently Asked Questions, http://www.cl.cam.ac.uk/~rja14/tcpa-faq.html


� “Apple: Play music at your own risk,” CNET News, 13 May 2002, http://news.com.com/2100-1023-912695.html


� “Sony’s long-term rootkit CD woes”, BBC News, 21 November 2005, http://news.bbc.co.uk/1/hi/technology/ 4456970.stm


� Fred von Lohmann, “Measuring the Digital Millennium Copyright Act against the Darknet: Implications for the Regulation of Technological Protection Measures,” http://www.eff.org/IP/DMCA/


� Electronic Frontier Foundation, “Unintended Consequences: Five Years under the DMCA,” http://www.eff.org/IP/DMCA/?f=unintended_consequences.html


� CDPA 1988 s.296ZE.


� Hiawatha Bray, “Cyber Chief Speaks on Data Network Security,” Boston Globe, October 17, 2002.





Theodore W. Hong

Page 1 of 5

