Digital Rights Management Issues  2005-12-09

===========================================

By Richard Lightman.

Background: 

Over 20 years of experience in programming.

I earn my living from creating copyright material.

Mild dyslexia: I read more quickly and accurately when I can choose the text 

and background colours.

I have a valid license for all my software, music, dvd's, and books.

For over 5 years, I have use only free software because I find free software is 

of higher quality, and can be made to do what is required by myself and my 

customers, without limitations or vendor lock-in.

1.   Summary - by requested focus points

----------------------------------------

1.1: Whether DRM distorts traditional tradeoffs in copyright law;

DRM completely changes copyright law. Copyright law is about distribution. DRM 

is about access control. Without DRM, consumers can choose what they do with 

any copy they they have bought or created. If DRM is permitted, all access, 

storage and distribution is controlled by the DRM software, allowing the DRM 

supplier do the following on all DRM crippled devices:

*) Prevent the development and distribution of competitors' products.

*) Degrade the performance and quality of competitors' products.

*) Delete or modify anything they disapprove of.

*) Change the terms and conditions of use after sale.

*) Copy any document from any DRM device.

*) Spy on the customer.

*) Enforce prices differences dependent on the region of use.

1.2: Whether new types of content sharing license (such as Creative Commons or 

     Copyleft) need legislation changes to be effective;

Legal content sharing pre-dates modern restricted commercial distribution. New 

laws, and modern failures to enforce existing laws damage content sharing 

licenses.

a) Collaborative software started on the earliest production computers made in 

   the 1950's:  http://www.groklaw.net/article.php?story=20050407114834583

b) Copyleft was introduced as a reaction to the introduction of restrictive 

   software licenses:  http://en.wikipedia.org/wiki/Copyleft#History

So far, the proposed changes to legislation that I have seen have been attempts 

to destroy Copyleft, for example:

Allowing software patents if they care called 'Computer implemented inventions'.

IPRED2 - I thought it was a joke at first.

http://www.ipred.org/en

http://www.fsfeurope.org/projects/ipred2/ipred2.en.html

http://wiki.ffii.org/Ipred2En

http://wiki.ffii.de/IpredEp051122En

http://www.guardian.co.uk/medicine/story/0,11381,1653838,00.html

Here is a way to use DRM to defeat the GPL:

Section 18 of: http://www.cl.cam.ac.uk/~rja14/tcpa-faq.html

1.3: How copyright deposit libraries should deal with DRM issues;

All copyright deposit libraries should be able to demand published works in a 

format that is open, documented, and free from patents and royalties. Without 

this, their libraries will fade into nothing as support for DRM systems either 

disappears, or becomes prohibitively expensive. Mickey Mouse does not yet 

control the duration of copyright here. When DRM is permitted, there is no 

way to be sure that copyright material will still exist when the copyright 

expires.

1.4: How consumers should be protected when DRM systems are discontinued;

Products inflicted with DRM should be clearly labelled. This means both the the 

copyright materials and the devices used to read/play them. If the DRM system 

fails, or has the potential to cause unwanted side effects, then the consumer 

should be allowed to circumvent the DRM system any means he finds convenient. 

At present vendors are trying to hide DRM: Non-DRM CD's may be marked CD-audio. 

DRM CD's may be marked CD-text. CD-text is often printed small and blurred so it 

can be mistaken for CD-audio.

1.5: To what extent DRM systems should be forced to make exceptions for the 

     partially sighted and people with other disabilities;

Label the product as inflicted with DRM, and allow anyone to defeat the DRM 

system by any means they find convenient. Use the Spanish law that means 

people can be fined for preventing access by the blind.

1.6: What legal protections DRM systems should have from those who wish to 

     circumvent them;

DRM is indistinguishable from various types of malware, and damages the legitimate

functioning of computers. If any special status is given to DRM software, 

malware will emulate it to receive the same protection. DRM software has been 

used as spyware, and DRM suppliers have threatened legal action against those 

who expose such behaviour.

There should not be any laws to prevent or restrict circumvention of DRM 

systems. Specifically, discussion of the workings of a DRM system, implementing 

and distributing hardware and software to defeat DRM should be explicitly 

legal.

Many of the articles on this site ridicule the DMCA. Ask yourself why?

http://humorix.org/articles/2003/08/make-money/

1.7: Whether DRM systems can have unintended consequences on computer

     functionality;

I have an issue with the word 'unintended'. The worst damage is deliberate. 

Effective DRM prevents:

a) All software development and distribution not sanctioned by the owner of the 

   DRM system.

b) Total loss of privacy concerning information stored, read, played or created

   on a DRM inflicted computer.

c) Distribution of music/video/text/pictures not sanctioned by the owners of 

   the DRM system to computers inflicted with DRM.

http://www.eff.org/IP/DMCA/unintended_consequences.php

http://www.freedom-to-tinker.com/?p=936

1.8: The role of the UK Parliament in influencing the global agenda for this 

     type of technical issue.

Evidence for what they are doing, or what they should do? So far, the UK 

Parliament has demonstrated its ability to be misled by the pro-patent lobby.

2.   Quotes from the Inquiry web page

------------------------------------

Quotes taken from the following page on 2005-11-17:

http://www.apig.org.uk/current-activities/inquiry-into-digital-rights-management.html

2.1: "DRM is used to describe a number of technologies that can be incorporated 

     into electronic devices to control the use of digital media."

DRM is also used to enforce vendor lock-in for hardware upgrades, and to 

illegally prevent recycling.

http://www.mirror.co.uk/news/allnews/tm_objectid=14315717&method=full&siteid=50143&headline=liquid-gold-name_page.html

http://www.wired.com/news/business/0,1367,57866,00.html

2.2  [DRM] ... " can have much wider application, allowing computer software to 

     be rented,"

You can rent games software now from Blockbusters. There are major problems 

renting other types of software that makes it so unpopular that software houses 

must leave customers no other choice:

http://www.techwr-l.com/techwhirl/magazine/usersadvocate/usersadvocate_net.html

http://www.pwac.ca/columns/softrent2.htm

http://www.theregister.co.uk/2004/10/13/open_source_software_rental/

2.3: [DRM] ... " providing assurance that only authorised programs are executed 

     on a particular computer."

Authorised by whom? This is a vast amount of power to give away to anyone, 

especially when the most obvious candidate for control has been found guilty 

of using a monopoly in one field to gain a monopoly in others all over the 

world.

2.4: "music publishers and movie moguls can prevent revenue loss from illegal 

     duplication."

Counting chickens before they are hatched. Look at the amount they claim is 

lost, and compare it to per-capita income. Successfully preventing copying 

does not ensure more sales. It may just mean more people go without. In fact 

preventing copying leads to a decrease in sales. If people cannot hear the 

copies, they have no incentive to purchase.

2.5: "consumers may lose existing rights to freely enjoy what they have 

     purchased and to pass it on to others when they have finished with it."

Already happened.

2.6: "However, to portray the issues surrounding DRM as merely a consumer 

     versus publisher debate is misleading. DRM permits the creation of new 

     business models where you buy the right to read a book just once, or pay a 

     fraction of penny every time you play a song. This allows publishers 

     greatly flexibility in the services they offer and leads to increased 

     consumer choice."

It leads to ending consumer choice. If a seller can force customers to rent 

instead of buying, the seller will do so.

2.7: Derek Wyatt MP said "DRM systems bring threats and opportunities to both 

     publishers and consumers. This inquiry will seek to establish how 

     consumers, artists and the distribution companies should be protected in a 

     continually evolving market place"

All the opportunities created by DRM are for manufacturers of DRM systems. The 

business models of traditional distribution channels are threatened by direct 

purchase from the artist by the customer via the internet. As a result, the 

distribution channels exaggerate problems with illegal copying and deal with DRM 

suppliers. In real life authors and musicians can make a better living without 

DRM controlled distribution channels.

http://www.baen.com/press.htm#Dramatic

http://www.magnatune.com/

http://www.emusic.com/

http://candyrat.com/

http://www.bleep.com/

http://www.sliceofscifi.com/archives/star_wreck_in_the_pirkinning_huge_internet_hit.html

You can see some of the reaction against DRM at:

http://advogato.org/article/864.html

