The All Party Parliamentary Internet Group: Inquiry into Digital Rights Management

Written submission from Royal National Institute of the Blind (RNIB)

1.   Introduction 

1.1  RNIB welcomes the Group’s inquiry into digital rights management schemes.  We are pleased to note in the enquiry's terms of reference: "To what extent DRM systems should be forced to make exceptions for the partially sighted and people with other disabilities".    

1.2  We are very concerned that both blind and partially sighted people, and indeed others with a reading related disability such as dyslexia, can be denied full and equitable access to knowledge and culture if such schemes are inadequately designed or unfairly deployed.

1.3  We are the UK's major agency serving blind and partially sighted people, dedicated to achieving positive change and greater inclusion of people with sight loss in all aspects of life.

1.4  Full and equitable access to information is essential if people with sight loss are to compete on equal terms in education and employment.  It is also essential to full enjoyment of all aspects of daily life and of the potential advantages which modern technology brings.  We devote significant voluntary resources to trying to ensure that blind and partially sighted people are not left behind by advances in communication, be it in the fields of broadcasting, telecommunications or publishing.  This is an extremely challenging task, given the speed of development in these fields.

2.   The Issues for Blind and Partially Sighted People

2.1  Blind, partially sighted and other print disabled people read electronic material by modifying the way in which it is presented, without modifying the content.  .  They may do this through magnification, transformation into synthetic audio, or the use of a temporary, or "refreshable" braille display.  In some instances the software with which to make these changes is incorporated in mainstream packages, but the most flexible and adaptable solutions are achieved via dedicated "screen reader" software.  The term "assistive technology" is used in this document to refer to this form of access.

2.2  Digital rights management schemes, or the technological protection measures within them, can react to assistive technology as if it was an illicit operation.  Thus, the DRM systems applied to e-Books and e-Documents can prevent access by people who use assistive technology to read the screen or to control the computer.

2.3  In those circumstances, the blind user is prevented from achieving the same degree of access as his sighted counterpart, or indeed any access at all.

2.4  A second problem can be the "disabling" of speech functions in a particular publication.  While e-book readers may have the facility to reproduce synthetic speech, the rights holder can apply a level of security which prevents this from working.  A person with sight loss can thus buy a book but find herself unable to read it.

2.5  RNIB has been contacted by several people who have purchased e-Books from both major retailer and small publishers, only to find that they are unable to read them because of the way that the DRM has been applied. 

2.6  For example, Lynn from London bought a Bible from Amazon, and found that the content was locked in such a way that she could not read it with her screen reader. She contacted Amazon who advised her to contact the publisher. Having taken this extraordinary step, she was told "there is nothing we can do about it".

2.7  RNIB views this as discriminatory practice, as  publishers are erecting barriers to access, however unwittingly. We do not believe there are commercial or technical reasons for this to continue.

2.8  This situation is in fact deeply ironic, since an e-Book can be a great way to make publications accessible to people who cannot read print. It is unsatisfactory and unnecessary because technology companies such as Adobe have actually taken steps to ensure that content can be protected and yet access still provided to disabled customers.

3.   Technical  Analysis

3.1  We have appended (Appendix 1) to this submission an article entitled "The sound Proof Book", by George  Kerscher, International Project Manager, DAISY Consortium And Jim Fruchterman, CEO, the Benetech Initiative.  This can also be found at:

http://www.daisy.org/publications/docs/soundproof/sound_proof_book.html

Although written some time ago, this article has not lost its validity, and still poignantly illustrates the threats posed by DRM. 

3.2  The additional information in the rest of Section 3 below is drawn largely from "Accessing and Protecting Content", by Garnett, White and Mann, a report prepared  during 2005 by RNIB within the European Accessible Information Network Project, www.euain.org, funded by the European Commission.

3.3  Both Adobe Security and Adobe DRM can be configured to restrict the use of access tools such as screen readers. Typically, a commercial document or e-book in PDF format will have all accessibility features disabled. This is not the default position but is easily and most often selected by commercial publishers. 

3.4  Microsoft e-book reader sells most of its titles with an "owner exclusive" level of security.  In addition to having this "anti-piracy" function, the Owner Exclusive book also has use restrictions that apply to the legitimate owner of the e-book. In particular the text-to-speech capability that is built into Microsoft Reader for accessibility purposes is disabled.  Similarly, "Owner Exclusive " limits use of the product to one device, which prevents a visually impaired user from downloading from  a desk top PC to a more congenial device such as a lap top braille notetaker.

3.5  The objective of applying DRM to a piece of content is to define and implement the rules for the access to and use of that content. To achieve this, the DRM system has to operate in a controlled and trusted environment in which it is able to control all the options available to a user of the content.

3.6  This control requirement extends to accessibility tools – and explains the problems which have arisen in a conflict between DRM and accessibility. The Microsoft text to speech (TTS) synthesis tool has a broad functionality which is also incorporated in the Adobe Acrobat Reader. As a tool it is considered to pose a threat to DRM controlled content because of its broad functionality and because it does not connect in a trusted manner with the DRM system. 

3.7  This is why the DRM system in the Microsoft e-Book Reader application blocks the use of the TTS tool when the DRM is configured to manage the rights in premium (commercial) content. This was originally the default position with the Adobe Reader.

3.8  There are essentially two ways in which this problem can be addressed. The first is to set up a system where the DRM mechanism is able to recognise a trusted accessibility tool and then unblock access to content for that tool. The second way is by devising instructions, expressed through the rights expression language, which are available to authorised users of trusted access tools.

3.9  Adobe has already initiated a program incorporating the first approach. The DRM system used in the Adobe reader is now able to recognise and establish a trusted relationship with at least 2 accessibility tools (Window-Eyes and Jaws screen readers).  Allowing access to DRM protected by content is now reportedly the default position of the reader. 

3.10  The effect of this trusted relationship between the Reader and the accessibility tools is that access (including text to speech) can be facilitated without in any way derogating from the security level applied to the content generally (e.g. no printing, no altering, no saving to alternate formats).

3.11  To achieve this relationship, third party applications are submitted to Adobe for testing the security and compatibility issues.   To quote from Adobe's Loretta Guarino Reid, in a response to an enquiry from the RNIB "Techies" e-mail list dated 15th December, 2005: "Our solution depends on a special mechanism that vendors can use to identify themselves as trusted clients. To implement this properly really requires suitable operating system support to provide a secure channel to trusted client programs, and a good mechanism for validating the identity of the client program."  

3.12   Thus the feasibility of access to Adobe DRM through assistive technology has been established, but effective realisation remains protracted and by no means universally rolled out.

4.   The legal background

4.1  International treaties have long permitted national legislatures to introduce exceptions and limitations to copyright in various circumstances, including exceptions and limitations for the benefit of people with a reading related disability.  The UK Government was tardy in this respect, but has now introduced exceptions for visually impaired people through the Copyright (Visually Impaired Persons) Act 2002.

4.2  However, technological protection measures can negate these exceptions if they make it difficult or impossible to access otherwise inaccessible material.

4.3  At international level, the WIPO Copyright Treaty (WCT) and the WIPO Performances and Phonograms Treaty (WPPT).  require, in Articles 11 and 18 respectively,  legal protection for rights holders using technological protection measures.  They make no specific provisions to protect the beneficiaries of exceptions to copyright.

4.4  The UK and the European Union will shortly be ratifying these treaties.  To pave the way for this, an Order designating the two "WIPO internet treaties" as European Community treaties has recently been debated and approved in Parliament.  The Order still needs to be made in the Privy Council.

4.5  Fortunately, the European Copyright Directive* is more helpful.  While it, too, seeks adequate safeguards for rights holders against the circumvention of technological protection measures, it does state in Article 6.4.1: 

"…in the absence of voluntary measures taken by right holders, including agreements between right holders and other parties concerned, Member States shall take appropriate measures to ensure that right holders make available to the beneficiary of an exception or limitation provided for in national law in accordance with Article 5(2)(a), (2)(c), (2)(d), (2)(e), (3)(a), (3)(b) or (3)(e) the means of benefiting from that exception or limitation, to the extent necessary to benefit from that exception or limitation and where that beneficiary has legal access to the protected work or subject-matter concerned."

Article 5.3.b. is the one relating to exceptions and limitations for the benefit of people with a reading related disability.  Hence the Directive envisages protection against technological exclusion for such users.

* Directive 2001/29/ec of the European Parliament and of the Council of 22 May 2001 on the harmonisation of certain aspects of copyright and related rights in the information society

4.6  The UK Government transposed this part of the Directive into UK law in Section 296Z of Statutory Instrument 2003: 2498.  The procedures set out in that Section have not yet been fully put to the test.  However, they appear slow and cumbersome, and are unlikely to help someone such as a student with an urgent need to consult a particular document.    Furthermore, they appear to lack teeth in situations where a rights holder is reluctant to comply with a determination by the Secretary of State.

4.7  In its own submission to this enquiry, the Society of College, National and University Lecturers (SCONUL) has also very aptly pointed out:

"In libraries in higher education we are faced with a conflict of laws.  The Special Educational Needs and Disability Act 2001 requires (at s.28) institutions to ‘take reasonable steps’ to allow disabled people to enjoy facilities on an equitable basis vis-à-vis their peers.  Yet librarians are forbidden by s.296ZA of the Copyright Designs and Patents Act, 1988 (as amended by S.I. 2003: 2498) to interfere with protection measures even to make ‘accessible’ copies for visually impaired people.  In practice the means of escape from this conflict of laws are very cumbersome."

4.8  We should like Parliament to consider ways of strengthening these provisions in favour of the beneficiaries of exceptions.  To permit circumvention in certain well-defined circumstances would be helpful.  That alone, however, would not be the total answer, as the potential user might not have the necessary skills to circumvent.  Prompt legal or administrative measures are also required. 

4.9  European Initiatives.  As already noted, the European Union has recognised that copyright exceptions for disabled people may be compromised by the technological protection measures within DRM Systems.  Subsequent to the passage of the Directive, the Commission conducted work on DRM which is detailed in Appendix 2.  This illustrates that the whole issue remains fluid and largely untested, and that interoperability and protection of consumer rights are key issues which still need to be safeguarded.

5.   Conclusions and Recommendations

5.1  The terms of reference of this enquiry ask what the role of the UK Parliament should be.

5.2  Parliament and Government have an important  role to play in resolving the legislative conflicts illustrated in Para. 4.7 above.  

5.3   Parliament and Government also have an important role to play in streamlining and clarifying the procedures required when inadequately designed DRM schemes throw up barriers for users with sight loss (Ref Para.  4.8 above). .  Mechanisms are required which can lead to a prompt resolution of this sort of difficulty.

5.4  The Government announced on 2nd December 2005 that it was setting up an independent review of UK intellectual property law under the chairmanship of Andrew  Gowers: 

http://www.hm-treasury.gov.uk/independent_reviews/gowers_review_intellectual_property/gowersreview_index.cfm 

These issues must be covered by that review.

5.5  The publishing and IT industries also have an important role to play.  The developers of DRM schemes should apply principles of universal design.  They must address the impact of DRM on readers using assistive technology, ensuring that such technology is recognised as legitimate and authorising appropriate manipulation of the way in which content is presented (Ref. in particular Para. 3.12 above).

5.6  It is also in publishers' interests to ensure that the way in which their assets are packaged do not limit the number of potential customers.

6.   Further Information

RNIB would be happy to provide additional information and to give oral evidence to the Group.  Please contact in the first instance Dan Scorer, Parliamentary Officer, RNIB 105 Judd Street, London WC1H 9NE, tel. 020 7391 2382, e-mail dan.scorer@rnib.org.uk.

DM/RNIB 19th December, 2005

 Appendix 1

The Soundproof Book

The Soundproof Book:

Exploration of Rights conflict and Access to Commercial E-Books for People with Disabilities

By George Kerscher, International Project Manager, DAISY Consortium

kerscher@montana.com

And Jim Fruchterman, CEO, the Benetech Initiative

jim@benetech.org

Introduction

The Open eBook Forum (OeBF) provides the ideal "forum" for the exploration of issues related to e-Publishing. In addition to standards and growing the industry,

there are issues, sometimes controversial, and often relating to various rights holders that come before the OeBF. This document will lay out the heated

rights controversy concerning the use of synthetic speech -- Text-To-Speech (TTS) as it relates to the use of e-Book publications by persons with disabilities.

Books are increasingly coming in formats other than the traditional printed book. These formats appeal both to members of the general population as well

as to people with disabilities, who cannot read a printed book. Audio and e-Book formats provide both new opportunities and new challenges, some of which

are illustrated by the following examples.

Imagine a famous actor seated in a recording studio, with a printed book in front of him. The room has been carefully constructed to shield the recording

process from extraneous sounds, and the sound engineers take great care to achieve the best results. The sonorous tones of Shakespeare are carefully captured

in this soundproof room, and the resulting cassette tapes and CDs will delight many thousands of listeners. Whether the listener has a long commute, or

has a visual impairment, this audio form of the book delivers great value.

Imagine the digital form of this same text, the e-Book form. This same book is available in many different digital formats, delivering the text of the book

rather than a recording. The form of the text is analogous to the text in a word processing file or a Web page. Dedicated e-Book reading systems will provide

a way to download this e-Book and read it on the device's display, and PC-based reading systems will present this text on the computer's screen. Thanks

to access technology, individuals who are blind and other persons with print disabilities will be able to read this text independently. Depending on the

needs of the individual, the text may be presented as braille or enlarged text, but the most common access method is synthetic Text-to-Speech (TTS). TTS

has improved over the past twenty years, but still sounds distinctly mechanical. while most words can be pronounced clearly, there is much room for improvement

with phrasing and expression. However, its ability to make digital text accessible has made it an incredible instrument of equality to many people with

disabilities.

Now imagine a man who is blind sitting at a PC, and listening to that Shakespeare passage with an e-Book reader using TTS. The mechanical tones are far less

evocative than those of the professional narrator, but the listener who is blind can see past the quirks of the robotic voice. Long experience has made

the TTS familiar and the user can focus on the content.

Next, the user goes to the Web, makes a purchase and downloads the latest best-selling novel, just out in e-Book format. With the same e-Book reader, the

user opens the e-Book and hits the start speaking button. And, nothing happens. No sound comes out of the PC's speaker. The e-Book has been soundproofed.

If the person is lucky, it may be possible to get a refund for this e-Book purchase. But, the person won't get access.

This paper will describe the technical and legal issues behind the soundproofing of this book. The differing rights of publishers and individuals with print

disabilities under contract and under law have led to choices in the structure and delivery of e-Books that sometimes deliver access and sometimes do not.

[Note:  audio clips available only in Web version]

Human Recording and Synthetic Speech Excerpt For your Review

One minute sample recording of an audio book using professional narrator

Human recording of passage

One minute recording of the same text using synthetic speech.

Synthetic Version

note:This audio extract is taken from the title Almost a Crime by Penny Vincenzi. It may not be reproduced outside the context of this paper, and may not

be re-published or broadcast in any form. We thank the publisher, "Orion," for their kind permission to use this 1999 publication.

The challenge of book access

That wonderful vehicle for presenting ideas, thoughts, and experiences - the book - is usually inaccessible to persons who are blind and to others who have

disabilities that prevent them from reading standard print. Blindness, obviously, prevents one from getting information visually and the challenge of laying

one's hands on published materials in accessible formats has always been a lifetime challenge. In the USA, for example, fewer than 7,000 of the 70,000+

books published each year are ever made accessible in a recorded or braille format. Recording For the Blind & Dyslexic (RFB&D), the largest provider in

the world adds 4,000 titles per year to their collection by taking advantage of over 5,000 volunteers in 32 recording studios around the country. (See

http://www.rfbd.org

for more information). The National Library Service for the Blind and Physically Handicapped (NLS) a division of the Library of Congress records approximately

2,500 each year and other smaller organizations contribute additional titles in braille or audio, but collectively less than 10% of published books ever

make it into an accessible format.

To say, "the plight of the student with a print disability is extremely difficult," would be a gross understatement. It is common for students to be without

their accessible version of a textbook at the beginning of the school year. It takes many months for volunteers to produce the recorded version at RFB&D.

For the college student, the situation is even worse. As a student progresses in his or her education, the likelihood of textbooks being accessible decreases

due to the specialized nature of the material being studied. At the colleges, Services for Students with Disabilities have the responsibility to make courseware

accessible. The use of scanners and OCR software is common, but there is no consistent effective way to create a high quality accessible textbook within

the time demands and financial constraints facing the students and the Disabilities Services offices. The result is that students drop courses and change

careers based on information availability in their field.

For books not available in accessible form, readers with print disabilities either rely on a human reader or on a scanning system. Reliance on a human reader

is expensive and not always available when access is needed. Scanning an entire book with OCR software can take hours, and the resulting text will have

recognition errors. Although a new Web-based service has been recently launched to provide shared access to scanned books, Bookshare.org (see

http://www.bookshare.org

for more details), scanned books are not equal in quality to electronic books. Textbooks and technical books are often unusable when scanned because of

complex content beyond today's character recognition technology. Access to e-Books offers a major step forward for people with print disabilities.

e-Books provide hope to persons who are blind and print disabled

When the work on the e-Book Publication Structure started, the disability community eagerly joined in the effort. The focus was to ensure that the file specification

for e-Books was completely accessible. The disabled community found great support in the working group's development of the e-Book Publication Structure

1.0, which became a standard in September of 1999. The XML data encoded in this file specification is completely accessible. However, it is important to

point out that the XML data is compiled for distribution into a proprietary wrapper that includes a Digital Rights Management (DRM) component, which often

prevents accessibility. Nevertheless the disability community continues to work within the OeBF to ensure that e-Books will evolve as accessible reading

material "right off the shelf." If you have the structure and content encoded in XML with sufficiently rich semantics, there is no reason why the presentation

of the information cannot be tailored to meet each person's needs. This is true for all people and at all times; this is the promise that e-Publishing holds

for persons who are blind and print disabled.

DRM Implementations Block Access by Screen Readers

The personal computer is the information access tool of choice for many persons who are blind. The computer is made accessible through a screen reader program.

Screen readers use a text-to-speech synthesizer (TTS) to speak aloud the information that a sighted person would visually read on the computer screen.

These screen readers intercept the text being written to the display and keep track of it, so that it can be vocalized in response to the user's control.

For example, pressing certain keys will cause the screen reader to read the current word, line or paragraph. Screen readers also permit the use of dynamic

braille displays instead of, or in addition to, the TTS.

The screen readers are external applications to the PC-based e-Book reading software. The DRM wrappers are designed to work with reading applications that

present the text visually without allowing the text to be copied, to prevent the illegal distribution of the book. Unfortunately, these anti-copying provisions

also prevent the screen reader from providing access with TTS or braille. The secure reading application views these external applications as security

threats and blocks their access. As a result, persons who try to use their screen reader with e-Book reading systems find that their screen reader is not

allowed to do its job and leaves the person who is blind with no access to the e-Publication, unless the reading application builds access directly into

the user interface.

Adobe and Microsoft Provide Access Through TTS

In 2000 Adobe was the first to provide a version of an e-Book reading system with speech capabilities. This product uses TTS to present the textual information.

Blind people and their advocacy organizations were disappointed when Microsoft's initial e-Book products came out and didn't work with the screen readers.

Late in 2001, Microsoft's Reader group released a version that included an interface that used TTS to present information. With the host of e-Book reading

systems on the market, it is only Adobe and Microsoft that provide access to persons with print disabilities through TTS.

NOTE: Various federal laws mandate accessibility for persons with disabilities, such as the Americans with Disabilities Act or Section 508 of the Rehabilitation

Act, which specifies that the federal government should purchase products that are accessible to people with disabilities. In addition, the copyright law

concept of fair use is often used as a justification for access. For example, an individual scanning a printed book for TTS or braille access for his or

her personal use is generally considered fair use. In addition, there is a provision in the copyright law permitting non-profit organizations such as RFB&D

and Benetech to provide accessible books. However, the interaction of these laws with e-Books is an open question.

Audio Rights

In some cases the authors and publishers have sold the rights to the audio version of their books. The intention of the audio publisher is to make a sound

recording of the book available for sale commercially, usually in the form of a cassette or Compact Disc, but also, more recently, as a digital product

available for download distribution via the Internet.

When technology companies such as Adobe and the Microsoft Reader group discussed requirements with publishers, the topic of TTS came up. Both Adobe and

the Microsoft Reader Group were told that in many cases the potential e-Book publisher had sold the audio rights to another company. This evolved into the

requirement for the technology provider to disable TTS in certain classes of e-Books. The requirement to have control over the use of TTS is being put forward

by the publishers to resolve this rights issue; both Adobe and Microsoft have implemented this disabling feature. In simple terms, some people consider

the TTS presentation an audio rendition, and therefore permitting the TTS presentation would be an infringement on the audio rights holder. People with

disabilities do not agree with this interpretation, since the e-Book is delivered as electronic text and not as recorded human speech, and since turning

off access prevents them from reading the e-Book.

NOTE: Persons with print disabilities purchase and enjoy commercial audio recordings. While productions of audio books are increasing, the availability

of audio books falls well behind that of traditionally published titles. In addition, the print disabled community can benefit from the combination of

textual presentation on the screen, accompanied by the synthetic speech, word spelling capabilities, and the added flexibility of specific page positioning.

Protecting the audio rights

Microsoft and Adobe, which have implemented the use of TTS in their e-Book reading systems, have heard from publishers that the audio rights to their e-Books

may have been sold. Therefore a feature has been added that allows the use of TTS to be turned off. This means that at the time of creation, a decision

can be made by the publisher to disable the use of TTS for this particular e-Book.

NOTE: The cost of TTS has dropped from $4,000 in 1985 to almost free, now that it is being implemented as software using the standard PC sound cards. The

quality of TTS is steadily improving, and while the quality of TTS may not be considered serious competition to a professional narration today, this may

change sometime in the future.

In the case of Microsoft Reader, if the highest level of security is selected, TTS access will be disabled. Unfortunately for people with disabilities,

the latest and most popular e-Books are almost always released at this highest level of security. So, while some e-Books formatted for Microsoft Reader now

talk, the ones in greatest demand generally do not.

Adobe takes a different approach that does not associate TTS with security. Adobe's e-Book authoring tool provides the option to turn off TTS access. Publishers

using this option sometimes turn off this access because they are not certain they have the rights to turn it on.

Call for discussion

At the beginning of this document are links to sample MP3 files that represent a TTS version of a passage and the same passage being read by a professional

narrator. The relevant issues and positions of the rights holders have been described. In a nutshell, you have the facts, but to summarize:

List of 5 items

• Persons who are blind and print disabled use screen readers to access all sorts of applications and information using TTS and refreshable braille;

• The OeB Publication Structure is 100% accessible and is the recommended mechanism for producing e-Books;

• Some applications block access by screen readers, because access to the content in this way is viewed as a security threat;

• Adobe and Microsoft have made their applications self-voicing as an accommodation to persons who are blind and print disabled;

• Authors and publishers have required technology companies to provide the capability to turn off TTS because of audio rights concerns.

list end

Providing a Forum For Discussion

Audio publishers feel having TTS enabled infringes on their rights; E-Book publishers want maximum security for their electronic documents; and persons who

are blind and print disabled believe they have a human right to read published documents and especially e-Published materials they have purchased, not to

mention rights under various federal and state statutes.

Clearly, the Open e-Book Forum must provide for discussion of the issues surrounding this conflict. We have produced this unbiased presentation of the facts

to clearly explain the issues. Now, it is up to the various rights holders to discuss ways to address this controversy. We invite thoughtful comments through

the OeB Forum's Web site

http://www.openebook.org.

The discussion items relating to this thread will be placed on the OeBF web site. It is our hope that a clear direction will emerge from this discussion

and all rights holders, including people with disabilities, will be the winners.

Appendix 2

Work on Digital Rights Management Conducted by the European Commission.

The value of digital rights management schemes and of technological protection measures was recognised in Articles 6 and 7 of the 2001 so-called “Information Society Directive”: “Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on the Harmonisation of Certain Aspects of Copyright and Related Rights.”.  See:

http://europa.eu.int/eur-lex/lex/LexUriServ/LexUriServ.do?uri=CELEX:32001L0029:EN:HTML
The Directive also sought to address the potential clash between exceptions to copyright on the one hand and protection measures on the other.    The Directive is discussed at greater length in Chapter 3 of the main report.

Following the promulgation of the Directive, the Commission took various initiatives, summarised below.

CEN/ISSS Group report

http://www.cenorm.be/cenorm/businessdomains/businessdomains/isss/activity/drm_fg.asp
In 2001 the European Commission DG Enterprise commissioned CEN isss to prepare an overview of the current situation in respect of digital rights management, to see if there was scope for standardisation.  The report was published in 2003.  In her summary, the Chair concluded: “ The area of DRM is too diverse and complex for any single standard to satisfy all needs.”  Different players had different priorities.  There was some consensus on the importance of interoperability, and a preference for industry-led, optional standards rather than regulation.

The European Blind Union (EBU) was the only “consumer” body to play a regular part in the group’s discussions.   In its contribution, it stressed the importance of interoperability and accessibility.  The Chair’s summary acknowledged this by stating: “While DRM technologies can create new market opportunities, [the report] contains a reminder that without appropriate design DRM technologies may exclude both legally allowable access, e.g. copying for strictly private purposes, and also access by those with special needs.”

DG Information Society

In parallel, DG Information Society sponsored a series of workshops during 2002 on the DRM issue, focussing on the needs of different constituencies, including “users”. EBU was able to play a positive part in these deliberations.  The Working Group on users highlighted the need to ensure that DRM systems did not negate legal exceptions to copyright, nor limit access to content in the public domain.  The needs of those using “non-visual interfaces” was noted, as was the danger that a visually impaired purchaser might have to pay the standard price for only part of the product, if only part were accessible.  Transparency in the terms and conditions of sale was demanded, along with general legal protection for users in the new DRM environment.

Three other working groups also reported, and information on the work of all four groups can be found at:

http://europa.eu.int/information_society/eeurope/2005/all_about/digital_rights_man/events/index_en.htm
We have not been able to locate a full report on the overall conclusions of this workshop, though a Powerpoint summary of the concluding workshop in March 2003 can be found at:

http://europa.eu.int/information_society/eeurope/2005/all_about/digital_rights_man/doc/workshop2003/wg2.ppt#262,11,Summary:
In 2004 DG Information Society convened a High Level Group (HLG) of interested parties to look at DRM, in the context of the e-Europe 2005 programme.  Its final report:

 http://europa.eu.int/information_society/eeurope/2005/all_about/digital_rights_man/doc/040709_hlg_drm_2nd_meeting_final_report.doc



issued in July 2004, made recommendations on DRM and Interoperability; Private copying levies and DRM;  and Migration (from illegal processes) to legitimate services.  The main consumer representative on the Group, the Bureau European d’unions de consommateurs (BEUC) dissociated itself from many of the conclusions, and the introduction to the report notes: “Consumer's trust and confidence aspects could not be addressed in a comprehensive way and requires further discussion.”  

The HLG’s report noted that the situation with DRM was still very fluid.  Technology was advancing but the market was still very young.  There was a mix of open, proprietary and de facto standards, with open ones to be encouraged.    Interoperability (compatibility) was by no means yet achieved, and the Group foresaw the deployment of mass market interoperable solutions as being from 2 to 5 years away (i.e. 2006-9).

A substantial amount of the Group’s report was devoted to the need to combat piracy.   Attention was also given to the interplay between levies on the retail sale of tape, discs and recording equipment on the one hand and DRM on the other.  

The HLG report makes no mention whatsoever of the needs of disabled people.

The report was put out to “informal consultation”, and followed up by two meetings convened by DG Information Society in October 2004 and April 2005.  

Responses to the consultation can be found at:

http://europa.eu.int/information_society/eeurope/2005/all_about/digital_rights_man/documents/index_en.htm



Papers presented at the April 2005 meeting can be found at

http://europa.eu.int/information_society/eeurope/2005/all_about/digital_rights_man/events/index_en.htm#drm_workshop_2005



The summary of responses notes input from many quarters highlighting the need for greater civil society involvement in this sort of work, the need to protect access to public domain material, and the need for a standard definition of DRM and interoperability.  The need to distinguish between DRM and TPM is flagged up.

Consumers clearly had a greater input into the consultation than the original report.   Concerns are noted that the “fragile balance” between rights holders and users could be tipped too far towards the former.    The summary concludes: “ …some of the contributions received pointed out a variety of concerns with regard to DRM; its effects on competition, its implementation cost, its long term impact on society, its effect on the digital divide, and the risks it presented for existing businesses. Many respondents expressed the view that much more comprehensive investigation and analysis was required to support the conclusions and recommendations of the HLG final report.” 

It should be remembered that these issues apply as much to music and video as to publishing, and it is perhaps the music industry which is most forceful in its lobbying.

It is clear that the whole issue of DRM is still wide open.

