Response to APIG consultation on digital rights management systems 
 
Digital rights management systems are frequently seen only as a technical protection measure - a technical means of enabling rights holders to deliver digital content in a controlled way - preventing users from having access to the content unless they meet the requirements of the rights holder, be it financial or otherwise, and preventing users from using the accessed content in ways other than the rights holder has given permission for. This viewpoint is too narrow, because digital rights management systems should also take account of the management of those rights; and provide functionality such as verifying the authenticity of information indicating whether it comes from the source claimed and if it has been altered – whether inadvertently or fraudulently.
 
Laurence Kaye (INDigital rights management: the legal debate. SCL Internet Interest Group Meeting, 26 March 2003  http://www.laurencekaye.com/files/SCL-DRM_03.ppt) quotes US consumers where they comment on the Digital Millenium Copyright Act which implements the WIPO copyright treaty in the United States, to the effect that “current rules are the logical equivalent of executing all of the residents of a town to make sure you get the one serial killer among them” and that it doesn’t address the standards needed to make the legal provisions on DRM work. The DMCA is similar to our legislation (SI 2003/2498).
 
Liability for any vulnerabilities in DRM systems
Those who employ digital rights management systems should be fully liable for any vulnerabilities to which those systems expose users [see 'Music industry asks whether fair use is fair play' by Paul Taylor and Aline van Duyn. FT 29/11/05 p14 http://news.ft.com/cms/s/2594a9f8-603a-11da-a3a6-0000779e2340.html “Sony BMG Music Entertainment, the world’s second largest music group, has become embroiled in a very public debacle after it put copyright protection software on its compact discs. The discovery that the software could expose the CD users’ personal computers to hacker attacks has highlighted the controversial use of digital rights management (DRM) technology”. I understand that more than 5000 networks including the US military have been rendered vulnerable by Sony's TPM]
 
The need for effective consumer labeling legislation
When customers purchase a product which is protected by a DRM system, it should be made clear to them at the time of purchase what equipment it will work on. This should be backed up with strict consumer labeling laws, where any restrictions on use are made clear ahead of purchase. Consumers should be entitled to get their money back within 28 days if a manufacturer’s claims about the product prove to be false. There should be proper remedies in place where a failure to label goods accurately means that the consumer cannot use the product in the way that they thought they could.
 
Industry standard on DRM interoperability
There should be an industry standard to ensure interoperability of systems, and only those whose products have adopted the standard should be allowed to display a symbol on the packaging to show that it meets that interoperability standard
 
Legal deposit of products protected by DRM systems
Any products which use DRM technology and which are deposited under the legal deposit legislation must provide the deposit library with the necessary information on how to circumvent the technical measure employed. [I understand that there is an agreement between the Deutsche Bibliothek and German publishers allowing the library to circumvent technical protection measures as a trusted intermediary]. 
 
DRM systems and the copyright exceptions
Not for profit libraries which are open to the public should be given trusted intermediary status in order to circumvent technical protection measures, in order to enable users to benefit from exceptions such as those for people with a visual impairment; or to make a fair dealing copy of a part of the work. In order to achieve this, rightsowners could be required to lodge with a “keyholder” the details of how to access the content (escrow).
 
There should be a workable solution for those wishing to benefit from the copyright exceptions who are prevented from doing so by the use of DRM technology. The current somewhat opaque appeal system to the Secretary of State which was introduced into the Act through the UK implementation of article 6.4 of directive 2001/29/EC is totally unsatisfactory. We don’t really know how this is going to work; to my knowledge it has never been tested as yet and it is unlikely to provide a solution which is either effective or timely. Indeed it would suggest that there is a lack of commitment within the government to upholding the exceptions and limitations to which users are entitled with respect to works in digital formats. 
If people are to have faith in the current system, then: 
· We need clear guidance on precisely how the system of appeal to Secretary of State actually works 

· A legal requirement to publish annually details of how many applications there have been 

· The government should name and shame those who fail to provide a remedy for complainants even where the Secretary of State has requested them to do so 

· Why is it that if a rightsowner ignores an order from the Secretary of State the onus is on complainant to seek judicial redress 

 
Dispute resolution
There should be a swift ‘small claims’ type of procedure available to users as an alternative to full legal proceedings. The Copyright Tribunal’s decisions are legally binding, and as such many people are put off using that route in order to resolve a problem – because of the amount of time and money that it is perceived would be required to get justice. As such they put up with unfair licences. The Copyright Tribunal could potentially be a means of seeking redress, so long as: (a) they are able to deal with complaints about technical protection measures and DRM’s, and (b) that a low level alternative dispute resolution procedure is introduced. 
 
Licence agreements and DRM systems
It isn’t simply a question of being able to circumvent the technology in order to benefit from one of the statutory exceptions. What is also needed is a change in the law to ensure that licences and contracts are not allowed to supersede or diminish those statutory exceptions and limitations to copyright provided in UK legislation. Without this, the delicate balance developed over many years that copyright law tries to achieve between the competing interests of the various stakeholders can simply be discarded at a stroke by rightsowners using licensing and contracts who rely on the primacy of contract law over copyright law.
 
The US Copyright Office is seeking comments on the possible adverse effects on users arising from the DMCA  which prohibit circumvention of access-control technologies. They are considering the possibility of exempting certain classes of works from this prohibition.  (see http://www.copyright.gov/fedreg/2005/70fr57526.html and http://www.copyright.gov/1201/comment_forms).
 
First sale doctrine
When a consumer purchases a product protected by a DRM system they should be entitled to sell it or give it to a friend in just the same way as they can with a hard copy book or journal. Some DRMS are locked to the original purchaser who has to register and whose information is then welded into the DRMS. This contravenes what the American’s refer to as the “first sale doctrine” because if the physical product (eg. on CD or DVD or portable e-book) is then given or sold to a third party they are locked out of it. In the same way that some software can be installed, uninstalled and then re-installed on a different machine purchasers of content protected by a DRM should be entitled to pass the product onto another user who could take over ownership of the product and register the serial number or equivalent to themselves in place of the previous owner.
 
Setting up a DRM forum
Bearing in mind that legislation is dependent upon parliamentary time being made available, APIG should facilitate the creation of a forum made up of user representatives such as librarians and consumer groups; and rightsowner representatives such as authors and publishers with a view to producing a voluntary code of best practice.
