 

Sirs
 

Thank you for the opportunity to comment on DRM.
 

As a consumer who has a certain amount of experience using and supporting computer technologies I feel that there are several problems that need to be addressed before this can be acceptable for use. These technologies are highly complex, and difficult to get working properly even when there is no deliberate obstruction to the correct operation of the system. Here are a few examples from my own experience.
 


WINDOWS XP
==========
 

I purchased Windows XP with my new home computer. It worked fine until there was a hardware problem. When it was fixed, the operating system would not start. The prompts told me I needed to connect to the internet to get it working again. This was not convenient for me, so I telephoned a customer representative. Unfortunately these only worked during the week and in office hours, when of course I was at work. Worse, my computer was repaired on a Friday, so I had to wait all weekend before I could speak to a representative. They told me that if I had connected to the internet, it would not have allowed me to use my computer contrary to the prompts on the screen. Microsoft has therefore removed my ability to use my legally purchased operating system on a legally purchased computer for the weekend.
 


Neverwinter Nights
==================
 

I purchased a game - Neverwinter nights to play on my home computer with an addition to the original game. I installed the game and it prompted me for a code. Looking in the box there were two codes, with no explanation as to what they were. One would not work, so I entered the one that did work. Having completed the original game, I installed the addition to find that it was prompting me for another code. I entered the other code, but it still did not work. I contacted customer support via email. They informed me that the font they had used was not clear and it was easy to mistake several letters, e.g. A and R looked identical. They also informed me (Incorrectly as it turned out) that I would have to remove the game from my hard disc together with all configuration files because I had entered the wrong code the first time round. This would mean that the time I had spent playing the game would be lost. I found the configuration file containing the codes, and removed them. I was then prompted for the first code again. Having tried a few options I decided to make a list of all possible codes and try them all one by one. There were 1024 options and it took me over 500 attempts before I found the correct one.
 


DVD Playback 1 - Region codes
=============================
 

I find I have to buy DVDs with a specific region encoding to play on my Playstation. Since I shop online for DVDs both types are available for me to buy. This limits my ability to shop around, the number of titles available for me to buy, and also means I have to check additional information to ensure I do not end up with an item I can not use. It seems to me that this region coding is simply there to protect the distributor's regional monopolies and cartels. It is immoral, and I fail to understand why the law allows it. However it not only allows it, but prevents me from modifying my Playstation to get round the problem.
 


DVD Playback 2 - Content scrambling
===================================
 

It is not advertised anywhere on the DVD, but the content is encrypted so that it can only be played back by a DVD player that has the appropriate functions and codes to decrypt the contents. Therefore a legally purchased DVD can not be played back on a legally purchased computer unless the operating system contains the codes to decrypt the contents. Nowhere on the DVD cover is this made clear, even though the majority of operating systems available today do not have this facility. On my preferred operating system there is a method to decrypt DVDs, but it appears that it is not legal to tell anyone about it. I can not understand why it is not legal to tell someone how to watch their legally purchased DVD on a legally purchased computer. Additionally this system is used to protect DVDs that are out of copyright (e.g. Laurel and Hardy).
 


Conclusions
===========
 

With the exception of region encoding, the above are copy protection systems. This form of DRM is designed to stop people from being able to copy their programs or films. In actual fact it is preventing people from using software or films that they have legally purchased. In some cases it has taken me considerable effort to get the software working properly, which would have been unnecessary were it not for this copy protection system.
 

Additionally these systems are being used to protect content for which copyright has expired.
 

While this inconveniences law abiding users, it is questionable whether the people who illegally copy these programs (pirates) would be much inconvenienced. For example, while Windows XP has this copy protection, I understand that the server versions do not have it because of the amount of additional effort that would be expended by companies deploying it. Since these versions also have more functionality, a pirate would copy those. Presumably it would be possible for a pirate to find codes for Neverwinter Nights in the same way as I did.
 


Future
======
 

The future holds more problems. You suggest a new business model of a user paying each time they listen to music. I can only see problems for the consumer here, with none for the pirate. For example, if the user had their loudspeakers switched off, unplugged, or broken they would have to pay for listening to the song when they had not done so. A pirate could easily get around any restriction by holding a microphone against the loud speaker and recording the song. I would hope that relevant laws would protect the consumer in these circumstances.
 

I am concerned that there will be an increase in the use of DRM to protect content that is not protected by law, or in a way not intended by the creator (e.g. the public domain, and licenses that specifically allow copying). Law should enforce the content creators licenses, and the public domain should not be allowed to be hijacked by the distributors.
 

Thank you for taking the time to consider my experiences
 

Paul Houghton
