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Summary
The National Consumer Council (NCC) recognises the value of intellectual property rights (IPRs) as a reward to innovators and creators, but is concerned about the costs placed on consumers of enforcing these rights, and the use of the enforcement of IPRs to curtail legitimate consumer freedoms.  The way Digital Rights Management (DRM) technology is being deployed is causing a number of serious problems for consumers.  These include:

· Inability to play digital products on their equipment;

· Limitations on the number of copies they can make;

· Adverse impacts on the use and security of their equipment;

· Inadequate information to make informed purchase choices;

· Unfair contract terms; and

· Loss of privacy rights.

The NCC now believes that consumers’ rights can no longer be merely recognised informally, as this has allowed the adoption of Digital Rights Management (DRM) tools to violate previously accepted arrangements in IP law and consumer rights under consumer protection and data protection law. Policy makers must now carefully consider putting consumers’ legitimate interests on a more robust legislative, and positive footing. 
Introduction
The NCC welcomes the opportunity to give evidence to the All Party Internet Group on Digital Rights Management.  NCC’s approach to intellectual property is to achieve balance.  Consumers have an interest in ensuring that innovation is encouraged and creators and innovators receive a fair return for their work.  However, consumers also have an interest in competitive markets; protection of intellectual property confers monopoly privileges which restrict competition and impose costs on consumers.  Intellectual property law needs to find a fair balance between protection and competition – too much or too little IP protection will lead to a loss of economic welfare.  In recent years it has become clear to us that this balance is not being achieved.  The legitimate interests of consumers have been eroded by the strident articulation (and advancement) of the interests of IP rights holders.  

The current copyright regime, which was designed for the analogue world, has proved unfit for the challenges of the digital revolution. Digital technology has led to major tensions between IP rights holders, particularly music companies, and consumers.  We welcome the government’s recent announcement of the Gower review of intellectual property.  New approaches are needed to ensure a fair return to creative people and fair access to creative works for consumers.

Appropriate use of DRM technologies may have a role to play.  However, DRMs have been used by those companies who have been early to adopt and deploy them as a way of  shifting the balance between private rights and public access that has been established through the legislative process.  Given the accelerating deployment of DRM in a number of commercial sectors, there is a real danger that the previous settlement over access and use will be rewritten without any parliamentary or regulatory oversight. 

DRM: the consumer issues
DRM tools often over-enforce the legitimate rights of rights’ owners and hence disturb the balance between private rights and the benefits of public access and/or use. Historically, the recognition of ‘fair dealing’ or ‘fair-use’ was widely established to allow the use of small sections of one work (without payment) in another work, for criticism, for study and for research purposes. Equally, where formally infringing uses support non-commercial activities, these have been recognised as within the realm of these arrangements.

Impact on consumers’ use of their purchases
DRM technology is being increasingly used in consumer products such as CDs, DVDs, and music downloads to control or restrict the use of copyrighted digital works.  DRMs are used by rights holders to define what they wish the protected work to be used for and prevent any additional use by the consumer.  Thus rights holders are redefining what constitutes “fair use” without any involvement of interested stakeholders, including consumer groups.  


· CDs

A number of the major music companies have released CDs with DRM technology, intended to restrict or halt the copying of digital content. This limits the ability of consumers to make compilations of material that they have purchased for their own use.   In addition, many consumers across the UK and Europe have found that ‘copy-protected’ CDs will not play on equipment they own, not only computer CD drives but also, in some cases, stand-alone hi-fi equipment, including car CD players with no copy function.
 

· Music downloads

Most digital music files sold online are protected by DRMs which can prevent or limit consumers ability to transfer the music on to other computers they own or to portable listening devices.  The wide variety of DRMs and proprietary formats often leads to compatibility problems with players.  This means that consumers who wish to change their music service providers or playback devices are often obliged to repurchase music files in a different format. 

Furthermore, “renewable” DRM systems can change or reduce consumers’ usage rights after purchase.   For example, iTunes has changed the amount of copies of downloaded material their DRM allows in various jurisdictions. 
 

· DVDs and regional coding

DRM, in the form of the Content Scramble System (CSS) encryption code, is used on most DVDs to ensure that they can only be played on “authorised” DVD players containing the right decryption keys.  Manufacturers of DVDs and players obtain licences to use CSS from the DVD Copy Control Association.  As part of the licence agreement, DVDs and players are required to honour the six “region codes”.  As a result of the system DVDs authorised for one region will only play on players that are also authorised for that region.  This means that consumers who purchase DVDs while travelling in another region will not be able to play them on their DVD players when they return home; nor will they be able to play their home DVD collection on a player purchased in another region.  

This is less of a problem for consumers in Europe as they are able to buy code free multi-region DVD players.  However, in response to the popularity of multi-region players, a new layer of coding on Region 1 (North America) DVDs has been introduced which prevents selected Region 1 DVDs from playing on multi-region players.

Laptops are meant to be portable travel companions, yet several operating systems and DVD players only allow for a restrictive number of  DVD-region switches before the laptop becomes locked down to one region.  This control does not protect copyright but it does segment markets.        

Impact on consumers’ other products
The use of  DRM also has an impact on equipment that consumers may already have in their home, the use of which is perfectly legal. Some DRM tools actively intervene in the running of consumers equipment, either to launch a proprietary player or other device, or to search for other software.  

	It was recently discovered that the ‘anti-piracy’ software included by Sony/BMG on a CD by country rock group Van Zant, included ‘cloaked’ files that installed a proprietary player to play the CD (and then did not allow the user to uninstall the player). Mark Russinovich, who discovered the hidden software, noted that this allowed Sony to take over an element of his computer, and therefore compromise the security of his machine. After widespread criticism, Sony/BMG issued a patch, that left many of the problems in place according to Mr Russinovich.
   Microsoft declared Sony’s DRM a security risk, and security companies such as Symantec began alerting PC users of its presence.  Following this Sony said it would recall some 4.7m music CDs, 2.1m of which had already been sold to consumers.

Moreover, the Electronic Frontier Foundation, reports that the Sony/BMG End User Licence Agreement, that covers this CD software, itself contains a number of elements of concern to consumers. Apart from including stringent limitations on the circumstances in which the music files may be retained on an individual’s computer, the licence allows Sony/BMG to install and use ‘backdoors’ in the software to ‘enforce their rights’ without prior notice. And although this gives Sony/BMG access to consumers’ computers, the licence also disclaims any liability for harm or damage their interventions may cause.



This use of DRM may have a detrimental effect on consumers’ ability to use their hardware for uses that are unconnected to the supposed rights infringing behaviour that the technology is meant to constrain. Where, for instance, computers are not running the most up-to-date version of various software packages, the DRM software may require these upgrades to be made before allowing use.
  This forces consumers to spend extra time, effort and money to use the product that was originally purchased. It also forces consumers into choices over software that are far from free, or informed.  Indeed consumers may be forced to accept unfavourable contract/licensing terms through the up-date if they want to continue to use the software.

Where DRM uses an internet connection to report back to sellers, not only does this have an impact on consumer privacy (discussed below) it may also have implications for the security of the computer involved. As noted in the box above, there has been a major scare regarding Sony/BMG’s DRM and its effect on security measures being run 

on consumers’ computers. Given the secrecy of these measures (no prior consent is required once the licence has been acceded to, of which more below), consumers 

cannot examine the veracity of the suppliers’ arrangements for the continued security of their computer. And if they are unaware of such measures, their operation may cause security interventions (such as anti-virus programmes) to prompt unnecessary actions by consumers believing their computers to be under attack.

Additionally, the DRM embedded in the product may ensure the anti-competitive ‘lock-out’ of other providers from the generic service being offered.
  Thus, the use of DRM may be intended not merely to constrain consumer behaviour as regards specific products, but also to ensure that consumers are locked into various hardware groups through the use of differing software standards.

Impacts on consumer rights under Consumer Protection Law 

Like other licences used in the software sector, those that accompany products utilising DRM are hardly models of transparency. Although, under European-wide consumer protection law (as well as under UK law), consumers should expect clear statements about the operation of, and effects of, using the product, seldom are such clear statements easily available.  In addition, some of the contract terms used in licences do not appear to be fair; for example, the Sony/BMG licence discussed in the box above, or the change in terms after purchase introduced by iTunes.

When DRM renders aspects of a computer’s operation impossible, such as copying, this degradation of another device by the software is a violation of the right of consumers to expect goods to function as designed and described. Indeed, as noted in the Sony v. Universal decision, the fact that infringing uses are a possible subset of all uses is not a sufficient justification for halting all such associated uses.

Additionally, too often DRM shifts the burden of proof to consumers, as regards claims for non-infringing activities which are constrained by DRM. Given that consumers are the weaker party in these relations, and frequently are not clearly appraised of the limitations on use that the licence (and its associated DRM) place on them, DRM disadvantages the purchaser of products in which it is embedded.
  

Impact on consumer rights under Data Protection Law

The types of information required by DRM if it is to enforce rights, may infringe the right to privacy that consumers expect to enjoy.  The Article 29 Data Protection Working Party ‘has observed, an increasing gap between the protection of individuals in the off-line and on-line worlds, especially considering the generalised tracing and profiling of individuals’.
 

Although it may be in service of different aims, there are similarities between the use of  DRM to collect consumers’ personal data and the use of ‘spyware’ by criminal organisations.
  European, and UK, data protection law is meant to ensure the sanctity of consumers personal and private data. The desire of content providers to trawl for such data from all users, rather than merely those suspected of large-scale (commercial-scale) infringement, undermines the difference between acceptable and criminal activity.
  This information may be collected relatively openly through requirements of users to register each time they use a service (buy a product), or less clearly by service providers logging usage and holding such information longer than is required merely for billing purposes. Where such usage information is held not by content owners but by internet service providers, then such provision of information to content rights’ holders cannot be said to be voluntary or informed.

The Article 29 Working Party has also sought to reaffirm the right of EU consumers to benefit from anonymous transactions over the Internet, and has expressed its concern at the unique identifying of each transaction for the purposes of possible future investigations into copyright infringement where no evidence or suspicion is currently expressed. This is linked with their concern that information is being collected not for its stated purpose of service delivery but rather for some unspecified future use, and is being stored long after its use for a specific transaction has been completed.
  In all cases, it seems to the Working Group that the legal requirements for data protection are being undermined by the assumption of the need to investigate (alleged, future) criminal behaviour.

Is self-regulation the answer? 

The European Directive on the Enforcement of Intellectual Property Rights calls for codes of conduct on the use of DRMs.  The NCC has had an interest in self-regulation for many years and has published numerous publications in this area.
  It is our view that self-regulation can have a role to play in regulating markets, but to have legitimacy and credibility, self-regulation must meet basic standards.  We have developed a set of principles for self-regulatory schemes – see box – and worked with a variety of providers to develop credible schemes.

	The credible self-regulatory scheme: a National Consumer Council checklist

· The scheme should be able to command public confidence.


· There should be strong external consultation and involvement with all relevant stakeholders in the design and operation of the scheme.


· As far as is practical, the operation and control of the scheme should be separate from the institutions of the industry.


· Consumer, public interest and other independent representatives should be fully involved on the governing bodies of self-regulatory schemes.


· The scheme should be based on clear and intelligible statements of principle and measurable standards – usually in a code – which address real consumer concerns.


· There should be clear, accessible and well-publicised complaints procedures where breach of the code is alleged.


· There should be adequate, meaningful and commercially significant sanctions for non-observance.


· Compliance should be monitored.

· Performance indicators should be developed, implemented and published to measure the scheme’s effectiveness.


· There should be a degree of public accountability, such as an annual report.


· The scheme should be well publicised, with maximum educations and information directed at consumers and traders.


· Independence is vital in any redress scheme that includes the resolution of disputes between traders and consumers.


· The scheme should be regularly reviewed and updated in the light of changing circumstances and expectations.


· The scheme should have adequate resources and be funded in such a way that the objectives are not compromised.


· The rules should identify the intended outcomes. 




In 2002, the International Federation of the Phonographic Industry (IFPI) developed voluntary guidelines for its members on the labelling of CDs containing DRMs.  The guidelines called for the following information to be displayed prominently on the outside packaging of CDs:

· Compatibility: what devices a CD is intended to play on and is not intended to play on.

· Computers:  if use on a computer – via additional files delivered on the disc or via the internet – is dependent upon compatibility with certain hardware or software requirements.

The guidelines also included details about the information that should be made available on the inside packaging and on the use of language and symbols.
 

Unfortunately the IFPI guidelines do not appear to have had much influence on industry practice and certainly do not meet NCC’s principles for credible self-regulation.  In June 2005 The International Consumer Protection and Enforcement Network (ICPEN) Europe wrote to IFPI expressing its concern about the way the guidelines were being implemented by major players in the industry.   

Conclusion 

There are a number of serious problems with the current deployment of Digital Rights Management in relation to the provision to consumers of digital products. Yet current EU and UK copyright legislation protects DRM technologies by making avoidance (“circumvention”) illegal.  

The NCC accepts that there may be a serious problem with organised criminal infringements (counterfeited products), but the industries involved too often conflate criminal and consumer activities. Given the resources available to many criminal gangs, the ability of DRM to halt these activities is minimal. However, the use of DRM can and is already constraining legitimate consumer use of products and consumer rights under consumer protection and data protection law.

The development of DRM so far suggests that leaving it to industry self-regulation will compromise and limit the legitimate rights of consumers.  This means that it is insufficient for the regulation of DRM technologies merely to be concerned with their protection from circumvention.  A more balanced legislative framework is needed which provides explicit recognition of consumer rights and ensures that anti-circumvention protection is only provided to DRM systems which meet the required standards.
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About the National Consumer Council (NCC)

The NCC makes a practical difference to the lives of consumers around the UK, using its insight into consumer needs to advocate change. We work with public service providers, businesses and regulators, and our relationship with the Department of Trade and Industry – our main funder – gives us a strong connection within government. We conduct rigorous research and policy analysis to investigate key consumer issues, and use this to influence organisations and people that make change happen. Check www.ncc.org.uk for our latest news.
� See the cases detailed by BEUC at:  www.consumersdigitalrights.org/cms/histoires_vecues_en.php


� See the analysis in iTunes Europe – A Preliminary Analysis Berkman Centre for Internet and Sociarty/Harvard Law School available at www.cyber.law.harvard.edu/media/uploads/82/itunes_europe_analysis.pdf


� ‘Sony tries to patch up piracy row’ BBC News online, 9 November 2005


� Fred von Lohman ‘Now the Legalese Rootkit: Sony/BMG’s EULA Electronic Frontier Foundation, Deep Links available at, www.eff.org/deeplinks/achives/004145.php (15 November 2005)


� See: iTunes Europe – A Preliminary Analysis Berkman Centre for Internet and Society/Harvard Law School, available at: www.cyber.law.harvard.edu/media/uploads/82/itunes_europe_analysis.pdf


� Here iTunes is a good example.


� Consumers International Consumers and Digital Rights Management


� Article 29 Data Protection Working Party ‘Working document on data protection issues related to intellectual property rights’ January 18, 2005 available atwww.europa.eu.int/comm/justice_home/fsj/privacy/docs/wpdocs/2005/wp104_en.pdf


� Consumers International Consumers and Digital Rights Management


� This criminalisation of consumers is a continuing problem in the EU; see  NCC response to the UK Patent Office consultation on implementation of the European intellectual property rights enforcement directive, September 2005; and NCC response to proposals for a European directive on criminal measures aimed at ensuring the enforcement of intellectual property rights, September 2005 at www.ncc.org.uk/intellectualproperty/index.htm


� Article 29 Data Protection Working Party ‘Working document on data protection issues related to intellectual property rights’ January 18, 2005 available at www.europa.eu.int/comm/justice_home/fsj/privacy/docs/wpdocs/2005/wp104_en.pdf





� Models of self-regulation: an overview of models in business and the professions, 2000; Soft law in the European Union, 2001; Better business practice: how to make self-regulation work for consumers and business, 2001; Self-regulation: the NCC’s position, 2003


� http://www.ifpi.org/site-contect/press/20020614.html






