APIG Inquiry into Digital Rights Management

Among other positions, I hold that of Vice President of the UK Usability Professionals' Association, but am writing this in a personal capacity.

The following recounts a very recent experience with digital product IP protection measures, followed by a list of wider issues raised by this experience.

I recently purchased a Sony Vaio laptop with a 'trial edition' (valid for 60 days) of Microsoft Office Small Business Edition 2003 preinstalled. As I already have two licences for Office SBE 2003, and only use one of them on another machine, there was in principle and in law no problem with me installing my unused edition of Office on the new machine. I did not need to purchase yet another Office licence.

I called the Microsoft support line about how best to do this. I was advised to input my valid product key into the pop-up window that appeared when the trial edition of Office launched. This did not work: the software reported that the product key was invalid. 

A further and extensive call to Microsoft support finished with Microsoft stating that the product key verification routine - for exactly the same edition of Office - had recently changed, but that as I had not bought any of the products from Microsoft themselves I would have to approach the computer manufacturer for assistance with the problem.

I called Sony. The support line first suggested that Microsoft's advice - about its own product - had been incorrect. Sony then suggested that I try uninstalling the pre-installed trial edition of Office, then installing my own copy. However, this proved to be easier said than done. The Windows 'remove program' function appeared to remove Office - the program disappeared from the Control Panel list of installed progams - but the trial version of Office did not disappear from the computer, and the trial pop-up window continued to be generated, preventing installation of the Office software. 

On further investigation, aided by the Sony support line, I found a number of MS Office program components still littered around the hard disk, some generating isolated Office routines (for example, a computer reboot launched a pop-up advising me to purchase Office online or by phone), others more substantial. Nor had Microsoft's uninstall program removed a section of program called 'SQL Desktop Engine'. Several individuals at Sony technical support advised me not to remove this, but it turned out to be responsible for generating the rogue 'product key' behaviour for Office 2003. 

Finally, after removing this and other Microsoft code, the trial version of Office disappeared from my computer, and I was able to install my valid copy of Office. 

My main concerns arising form this most recent experience are as follows:
1. Major computer manufacturers are unclear about how basic current IP security measures function on mainstream software that they themselves are pre-installing on their machines. Are they likely to be any more aware of these in a future DRM-driven regime?
2. Even in the space of a few months, a software company can change product access criteria (in this case, product key verification), leaving the consumer unable to use their own legitimately purchased software. With hardware and software manufacturers constantly entering and leaving the market, and with constantly changing products, the potential for chaos within a DRM-driven regime is substantial. 

3. Considering that Microsoft feels unable to provide support for their own products in these circumstances, the consumer is left helpless. And while it may be Microsoft that instituted the IP protection measure in this case, it is not Microsoft that is having to deal with the consequent support implications, but rather consumers and manufacturers. I suggest such major players are unlikely o take any more responsibility within a DRM-driven regime. Who will provide technical support for the consumer?
4. Product key verification is a very basic routine in IP protection terms, but even this seems to be causing the industry, and consumers, major problems. How more complicated, time-wasting and error-prone will other more sophisticated forms of DRM be?
5. I had spent several hours calling premium-rate support lines, and relying on my own above-average computer knowledge, to arrive at the point where I could install my own legitimate software in the face of Microsoft's IP security measures. I have a small business to run, and client projects to deliver to very tight deadlines. I spend well over £1,500 a year on software products. I cannot afford to waste time and money seeking 'permission' to use products that I have purchased. I had in fact become so frustrated by my experience in this case that I downloaded (open source) Open Office to my computer and am about to install it, despite having a legitimate copy of Microsoft Office.  
6. I have the inkling of a suspicion that the measures that I took, on the advice of Sony technical support, would probably render me guilty of circumventing Microsoft's IP protection measures. But the law in this area is fast becoming an ass, with large firms holding all the cards and legislation being driven by paranoia. Turning large sections of the population into law-breakers will not encourage lawful behaviour; it will merely generate disrespect for the law, in this and other spheres.
7. Software companies obsessed with IP protection – and driven by IP lawyers who seem to be the only winners here – have painted themselves into a corner: it has become far easier today to use a completely illegitimate version of a program or package than to use a legitimate one. It has also unfortunately become standard practice for most freelance IT support technicians to hold large stocks of illegal program disks because it is easier to support their clients with these than with software company-supplied disks. (Just as some music bands are now beginning to supply non-protected CDs directly to their fans, to bypass the DRM-protected CDs from their record companies.)
8. DRM measures will be counterproductive for those that seek to use them. Consumers purchase software and other digital products in order to perform tasks, to be productive, to save time…and to have fun. Frustrated consumers will vote with their feet, and boycott those products and companies that put an obsession with security before the usability of the product, moving instead to open source products and software from companies that trust their users. Assuming, that is, that any future DRM regulatory regime does not prohibit them from so doing.
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