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About the submitter
I am a private individual who is the author of several copyrighted works.  These works build on and make “fair dealing” use of other copyrighted works.  Some of these works were compiled from analogue sources but, because of DRM systems, I would not be able to create my works that include extracts from other copyrighted works, without circumventing the DRM and thus breaking the law.
I also find it necessary to defeat DRM to play legitimately purchased DVD video discs.  I propose several methods by which the current imbalance of copyright law between creator and consumer might be  adjusted by the UK Parliament to ensure fairness.  This piece is dated 19th  December

2005.
1.  Does DRM distort traditional trade-offs in copyright law?
I am the author of the “Dr Who Audio and Video FAQ”i  which discusses the archival issues surrounding 1960s and early 1970s editions of this popular programme, using screengrabs and
video clips taken in many cases from commercial video releases of the show.  I make use of one of

the “fair dealing” exemptions to UK copyright law in order to post this material, in that the extracts from copyrighted works are for critical discussion and review and the copyright holder is acknowledged.  If writing the article today, I would in many cases be forced to use material from
DRM-equipped DVDs and would be forced to break the DRM in order to obtain the material I wish
to use (and, importantly, to make use of copyrighted works in order to exercise my free speech rights).  This per se is not a problem except that the breaking of DRM systems is illegal under UK law following the ratification in 2004 of the European Union Copyright Directive (EUCD).  DRM itself may not distort the boundaries of copyright law but legal protection of it certainly does.
2. What legal protections DRM systems should have from those who wish to circumvent them?
Legal protection of DRM was enacted into UK law by ratification of the EUCD, as noted above. This provides for a blanket ban on the circumvention of “effective technical measures” used to
protect copyright – even if the circumvention does not result in an infringement of copyright.  This law and its American equivalent, the Digital Millennium Copyright Act (DMCA) have undoubtedly chilled innovation in the field of consumer electronics.ii   Both laws are based on the assumption that

copy protection systems must also be protected in a world where copying via digital networks is easy, as a means to protect the exclusive right to distribute works that is the prerogative of a copyright holder.
I recently purchased a DVD recorder to replace an ageing video recorder and noted that, by design
of the manufacturer, it is unable to record from copy-protected external sources (e.g. commercial video cassettes) or to dub copy-protected DVDs to its internal hard disk drive.iii   Furthermore, in
terms of DVD playing functionality it offers no improvements over a four year old DVD player that

it also replaced: for example, there is no feature allowing me to compile selections of favourite scenes on the hard drive, nor to record my own commentaries to be played back when the appropriate DVD is inserted.
Computer programmers who reverse-engineered the Content Scrambling System (CSS) encryption method used to “protect” DVDs were sued by the DVD Copy Control Association (DVDCCA).iv
The result of the programmers' labour is a computer program called libdvdcss and it is a program I make use of (in breach of UK law, since it represents defeating an “effective technical protection measure” on a copyrighted work) to play my legitimately-purchased DVDs on my computer

running Linux (for which there is no commercial DVD player available).v
The legal protection of DRM makes it impossible to create a DVD player legally capable of reading CSS-encrypted DVDs without breaking either the law or accepting the  DVDCCA's restrictive licensing terms for CSS (such as implementing region coding).  This is a perfect example of DRM,
and its legal protection, chilling innovation and distorting the boundaries of copyright law: the law has never before allowed the media producers to specify with precision exactly what the playback devices are capable of.  Indeed, the (lack of) functions imposed on DVD players by the restrictive licensing of CSS (region coding, unskippable portions of the disc) are nothing to do with copyright
law but it is unclear if they can be legally circumvented without being deemed to defeat an
“effective technical protection measure”.  The legal protection of DRM results in a somewhat comical situation whereby playing a legitimately-acquired disc in a non-approved manner constitutes an illegal action.
A recent report concerns a person convicted under the UK implementation of the EUCD for modifying a games console.vi   The article notes that part of the sentence was for removing copy protection and region coding from games consoles.vii
Some suggest that DRM could be used to trial new business models such as “pay per view” on electronic booksviii  and that legal protection of the DRM would therefore be required to protect

revenue streams.  This is a false argument, in my opinion, since there is no evidence that consumers
are eager to indulge this type of media given the ready availability of paper books that can be read repeatedly without further charge.  Publishers may of course experiment with such models but
should not expect what is, in effect, legal protection for their business model.
To conclude, legal protection of DRM should be seen as a legislative “blind avenue” which distorts traditional balances of copyright law and has implications for free speech.  Copyright infringement
is already illegal: DRM may provide protection against infringement but defeating it is a separate
act to that of infringement and should not therefore be prohibited.  In traditional markets, those
whose business models are obsoleted by new technology (e.g. record companies whose distribution monopolies are undermined by easy copying via digital networks) would be allowed to disappear

and be replaced by new companies.  DRM is akin to an attempt to “hold back the tide” on this matter.
3. The role of the UK Parliament in influencing the global agenda for this type of technical issue
Parliament should remember that its role is to make balanced laws that reflect the needs of all in society.  Legal protection of DRM results from international treaties and ratification of those treaties that were all performed with very little consumer group input.  The ease of copying afforded by
digital networks may render traditional distribution organisations redundant and a large-scale review of copyright is necessary.  The proposed IPRED2 directive referred to by APIG is in my opinion a massive step in the wrong direction and threatens to end innovation – would the iPod
have been developed under the threat of prosecution of these proposed laws?  Consumers have also demonstrated their wish to share media files on the Internet and Parliament should consider a legal framework to enable this whilst ensuring that copyright holders and artists are remunerated.ix   Other reasonable suggestions made by consumer groups should be addressed.x   A useful starting point is to remember that copyright and other “intellectual property” laws are a series of state-granted
monopolies and that these monopolies are neither permanent nor total.  IPRED2 proposes punishments for making copies of reproducible media files that are stronger than those for stealing
an item that cannot be easily duplicated from a shop.  Parliament must ensure that over-reaching
laws are not enacted by means of EU directives or international treaties without adequate input from consumers.  Copyright is a careful balance between the needs of artists and publishers and the
public's rights.  Copy “rights” should be legally bound to copy “responsibilities”.xi   Disturbing the balance of copyright through means such as legal prohibition on copy protection circumvention or copyright term extensions should be undertaken only after very careful review of the consequences.
i
Available on line at <http://archive.whoniversity.co.uk/av_faq/index.html>
ii   See <http://www.eff.org/IP/DMCA/unintended_consequences.php> for a discussion of the widespread abuse of the DMCA in the USA.  Similar abuse of the EUCD has been widely anticipated but has most likely been delayed by a combination of the delay in ratifying the EUCD in all EU member states, and the predominance of “loser pays all costs” legal systems in Europe partly discouraging frivolous lawsuits.
iii  The related question of why UK copyright law does not permit consumers to legally move legitimately purchased media to different formats (e.g. copying an old VHS tape to DVD, or a vinyl record to CD) is in desperate need of reform but is most likely outside the scope of the APIG DRM inquiry.
iv   <http://web.lemuria.org/DeCSS/main.html>  The DVDCCA is a consortium of Hollywood film studios, consumer electronics manufacturers and computer equipment manufacturers and it acts as a “gatekeeper” to the world of DVD player manufacturing through its licensing of decryption keys to the Content Scrambling System encryption codes
used on DVDs.
v    Ironically, the use of the illegal libdvdcss program results in a DVD player that is more capable than “official”
programs such as WinDVD and PowerDVD, because libdvdcss decrypts CSS-encoded discs without the strings that the DVDCCA's licence attaches (i.e. region coding or unskippable portions of discs, such as copyright warnings or trailers for future releases).
vi   <http://news.bbc.co.uk/1/hi/technology/4650225.stm>  The punishment was partly because the vendor was selling games consoles containing illegally copied games but the article is clear that at least one offence was defeating the DRM.
vii  Many games consoles such as the X-box and PlayStation 2 implement a region coding system for their games
similar to that for DVD films.  The law should be clear that region coding of any kind is not an “effective technical protection measure” and can be defeated without fear of prosecution.  The DVD player region coding system was widely rejected by consumers and the DVDCCA doubtless knows that trying to enforce it through the courts would result in a large amount of negative publicity for this secretive organisation.  The games console manufacturers apparently do not fear this publicity backlash.
viii <http://www.msnbc.msn.com/id/9916179/>
ix   For example, the proposal for a compulsory licence discussed at <http://www.eff.org/share/>
x
<http://www.edri.org/campaigns/copyright/>
xi   For example, the right under fair dealing exemptions to make copies of material for critical discussion.  The proponents of DRM argue that they have no responsibility to make it easy for consumers to exercise their fair

dealing rights.  Whilst technically correct, this attitude points to another outmoded aspect of current copyright law: fair dealing is merely a defence to a charge of infringement rather than a positive right.  This should be addressed urgently in the light of ever more restrictive DRM systems – the alternative acronym expansion of “Digital Restrictions Management” becomes more appropriate as time passes.  See also the proposals in reference x.
