








James McGuigan

Dear Sir/Madam,

I am writing in response to your call for public comments on the issues surrounding Digital Rights Management (DRM). 

To introduce myself, I have a strong computer science background, a “techie” so to speak, I make my living through freelance and contract based web development and computer programming. I consider myself a active member of the free and open source software communities and have written and contributed to several free software projects. I strongly believe in the freedoms granted to both myself and the community through the use of the free software and except where completely unavoidable, I prefer to exclusively use free and open source software on my own and client machines in preference to closed source and proprietary products.

Whether DRM distorts traditional tradeoffs in copyright law;

Digital Rights Management, when backed up with legal protections against circumvention, fundamentally and significantly alters the traditional tradeoffs and balance of copyright law between the three major stakeholders: authors, publishers and the public.

Copyright law gives the exclusive right to make copies, for a limit period before the work enters the public domain. Having secured the rights from the author, this places the publisher at the top of the supply chain for all copies of the work. Thus they will generate a sale for every copy that is placed into circulation, and can set the wholesale price based on what the market will bear with competition only from different works. 

However this is where the rights of copyright holders ends, in keeping with the first sale doctrine, copyright provides no control over how the copy is used, accessed, sold or resold.

Digital Rights Management does not seek to control copies, but rather the access to copies.

DRM is an  encryption scheme where the media is provided in an encrypted format, and the decryption key is provided hidden within the playback / viewer software (which may check with a central server before beginning playback). Unlike traditional encryption schemes, where the recipient creates an unencrypted copy, DRM trusts the computer, but distrusts the user and consider him or her an attacker.

From a computer science point of view, the root / administrator user has full control over the system, and though the use of a programming debugger, is able to follow, analyze and access the same data that any other piece of software is accessing. By placing the key on the users machine, and allowing DRM playback software to decode the media, it is impossible to completely hide the key from a user who is willing to look for it.

DRM maintains control over the access to the media by restricting access to the decryption key, either through monopoly control of the only software that can read these media files, or through granting licenses to 3rd party developers but with an arbateary set of conditions and restrictions on what the end user software may, may not or must do. These licenses will almost certainly going to be fundamentally incompatable with all free and open source software licenses.

The effect of DRM is to extend a monopoly control over all software that can read, access or precess data within DRM media. At the very least it gives them veto power over any new technology that can potentially interface with DRM protected media and the power to select which software providers are allowed to be compatible with new DRMed file format and who will be locked out of the market or be forced to remain incompatible. 

To give an example, for a long time Microsoft has obsuficated and repeated altered with each new version the .doc file format for MS word. This is not for reasons of innovation but rather a deliberate process to try to keep competing office suites incompatible and force existing users to constantly upgrade to latest version of MS Word just to stay compatible with others. Other office suites are thus forced to spend large amounts of effort in an attempt to repeatedly reverse engineer the file format that has become the defacto standard, and users wishing to switch away are held to ransom with the threat of losing all their existing data. Microsoft has attempted this same tatic with many other programs, file formats and data protocols, and these very tactics form the basis of the numerous anti-trust actions, from the US, EU and Japan that have been launched and even won against the now convicted monopolist.

When Microsoft decides to add DRM capabilities to MS word, the SMB file sharing protocol, Windows Media player, the next generation of email or any other of the areas of software it competes in, would the new laws against circumventing software systems incorporating DRM simply have the effect of giving a legalized monopoly over the next generation of software systems. 

Copyright law was originally enacted with the 1709 Statute of Anne
 as a means of abolishing the monopoly control of the Stationer Company. Laws protecting DRM would have the effect of legalizing a more far-reaching set of monopoly powers than the Stationer Company ever had.

The final recourse for any computer user who is unsatisfied with his existing software is for them to simply write the software they want themselves, from the ground up if necessary. This has been and still is one of the primary motivations of people writing software and sharing it with the free software movement. 

It is also important to remember that computer languages and computer code are speech (or at least writings) that qualify for the very same set of protections in favor of free speech and against censorship that any written novel or broadcast can rely upon. 

The following 6 lines of code are the DeCSS algorithm to decrypt DVDs. If this letter where in the USA, it would constitute an illegal anti-circumvention device under the DMCA. Should my submission now be subject to censorship while the works of Salmod Rushdie are granted the full protection of freedom of speech and freedom of the press. 

#!/usr/bin/perl

# 472-byte qrpff, Keith Winstein and Marc Horowitz <sipb-iap-dvd@mit.edu>

# MPEG 2 PS VOB file -> descrambled output on stdout.

# usage: perl -I <k1>:<k2>:<k3>:<k4>:<k5> qrpff

# where k1..k5 are the title key bytes in least to most-significant order

s''$/=\2048;while(<>){G=29;R=142;if((@a=unqT="C*",_)[20]&48){D=89;_=unqb24,qT,@

b=map{ord qB8,unqb8,qT,_^$a[--D]}@INC;s/...$/1$&/;Q=unqV,qb25,_;H=73;O=$b[4]<<9

|256|$b[3];Q=Q>>8^(P=(E=255)&(Q>>12^Q>>4^Q/8^Q))<<17,O=O>>8^(E&(F=(S=O>>14&7^O)

^S*8^S<<6))<<9,_=(map{U=_%16orE^=R^=110&(S=(unqT,"\xb\ntd\xbz\x14d")[_/16%8]);E

^=(72,@z=(64,72,G^=12*(U-2?0:S&17)),H^=_%64?12:0,@z)[_%8]}(16..271))[_]^((D>>=8

)+=P+(~F&E))for@a[128..$#a]}print+qT,@a}';s/[D-HO-U_]/\$$&/g;s/q/pack+/g;eval

To deny these fundamental right, to write and share code with others, would be a huge blow to the rights and freedoms of all computer users, whether the write software themselves or not and would violate some of the fundamental principals that our democracy is built upon.

Whether new types of content sharing license (such as Creative Commons or Copyleft) need legislation changes to be effective;

No. 

Copyleft licenses, such as the GPL and Creative Commons share alike license, where based on and designed around existing copyright law. In essence they dictate that if you make copies or modify the software or media, then you must give these same rights to your recipients. These rights are: freedom to use for any purpose, access to source code, the right to modification and the right of redistribution.

To accept the terms of the GPL is optional, but without accepting its terms you are granted none of privileges or additional rights to copy or redistribute the software or media. In effect you would be limited to the normal conditions imposed on any other copyrighted media, and baring use that could be considered “fair use”, the violation of the GPL, Creative Commons or any other free software or open source license would simply be a copyright violation and thus subject to the same penalties as a violation of non-free software or media.

All that is asked, is that copyright violations against free software and free media, are to be considered as serious as copyright violations against commercial profitable works.

How copyright deposit libraries should deal with DRM issues;

Part of the trade-off inherent in copyright law is that the work will eventually enter the public domain. 

If an young author may live for another 70 years and his copyright for another 70 beyond that, then it is vitally important that anything submitted to a copyright deposit libraries should be a format that will likely still be readable by non-obsolete computers in 140 years time. The best choice for such a format is one that is completely open, unlocked by DRM, fully documented, freely implementable and preferably high quality and preferably using un-lossy compression. 

If practical archiving multiple copies in a variety of formats may help to offset the risk of any one format becoming obsolete and unreadable.

How consumers should be protected when DRM systems are discontinued;

A person who has legally obtained a copy of DRM protected work, should legally have the right to access the media, on non-obsolete computer equipment for the full duration of the copyright.

The only real solution is to force copyright holders who sell DRM encoded files, to deposit in a copyright deposit library, a high quality unencrypted copy of the copyrighted work in an fully documented and open file format (such as XVID or OGG). This copy would be released publicly once the DRM systems used have become obsolete and the publisher is not willing to provided non-obsolete copies for previous customers, the work has entered the public domain or the work is no longer commercially available and existing customers need a replacement copy due to their physical media (such as a DVD disk) becoming damaged or corrupted.

To what extent DRM systems should be forced to make exceptions for the partially sighted and people with other disabilities;

This again is a question of access to media, the right to code and ability of publishing companies to veto or grant access to software producers who wish to programmatically access a DRMed media file. If the licensed providers of DRM playback software cannot provide a satisfactory solution for all users, then who shall be given the right to do it.

While above I talked about this issue in terms or freedom to code, freedom to access and the freedom of speech  in this context it is an issue of discrimination against the disabled. This is also an important issue in of itself and one that cannot be ignored.

Much like commerical software on the GUN/Linux platform, commerical accessibility software is a relatively small niche from a business and marketing perspective. From a software developer's point of view, it would be best to develop and gradually perfect a standardized set of tools, that would work will all media of a specific type (ie text, audio and video). This would not only reduce the development effort, and thus the price of the software in a commercial project, but also give the end user a single set of tools that they can become familiar with, thus making the software easier to use.

To be clear with the above, I don't mean there should not be competition between various accessibility solutions, but rather that a single solution should be able to access all DRM and non-DRM media and a user should not be forced to use and learn a new piece of software each time they encounter a new format. With each piece of software of differing quality and feature sets (with some features or setups being very important to specific users). While this will also be an issue that will affect non-disabled users, its effects will be most strongly felt by our disabled citizens. 

Allowing and enforcing gaurenteed access to an open format would effectively solve this problem.

What legal protections DRM systems should have from those who wish to circumvent them;

In my opinion, DRM software should not be given any special legal protection against circumvention. If copyright infringement is the issue, then copyright law should be applied against it. To add additional layers of law on top of copyright would be to expand the rights of copyright holders, be used to extend the punishments for digital copyright infringement and be used to penalize people who would otherwise only be guilty of exercising their fair use rights,

With the DMCA law in the US, it has had a negligible effect on preventing DRM systems from being cracked and publicized. In the case of DeCSS for decrypting DVDs, the very fact that the 6 lines of computer code needed to crack it where consider illegal, inspired many to widely distribute the code, print it on tee-shirts and even include it in their online signitures and on their personal websites. The far larger use of the DMCA has been as a tool of censorship and to counter innovation, it has been used as a legal sword to attack those who expose security flaws, describe the ineffectiveness of DRM systems and those who create accessibility programs for DRM'ed content.

In short, the question to ask is in what way is existing copyright law deficient. If a person violates a copyright then they can be sued. This still holds true of DRM protected media. Why do we need to grant a whole new layer or rights to publishers and copyright holders, when it is easily forseen that there will be many cases where copyright law is not being breached, but legal restrictions protection DRM are used as a legal sword against otherwise innocent individuals. The lessons of the DMCA are that it has not helped to protect copyright, but rather to protect software monopolies and as a tool of censorship against corporate critics and security researchers. All of this harms the innovation and creation of new works that copyright law was originally supposed to promote.

Whether DRM systems can have unintended consequences on computer functionality;

This is heavily dependent on the specific software in question. Most DRM systems, require a special piece of software to view or play the content and acquire licenses to validate the user. This type of software does not generally pose any unintended consequences. Like any other software, if it is loaded at the computers startup it will consume some memory and some processor cycles, also the software could potentially contain bugs, including security bugs, especially if the software is not very well tested.

As a system administrator, I would be very reluctant to install any software on my machine that did come with source code that I could potentially validate myself or from an individual or company that I did not trust 100%. The recent copy protection schemes of Sony and First4Internet have vividly shown the dangers of allowing unvalided code to run on your computer system and that even legitimate multinational corporations should not intrinsically trusted.

�	1909 Statue of Anne - � HYPERLINK "http://press-pubs.uchicago.edu/founders/documents/a1_8_8s2.html"��http://press-pubs.uchicago.edu/founders/documents/a1_8_8s2.html�





