Dear Sir/Madam,

Thank you for the opportunity to comment. Please note that I am commenting on a personal capacity. I am a Research Associate working at a UK University on a open source program. My operating system of choice is Linux. At work, I use open source program extensively. My employer also uses software that are controlled by Digital Right Management (DRM) system and I am often called upon to resolve problems when them. As a blogger, I use a Creative Common License for the content of my blogs. I do check licensing terms when quoting other articles and when using others program in my programming work. As a consumer, I do check for the use of DRM before making any purchasing decision and is interested in DRM related issue. 

I believe in Intellectual Property laws. My work relies heavily on Intellectual Property Laws to generate values and to ensure the just reward for my effort. I believe DRM can be beneficial to the society and its use should be explored. However, there are certain aspects of DRM that I would like to bring to your attention.

Existing implementation of DRM do distort traditional trade off in copyright law. They are biased too strongly towards the rights owner (the person/company who impose the DRM on the consumer), giving them too much say in how consumers use their offering, often beyond needs to protect their rights and at times, granting the content holders rights beyond that permitted by the law. In particular,  they interfere with the public's “Fair Dealing” rights, At the minimal, it put obstacle in the path of “Fair Dealing” rights, raising the cost and effort for consumer to exercise their rights. Most importantly, no DRM mechanism can permit all “Fair Dealing” scenarios. For example, if Google successfully argued on “Fair Use Right” [1] and won the lawsuit brought against it by  the Authors Guilds [2] and American Association of Publisher [3] who challenge  the Google Print Library Project [4] scanning of copyrighted material , I believe Google should be allowed to circumvent the DRM to exercise their fair use right? The alternative, forcing Google to request non-DRM version from the plaintiffs who lost the lawsuit will at best, unnecessarily delays Google exercise of its right.

Use of DRMs also permit content owners to muscle their way into unrelated fields. For example, since most DRMs are developed for Windows and Apple Operating System, I will be forced to purchase a Windows or Apple computer in order to use their content. That will be very unfair to me.

I therefore believe that the circumvention of DRM should be permitted  if “Fair Dealing” can be demonstrated. Existing “Fair Dealings” should also be protected. It is the technology that should adapt to fit “Fair Dealings” framework, not the other way round.

I am looking forward to the day that DRMs do permits new and wonderful ways of dealing with copyrights material. The Library of New York's use of DRM to enforce “lending” of copyrighted materials is a good example. However, I strongly believe the acceptance/rejection of DRM should be left to the natural evolution of business. UK Parliament's duty is simply to ensure this natural evolution take place by removing all effort to distort the this evolution. Unfortunately, it seems that content owners is trying to impose them on consumers, using barely legal means if necessary, often by burying notification of DRM in small prints. Consumers are therefore not given a fair chance of choosing to accept/reject DRMs. Moreover, the track record of rights holder and DRM vendors shows that they often deploy surreptitious and  very questionable techniques to install their products (See the appendices). The Parliament needs to address these issues.

The technical nature of how a large number of existing DRM works means it will interfers with the computer functionality. They normally works by intercepting and interfering with communications between components on the computer. It is therefore impossible to say that improper interference, i.e., interfering with legitimate communications, will not occur. Moreover, any additional software installed on a computer will invariably introduce security vulnerability. The fact that most DRM inserts themselves deep inside the communications and their attempts to hide themselves  from detection further increase the harm DRM can do. This is demonstrated in the Sony XCP case discussed in Appendix 2.

Once a security vulnerability or improper interference with legitimate operation of the host computer is found, a question of whether the users should be allow to circumvent the DRM to access the content need to be addressed by Parliament. I believe the users should be permitted to circumvent DRM as they had legitimately purchased the content and should not be made to choose to either to forgo their rights to enjoy the content or to protect their computers, especially as this is through no fault of their own.

Research into how these DRM works by independent parties and the analysis of DRMs, and the publication of these results must be protected. Without these independent research, vulnerability and problems with DRM will probably not caught in time before malicious programmers exploit them. Description of how to circumvent them must be allowed to be published, especially if a security problem is demonstrated.

I believe that no special favour should be given to open source approach like General Public License and Creative Commons. It is only fair that the survival of these approaches are determined by market forces. It is, however, important to understand that a lot of open source softwares are developed by or individuals and small groups of developers. While at work, I may be able to call on the expertise of lawyers employed by the University to assist me in any lawsuit, other small developers (open source and closed source) can ill afford to defend themselves against lawsuits, especially Intellectual Property related lawsuit which are expensive and difficult to litigate. Unlike big pharmaceutical companies, these small teams cannot afford to employ resources to research patents granted by the Patent Office and other Intellectual Property Issue. Thus, these small players therefore need protection from of frivolous lawsuits designed sololy as an anti-competitive measure and ways to enforce their IP against bigger companies. 

Due to its potentially large distribution via the internet, any infringement of Intellectual Property Law by small developers might means that the violation can be interpreted as “commercial piracy” under the  “IPRED2” [5]. As the act prescribe criminal penalty for offenders, it have chilling effect for small developers and open source developers. Allowing law enforcement agencies to investigate Intellectual Property violation is a double-edged sword for small developers and open source developers. On one hand, it give us an avenue to protect our intellectual property rights. On the other hand, there is a worry that bigger software establishment, with the resources available at their disposal, use law enforcement agencies to harass small developers. While I understand the involvement of Intellectual Property owners in any police investigation can expedite the process, I am also more concern with them having access to information of the accused which they are not entitle to see, especially commercially sensitive and secret information through their involvement in the investigation. Therefore, I urge the Parliament to insist that proper check and balance, preferably in the form of a judicial oversight, is put in place to balance the rights of the rights owners and that of the accussed.

The recent fiasco involving Sony about its use of two DRM products, XCP and DRM highlights several issues with DRM that APIG should consider and support my arguments here. The details are in the appendices.

I also ask that APIG takes seriously the declaration in the Adelphi Charter by Royal Society [6].

Thank you.

Yours Sincerely,

Dr Cinly Ooi

161 Thorpe Way, Cambridge CB5 8UN

Tel : 07840 896063

Email: cinly.ooi@gmail.com

----------

Appendix 1: MediaMax DRM.

MediaMax is a DRM product from SunnComm and is used in Sony, EMI and other CDs. The mere act of inserting MediaMax-based CD is often sufficient to cause the software to be installed on one's computer. This is in contrary to industry standard practice to ask for users' consent before installing any software. Moreover, again in contrary to standard practice, even if you say no to the installation of the software, a piece of MediaMax DRM continues to run on your computer at least until you reboot. [7]

Worst, the act of simply inserting the MediaMax protected CD  is sufficient to create a security hole in your computer [7]. 

SunComm filing with the Securities and Exchange Commission, USA [8] demonstrates that the fact that MediaMax install software surreptitiously without users consent is not unintentional:


“When the disc is inserted, the auto launch feature will activate the MediaMax program on the second session. Depending on the DRM license implementation, this program is either activated directly or through another program. The program first determines if the LMT Software controls are installed on the computer. If not, or if the disc concerned contains a newer version, it will copy the controls from the disc concerned and will install same.” 

(Note the absence of any reference to obtain user's consent)

The same filing also demonstrates that SunnComm is also pursuing a strategy of hiding its presence from the users/programs and system components:


“Several  enhancements are currently under  development to make it very difficult to locate and/or remove the device drivers.” 

and 

“The software is designed to be completely invisible to users, programs and system components.”

Both the act of surreptitiously installing software without consent and attempts at hiding the DRM from everyone and everything is completely unacceptable. These are techniques normally deployed only by malicious softwares such as viruses and spywares. Unfortunately, SunnComm is not the only DRM vendor that is using these techniques.

SunnComm's MediaMax  software required administrator privilege  to run [9]. This is a practice known to be increase security vulnerability of the host computer. Most commercial software providers abandon this practice at least 2 years ago.

SunnComm also botch job of patching its software when a flaw was discovered. [10]

-----

Appendix 2: Sony XCP software is a “Rootkit”

It is possible to follow the development of the story on Groklaw website [11]. The BBC provide an excellent summary of the story to date [12]

The story begins when Mr Russinovich [13] found that a DRM software deployed by Sony,the XCP software, install itself deep inside the operating system and attempt to hide itself from the users and break the news on his blog. With exception of F-Secure, other Antivirus and Firewall vendors, are totally oblivious of this problem and were very slow to react to this revealation. 

Sony's and First4Internet's initial reaction is to deny that there is a security problem. The security problem arise because XCP software's implementation of “hiding” itself allows it to “hide” other (malicious) software  as well. Sony's denied that this is problem and very reluctantly provide a solution that will remove this “hiding” function. Users were made to jump through the loops to get the solution.

[14] 

Sony's president of Global Digital Business, Thomas Hesse's  initial reaction was to say: "most people, I think, don't even know what a rootkit is, so why should they care about it?" [15]

Only when an exploit of this hiding function [16] emerged on the internet that Sony finally decided to refrain from saying that there is no problem with the software and start a serious effort in correcting this problem [17]

Mr Russonovich story encouraged discovery that the XCP software “phone home” by an eminent security research team at Princeton, the team lead by Professor Ed Felton. “Phoning Home” is a term used to mean any software contacting a server (usually owned by the software vendor) on the network. This has privacy concerns because the software can reveal information about its use back to the software vendor. 

This episode demonstrated the following:

1.Independent research/analysis of DRM must be permitted. The results should also be allowed to be published without fear. Otherwise, the flaw in the XCP software will not be caught early. It also serve the secondary function of exposing bad practices in DRM software. It also leads to the discovery of XCP software “phoning home”.

2.It is not possible to rely on vendors to fix the problem. For one reason or another, Sony (and by implication, First4Internet) was initially very reluctant to provide a fix and admit there is a problem. Like the MediaMax case, their fix actually introduce new vulnerability [18]. Thus, an independent source or third party should be allowed to publish and provide ways to fix the problem. 

3.With Mr Hesse statement, Sony's management had demonstrated that at best it is ignorant of the problem or at worst trying to cover up the problem by misleading the public. Generalizing this means we must not assume that vendors are best placed to understand or handle the problem. This strengthen the argument for (1) and (2).

4.The software vendor uses very bad and questionable software practices,  i.e., (i) installation of “Rootkit”-like software, (ii)hiding itself (iii)introduce vulnerability to computers by allowing malicious software to piggyback on the hiding ability ( a slightly more careful practice will allow it to hide itself only) and (iv)it contains with open source software in a way that infringes that open source software [19]. Any laws regarding DRM should not allow bad software practice to hide behind it. Instead, it should protect exposure of these practices.

5.Should the consumer be allowed to circumvent DRM to access the content when the DRM introduces vulnerability into their computer? They are at no fault at all and should not be penalized for the failure of the content provider. It is also necessary to take into account the content provider's reluctance to provide a fix in this case.

Notable events in this case:

1.“It's very important to remember that it's your intellectual property -- it's not your computer. And in the pursuit of protection of intellectual property, it's important not to defeat or undermine the security measures that people need to adopt in these days.” -- Stewart Baker,  Assistant Secretary for Policy, US Department of Homeland Security[20].

1.Texas Attorney General sued Sony [21]

2.EFF lawsuit [7]

3.Prof Ed Felten:  “Here's the key issue: Active protection only works if the DRM software is running on the user's computer. But the user doesn't want the software on his computer. The software provides no value to him at all. Its only effects are to stop him from doing things he wants to do (such as listening to the music with iTunes), and to expose him to possible security attacks if the software is buggy.” [22]

-----
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