FAO:   Derek Wyatt, MP, Chairman, All Party Internet Group
 
Inquiry into Digital Rights Management
 
Written Evidence by Chris Clark – (over length - 1,300 words plus references.)
 
Some of this is written from my perspective as a consumer, others as owner of an internet marketing company – Clark Marketing Ltd, web www.clarkmarketing.biz.  I have also included many points made by the Electronic Frontier Foundation – I’m sure they would classify this as ‘fair use’.
 
Points covered:
 
i)  Whether DRM distorts traditional trade-offs in copyright law.
 
My main concern as a business who does conduct training, is that ‘Fair Use’ rights are enshrined, to enable reasonable use of materials for quotes, news, and training.  I am aware there have been battles usually between publishers (not normally authors) and universities over what construes Fair Use in the USA, and if DRM can be used to flag any ‘unauthorised’ use of materials as defined by an over-restrictive licence, then legislation to protect fair use is required. 
 
 
ii)  Whether new types of content sharing licenses need legislation changes to be effective.
 
Speaking as a consumer, I want to buy content – mainly music and document information, and read and listen to it without distribution method restrictions.  Taking music, I would like to buy unencumbered files (.MP3), burn them to disc, play them on my CD player and in the car, or on a CD walkman, download to my preferred player (Music Match), or on an iPod, on the basis of a one-to-one relationship with the music track.  I won’t share it.  I couldn’t put it on eBay.  I absolutely do not want to find I’m forced to use another player, and the track only plays in the iPod environment, or it gets converted from MP3 to some other format whilst downloading to assorted media and subsequently won’t play on other systems.  My rational is I’ve paid for the listening devices, (CD player, computer, vehicle sound system, iPod), but I can only listen to the track in one place on one system at a time.  Extending this to family and partner listening at the same time – people have always done this.  And as for someone else in the household, they are somewhat unlikely to be independently listening to the same music at the same time long term.  Content sharing licenses need to take this into account.
 
Turning to DVDs, it’s the same story.  By a DVD and play it – on a TV, via a DVD player, on a computer DVD.  Again, using a recent example, I bought an ex-rental DVD from a reputable shop, and it played on my DVD player. However, when I placed it into a new PC (July 2005), the installed DVD software told me it was a non-UK licensed DVD and immediately put a maximum (only 4 plays) to the times I could play it.  Why?  So I uninstalled the software and replaced it with Nero software to get round the restriction. I do not feel I have contravened any licence.
 
For downloadable e-Books, such as Adobe PDF, my view is they should be as viewable as a book – you can read a book anywhere, and you should be able to read a PDF you may have paid for and downloaded on one computer, emailed to another and read there.  I agree a paid for PDF should be password protected, and to rely on legislation to prevent proliferation.
 
In all these cases, I argue it is not the consumer who conducts mass copying – it’s the pirates – and they will bypass any DRM system in minutes, and only be stopped by enforcement officials.  Why cause massive inconvenience to consumers?
 
iii)  How consumers should be protected when DRM systems are discontinued.
 
If the file formats are unencumbered and open, protected by content sharing licences, this will give a lot of protection if a particular distribution method goes unavailable.  At present, if iPod DRM disappeared tomorrow, there might be millions of users who thought they were buying music to listen to, and iPods as one method to play them on, who could no longer hear their favourite tracks – they, have bought the music, not have the distribution method close them down.  Also, certain music download sites methods are monthly subscription only, and if a subscription fails, then ALL the recipient’s music is locked – that I consider is highly unfair, and I don’t go near those sites.
 
iv)  Whether DRM can have unintended consequences on computer functionality.
 
My evidence is that DRM has already had a massive impact on my computer functionality.  Want to download music from a Virgin site?  It will insist you use a Virgin player, and disable an independent player – such as Music Match.  Want to listen to an MP3 track – Microsoft will make repeated attempts to make it difficult to let you use any player other than theirs.  Want to look at a movie clip received via email?  Your player will be over written by Microsoft.  Want to play a DVD you bought in the US?  Expect problems – but the stores happily sell you them.  There are so many ways DRM is being used by major players to force their software onto my PC to control how I am ‘entitled’ to view materials I have now taken the following actions:
 
i)                    I do not ever insert music CDs into a PC.  I use old CD players.
ii)                  I do not use any Microsoft influenced media players
iii)                 If a video file I want to view forces me to install different players, I will not view the file, even if I lose enjoyment, learning and competitive edge because of this.
iv)                I do not want my computer compromised because of a turf war between media providers or media player vendors.
v)                 I do not want my computer or my life to be controlled by adverse and unfair licencing terms
vi)                I do not buy and download music unless I can be sure it is clean MP3.
 
It is not just who controls what I see/listen/read issues, it also because the mix of different systems and their processes running in the background makes my PC unreliable.  
 
In my business, certain programs for eBrochures and video use DRM, and put certain files on my clients’ machines.  I have no way of knowing if these files could cause client PC problems and crashes.  My policy - I routinely disable DRM on my materials because of this risk – and it is very real.  Who’s in the firing line if a client’s fee-producing PC is damaged because a file I sent unknowingly created a DRM conflict or over-wrote other programs on my client’s PC so they could view my material.
 
In support of my personal experiences and views, let me turn now to the two most flagrant examples of how DRM turf wars and the eternal intent to assume the consumer is a criminal has already affected hundreds of thousands of machines.  Sony MediaMax, and Sony BMG.  The Electronic Frontier Foundation’s Class Action against Sony demonstrates precisely what further problems are out there about to visit themselves on our internet, PCs, viewing desires, and lives.
 
I agree with fair use, fair copyright protection, and independence from device restrictions, but I absolutely do not support the crazy situation regarding the control over my life the DRM excesses have already caused. 
 
Regrettably, I am finding my life is starting to become a music free zone.
 
 
Chris Clark
161 Cornwall Road
Ruislip
Middlesex
HA4 6AG
Tel:  01895 623 845
Email:  chris.clark@clarkmarketing.co.uk 
December 18th 2005.
 
v)  References:
November 21, 2005
EFF Files Class Action Lawsuit Against Sony BMG
 
Company Should Repair Damage to Customers Caused by CD Software
 
The Electronic Frontier Foundation (EFF), along with two leading national class action law firms, today filed a lawsuit against Sony BMG, demanding that the company repair the damage done by the First4Internet XCP and SunnComm MediaMax software it included on over 24 million music CDs.
 
EFF is pleased that Sony BMG has taken steps in acknowledging the security risks caused by the XCP CDs, including a recall of the infected discs. However, these measures still fall short of what the company needs to do to fix the problems caused to customers by XCP, and Sony BMG has failed entirely to respond to concerns about MediaMax, which affects over 20 million CDs -- ten times the number of CDs as the XCP software.
 
"Sony BMG is to be commended for its acknowledgment of the serious security problems caused by its XCP software, but it needs to go further to regain the public's trust," said Corynne McSherry, EFF Staff Attorney. "It is unconscionable for Sony BMG to refuse to respond to the privacy and other problems created by the over 20 million CDs containing the SunnComm software."
 
The suit, to be filed in Los Angeles County Superior court, alleges that the XCP and SunnComm technologies have been installed on the computers of millions of unsuspecting music customers when they used their CDs on machines running the Windows operating system. Researchers have shown that the XCP technology was designed to have many of the qualities of a "rootkit." It was written with the intent of concealing its presence and operation from the owner of the computer, and once installed, it degrades the performance of the machine, opens new security vulnerabilities, and installs updates through an Internet connection to Sony BMG's servers. The nature of a rootkit makes it extremely difficult to remove, often leaving reformatting the computer's hard drive as the only solution. When Sony BMG offered a program to uninstall the dangerous XCP software, researchers found that the installer itself opened even more security vulnerabilities in users' machines. Sony BMG has still refused to use its marketing prowess to widely publicize its recall program to reach the over 2 million XCP-infected customers, has failed to compensate users whose computers were affected and has not eliminated the outrageous terms found in its End User Licensing Agreement (EULA).
 
The MediaMax software installed on over 20 million CDs has different, but similarly troubling problems. It installs files on the users' computers even if they click "no" on the EULA, and it does not include a way to fully uninstall the program. The software transmits data about users to SunnComm through an Internet connection whenever purchasers listen to CDs, allowing the company to track listening habits -- even though the EULA states that the software will not be used to collect personal information and SunnComm's website says "no information is ever collected about you or your computer." If users repeatedly requested an uninstaller for the MediaMax software, they were eventually provided one, but they first had to provide more personally identifying information. Worse, security researchers recently determined that SunnComm's uninstaller creates significant security risks for users, as the XCP uninstaller did.
 
"Music fans shouldn't have to install potentially dangerous, privacy intrusive software on their computers just to listen to the music they've legitimately purchased," said EFF Legal Director Cindy Cohn. "Regular CDs have a proven track record -- no one has been exposed to viruses or spyware by playing a regular audio CD on a computer. Why should legitimate customers be guinea pigs for Sony BMG's experiments?"
 
"Consumers have a right to listen to the music they have purchased in private, without record companies spying on their listening habits with surreptitiously-installed programs," added EFF Staff Attorney Kurt Opsahl, "Between the privacy invasions and computer security issues inherent in these technologies, companies should consider whether the damage done to consumer trust and their own public image is worth its scant protection."
 
Both the XCP and MediaMax CDs include outrageous, anti-consumer terms in their "clickwrap" EULAs. For example, if purchasers declare personal bankruptcy, the EULA requires them to delete any digital copies on their computers or portable music players. The same is true if a customer's house gets burglarized and his CDs stolen, since the EULA allows purchasers to keep copies only so long as they retain physical possession of the original CD. EFF is demanding that Sony BMG remove these unconscionable terms from its EULAs.
 
The law firms of Green Welling, LLP, and Lerach, Coughlin, Stoia, Geller, Rudman and Robbins, LLP, joined EFF in the case. Sony BMG is also facing at least six other class action lawsuits nationwide and an action by the Texas Attorney General. EFF looks forward to representing the voice of digital music fans in the resolution of these disputes between Sony BMG and consumers.
 
For more on the Sony BMG litigation, see:
http://www.eff.org/IP/DRM/Sony-BMG/
 
EFF's open letter to Sony:
http://www.eff.org/IP/DRM/Sony-BMG/?f=open-letter-2005-11-14.html
Posted at 12:13 PM
 
 
 
 
Electronic Frontier references:
 
The Customer Is Always Wrong: A User's Guide to DRM in Online Music July, 2005
Digital Rights Management: The Skeptic's View
 
And as an example of how nuts the entire DRM scene has become this examples the huge amount of activity being invested in assuming the consumer is a criminal – but it’s our lives, time, and PCs that are affected and crippled. 
· CPRM/ 
Directory of information on the proposed Content Protection for Recordable Media (CPRM) system, a scheme under which computer hardware vendors would build "copy protection" into all hard drives and other computer data storage devices. 

· DeCSS_prosecutions/ 
Information on criminal prosecutions and investigations relating to the DeCSS DVD decoder (incl. the Jon Johansen case, Norway, 2000). 

· DMCA/ 
Directory of information on the Digital Millennium Copyright Act (a.k.a. WIPO copyright treaty implementation bill), 1998-2000 The DMCA gives intellectual property holders the right to take away the fair use and related rights of the public to protect a commercial "digital rights management" scheme, and interferes with the legitimate operation of peer-to-peer file sharing systems. DMCA is probably unconstitutional. 

· DVDCCA_case/ 
DVD Content Control Association's court case attempting to censor and punish people for reverse-engineering the encryption system used for decoding content on Digital Versatile Discs (mislabeled Digital Video Discs by the DVD CCA organization). DVD CCA boldly and unbelievably alleges that efforts to make DVDs interoperable with the open-source Linux operating system, via the "DeCSS" software at issue in the case, violates movie industry trade secrets under Calif. law. See also the related MPAA DVD cases (below). 

· HDTV/ 
directory of information on intellectual property vs. fair use disputes regarding HDTV, DTV and other high-definition and/or digital television standards. HDTV in the US is now threatened by a movie industry scheme to force manufacturers to build in a DRM system - one that will obsolete every existing US HDTV set and render them unable to view new HDTV broadcasts. 

· Microsystems_v_Scandinavia_Online/ 
The Cyber Patrol case - Microsystems (and Mattel) sue two foreign ISPs and two Web site authors under bogus copyright and trade secret claims in an attempt to silence critics who have decrypted the Cyber Patrol censorware's blacklist to show that it wrongly blocks out non-prographic material. Microsystems is attempting to abuse the law to protect their crude and useless encryption (a weak DRM system) from legitimate reverse engineering. 

· MPAA_DVD_cases/ 
Motion Picture Association of America members (major movie studios) and their lawsuits against a variety of parties making the DeCSS DVD encryption decoder available for download (software that enables legally-owed Digital Versatile Disc audiovisual content to be played on the open-source Linux operating system). The MPAA members make incredible claims of illegal circumvention of copy protection measures (weak DVD encryption that was reverse engineered in the creation of DeCSS), basing these claims on unconstitutional provisions of the 1999 Digital Millenium Copyright Act (DMCA). See also the related DVD CCA case, above. 

· SDMI/ 
Directory of info on the Secure Digital Music Initiative (SDMI) trade association, and their draft standard for a "Digital Music Access Technology" (DMAT) copy protection with does anything but provide or enhance access to digital music. Instead it would esentially end all fair use right in the mainstream music world. DMAT is the draft DRM intended to be used with all future mainstream music industry releases. 

· UCITA_UCC2B/ 
Information on the (draft, as of 1999 to early 2000) Uniform Computer Information Transactions Act (UCITA), formerly known as the draft Uniform Commercial Code Article 2B (UCC2B), proposed and adopted by the unaccountable quasi-governmental body known as the National Conference of Commissioners on Uniform State Laws (NCCUSL). UCITA, which could soon by adopted by most or all US state legislatures, is an anti-individual, anti-artist, anti-fair-use copyright law that would benefit only large corporate intellectual property holders, especially in the entertainment and software industries. UCITA relates to DRM in that it will can be used (even if the DMCA is ruled unconstitutional) to prevent reverse engineering of DRM systems by forbidding such activity in license "agreements". 
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