Dear Sir,

Note that by 'DRM' I mean the broad usage given on your web page, to include such items or schemes as the Technological Protection Measures and Technical Devices defined in the amended Copyright, Designs and Patents Act 1988 (CDPA).

DRM should not be considered in isolation. Many of the desirable and undesirable effects only happen because of the combination of DRM and legislation such as the CDPA. Some of us are capable of solving many problems caused by or overcoming restrictions of DRM, and making such efforts available to others, and these skills could be widely taught or devices sold if not for legislation.

DRM does distort traditional tradeoffs in copyright law.

    DRM allows use, not just duplication, of copyrighted works to be controlled.

For example, an electronic book cannot be used without the sort of transformation DRM can prevent. This is probably not a very good example, as it is usually necessary to make a temporary copy of an electronic book to use it - this is a case where copyright law should be updated to allow for new technologies - I expect you'll receive examples.

    DRM allows duplication or use of non-copyrighted works to be prevented. For example, the encryption applied to many DVDs will not expire when the copyright period ends. A similar effect is that DRM will prevent many works ever entering the public domain, either because it is designed to deliberately destroy them or because media such as CDs will survive until copyright expires and we are not allowed to duplicate for archival.

    DRM allows duplication or use of works to be prohibited, even when the DRM applier has no right to do so. For example, some types of disposable digital camera encrypted photos: people who took pictures and owned the copyright were unable to access them. In the case of Sony vs Ball it was held illegal to circumvent restrictions implemented in one item, even though the copyright work was an entirely separate item and the restrictions prevented use of other items.

Sections 296ZA-295ZG of the CDPA often make circumventing DRM illegal even if the DRM applies restrictions entirely unrelated to copyright.

    The CDPA prohibits people from circumventing DRM to exercise permitted exceptions to copyright. The current mechanisms in the CDPA to counter this are

insufficient: they require us to ask for help instead of allowing us to do it ourselves, which raises a great barrier, does not give us sufficient power to demand without resorting to legal action which is risky and disproportionate, and does not cover all the permitted exceptions mentioned in EU directives.

    See the public responses to the Patent Office's public consultation on the Copyright and Related Rights Regulations 2003 for further examples.

The new types of content sharing license do not usually need legislation changes to be effective, as they build on the traditional implementation of copyright and permit rather than restrict use and duplication. The main exceptions are where a third party uses legislation to inhibit use or duplication which a work's creator desires. For example, computer games console manufacturers preventing people modifying their own computers to use software those people licensed from others.

The main problem for people when DRM systems are discontinued is items they have purchased become unfit for use. This may be years after purchase, making current consumer protection legislation insufficient because it only applies for a few years form purchase. Extending it to the same period as copyright may help, but retailers and even publishers if they were made liable may not last that long.

    Copyright deposit libraries could help deal with this if legislation was created requiring publishers using DRM to submit DRM-free copies or distributable methods to circumvent DRM as appropriate, plus resources to enable sufficiently widespread distribution once copyright expires - effectively an escrow service.

    Allowing the general public to circumvent DRM and make copies for such purposes while copyright is still in force would be an easy method, merely requiring repeal of existing laws.

    Banning DRM would solve the problem, but I think is too extreme.

Publishers should be forced to make exceptions to DRM systems for the partially sighted and people with other disabilities wherever reasonably practical. Not applying DRM is very easy.

    The CDPA allows DRM to prohibit the disabled using exceptions to copyright.

I think that DRM systems should not have legal protections from those who wish to circumvent them.

    The prohibition should be on distributing illegal copies to others - the result, not the method or tools used to achieve it.

    This would solve many of the problems mentioned above. Most importantly, those of us without knowledge or resources would not be put at a disadvantage whether we were producing or consuming. This is very important, and an area I feel the inquiry should touch on. Particularly in the music, video and computer game industries there is a danger of a two-tier system emerging, with large established organisation benefiting from laws that the smaller firms and individual artists who are most in need of protection can't benefit from. There have been a number of cases where bands have have DRM applied to copies of their songs by publishers such as Sony, which the bands did not want because of the problems the DRM causes for their fans. More extremely, it is starting to be possible to create and abuse monopolies by ensuring competitors' works will be unusable on some systems.

    Because copyright periods are so much longer than the commercial life of many works, many become unavailable. In extreme cases, knowledge of who owns copyright or skills to access unrestricted versions of works may be lost.

DRM systems can have unintended consequences on computer functionality. Worse, they can be used to deliberately impair computer functionality.

    To give the most recent example which hit the headlines, Sony produced many music discs which installed destructive software on people's computers without their informed consent. This is such a widely reported example that I trust you don't need the details repeated?

    More commonly, DRM prevents products from working. A lot of disks are sold as music CDs but do not conform to the specification because of DRM and do not play in some computers; refer to the BBC, who covered one example for in-car CD players in one of their radio broadcasts - presumably you can get a copy? Most perniciously many cause failures some time after purchase, such as the practice of producing disks with faulty error correction. To give a personal example, I have half a shelf full of games it is currently unlawful for me to fix.

To try and summarise...

    DRM unbalances copyright by controlling use and effectively preventing works from entering public domain.

    DRM creates barriers to entry for new content producers.

    DRM causes various problems for users, whether simple use or legal duplication. Retailers typically fail to correct problems, and current remedies are ineffective because of the high time and cost required compared to the individual value.

    It is not necessary for many new revenue models. It would be better to allow circumvention of DRM, possibly even mandate publishers to do so, and concentrate on more appropriate and up to date copyright legislation - both to help new sale/rental methods, and to enable such duplication as backups, research, and any desired to enable use.
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