Response to the All Party Internet Group Inquiry Into Digital Rights Management From Aslib, The Association For Information Management, 21 December 2005

Introduction

This response is sent by Aslib, the Association for Information Management. Aslib, was established in 1924. Its members are private and public sector companies and organisations throughout the world, concerned with managing information resources efficiently. Aslib has 3 branches and 8 Special Interest Groups, covering some 60 SIC areas. Aslib’s expertise is in representing, supporting and advising organisations, from SME's to large corporations and governments, on any issues and problems relating to information management.

This submission has been written following extensive consultations with Aslib’s member constituency of librarians, information managers, knowledge managers, records managers and archivists, whose work is central to the knowledge economy, ecommerce, and elearning. The consultations have been carried out through articles in Managing Information magazine’s web site, forum, and in its weekly newsletter, and through the Aslib main and Special Interest Group web sites, forums, and newsletters. This strategy has ensured that the consultation has been brought to the attention of the whole body of Aslib Members, and beyond.

An intensive programme of consultations has been carried out over a number of years by Aslib in partnership with LACA (Libraries and Archives Copyright Alliance), the Information for Energy Group of the Institute of Petroleum, and the British Library, among others, on copyright issues. The most extensive of these was in connection with the UK implementation of Directive 2001/29 on Copyright and Related Rights in the Information Society. It was clear that there were widespread concerns in the library and information community about copyright in the digital sphere. 

The Aslib Advocacy Coordinator, who coordinated and drafted this response, represents Aslib on LACA, and also coordinated and drafted the LACA response on this issue. Aslib endorses LACA’s response, and also those of SCONUL, and the RNIB.

A Whether DRM distorts traditional tradeoffs in copyright law.

A1 We recognise that there is an important balance to be struck so that solutions enable fair use without facilitating wrong use. We firmly believe in the protection of the existing copyright exceptions and priveleges, but we also believe very strongly in the protection of the rights of the rightsholders, and the prevention wherever possible of wrongful copying. We believe librarians and information managers, with their in depth understanding of, and support for, copyright law can be instrumental in achieveing this balance.

A2 The law specifies time limits applying to copyright protection. The effect of DRMS, if conditions are not applied to these measures, is to make copyright perpetual, which goes against the long-standing principles of the existing laws.

A 2.1 We recommend that the law is changed to require DRMS to cease to be effective upon expiry of the copyright, and/or that the expiry of the copyright term be a defence against circumvention of DRMS.

A3 DRMS can potentially prevent legitimate copying for research under library privilege, fair dealing, and review/reporting. We recommend that librarians/information managers be allowed to circumvent DRMS as trusted intermediaries in order to make copies which are permitted under existing copyright law.

A4 Article 6(4) of the Information Society Directive recognises that there must be safeguards to protect certain fair use and fair dealing provisions relating to copyright works, and allows the Secretary of State to intervene where a claim is made that a rights protection mechanism prevents a permitted act.

A4.1 We believe that it is unacceptable that these provisions can be overridden by the licensing terms imposed by the rightsholder, (as currently appears to be the case in Article 6(4) Paragraph 4 and Article 9; Recital 53), and that the law (from the EU Information Society Directive) should be changed so that there is no doubt that permitted acts cannot be prevented by rightsholder licences. As is already the case in Belgium and Eire, a licence should never prevent the bona fide enjoyment of the exceptions to copyright.

A4.2 We also recommend that if a rightsholder refuses to lower the barrier when required to do so by the Secretary of State, where a rights mechanism prevents a permitted act, that should become a criminal offence (rather than the librarian having to sue the rightsholder).

A4.3 We believe that its wrong to make what is currently lawful, unlawful by means of DRMS. A user, whether disabled or not, should have the access permitted by the exceptions without having to struggle through complex and expensive procedures to obtain permission.

A5 The US also has concerns on these issues and is carrying out a consultation.

A5.1 The Digital Millennium Copyright Act, Pub. L. 105-304 (1998), amended title 17 of the United States Code to add a new Chapter 12, which among other things prohibits circumvention of access control technologies employed by or on behalf of copyright owners to protect their works. Specifically, subsection 1201(a)(1)(A) provides, inter alia, that "No person shall circumvent a technological measure that effectively controls access to a work protected under this title."

A5.2 Subparagraph (B) of DMCA limits this prohibition. It provides that prohibition against circumvention "shall not apply to persons who are users of a copyrighted work which is in a particular class of works, if such persons are, or are likely to be in the succeeding 3-year period, adversely affected by virtue of such prohibition in their ability to make noninfringing uses of that particular class of works under this title" as determined in this rulemaking. This prohibition on circumvention became effective two years after the date of enactment, on October 28, 2000.

A5.3 At the end of the 2-year period between the enactment and effective date of the provision, the Librarian of Congress made an initial determination as to classes of works to be exempted from the prohibition for the first triennial period. Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access Control Technologies, 65 FR 64556, 64564 (2000) (hereinafter Final Reg. 2000). The exemptions promulgated by the Librarian in the first rulemaking remained in effect through October 27, 2003. On October 28, 2003, the Librarian of Congress announced the second determination as to classes of works to be exempted from the prohibition. Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access Control Technologies, 68 FR 62011, 62013 (2003) (hereinafter Final Reg. 2003). The four exemptions created in the second anticircumvention rulemaking will be in effect through October 27, 2006 and any exemptions promulgated as a result of the  third anticircumvention rulemaking will take effect the next day for a 3-year period lasting through October 27, 2009. Both determinations by the Librarian of Congress were made upon the recommendation of the Register of Copyrights following extensive rulemaking proceedings. The current consultation is the third section 1201 rulemaking required under 17 U.S.C. 1201(a)(1)(C).

A5.4 The amendments we are recommending are in alignment with US provisions outlined above, and currently the subject of further consultation because of concerns that DRMS may prevent copying under fair use provisions. We recommend that a similar system of regular review by the Patent Office and/or Copyright Tribunal be set up in the UK.

A6 Copyright law and rights in other laws are increasingly being circumvented by the creation of specific contracts and licences. Copyright Law does provide limited protection for the needs and interests of the users, whereas contracts would almost entirely represent the superior strength of the rights holders.

A6.1 We recommend amending the legislation so that whenever a rights-management mechanism is used to prevent the enjoyment of a copyright exception, or other right, granted by Parliament (ie under copyright law, competition law, consumer law or human rights law), or to extend or entrench a monopoly, or to override the Treaty of Rome then that mechanism must lose the legal protection against circumvention.

B Whether new types of content sharing license (such as Creative Commons or Copyleft) need legislation changes to be effective.

B1 We can see no need for legislative changes necessary to make content sharing licenses effective.

C How copyright deposit libraries should deal with DRM issues.

C1 Legal deposit libraries need to be able to provide continuing access to materials, as part of the national record, within the framework of copyright exceptions, after copyright has expired and after relevant proprietary DRM systems have fallen into disuse. The ability to override such mechanisms is therefore a necessity. 

C1.1 The technical knowledge required to accomplish this is likely to be most readily available at the point of receipt rather than at the point of eventual need, and legal deposit libraries should be empowered to take such steps as an initial conservation measure when such materials are received or at any point thereafter. To this end, depositors should be obliged to provide to the legal deposit libraries the necessary keys for unlocking any DRM mechanisms they are using.

D How consumers should be protected when DRM systems are discontinued.

D1 We offer no response to this question, since we do not see any need to protect consumers under such circumstances. 

E To what extent DRM systems should be forced to make exceptions for the partially sighted and people with other disabilities.

E1 There is a quite proper legal conflict between the rights of authors > and consumers which is mediated by law.

E1.1 However, wherever the balance between producer and consumer is struck, it should be the same for all consumers; everyone, including disabled people, should have an equal right at an equal price to information put into the public domain.

E1.2 We recommend that the circumvention of DRMS be permitted for the production of Braille copies, and to permit the operation of ‘read aloud’ facilities for the visually impaired, and to support those with other disabilities. > Any restrictions on normal and proper use, either on purely commercial terms or in 'fair use' provisions must be evidence-based. We know of no evidence whatsover that disabled people have undertaken individual or collective piracy as the result of special access to digital files. We recommend that the access be mediated by a trusted intermediary, > such as the RNIB, the National Library for the Blind, and other appropriate library services.

Publishers almost invariably conflate text piracy with musical piracy but as all piracy is more effectively conducted by organised production in South-East Asia it is unduly burdensome to impose restrictions on potentially much less effective pirates such as disabled people and the organisations which work with them.

E1..3 We also recommend , that the current UK legislation which permits braille transcription without the need to seek permission for single copies be extended to cover synthetic speech access and real audio for the use of the disabled.

F What legal protections DRM systems should have from those who wish to circumvent them?

F1 DRMS already have complete legal protection from circumvention. We recommend that current legal provisions regarding technological devices in the control of rightsholders be amended to prevent any attempt by a rightsholder to extend their monopoly beyond the limits otherwise provided by law. 

F2 On this question the UK's solution to the supposed safeguards of Article 6 (4) is singularly unhelpful to the beneficiaries of exceptions. A beneficiary of an exception is often an individual, who should not be required to invoke a complicated legal or administrative procedures in order to enjoy the exception.

G Whether DRM systems can have unintended consequences on computer functionality.

G1 The recent Sony cases are a particularly striking example of DRMS affecting the functionality of computers. 

G1.1 Sony BMG's XCP anti-piracy program uses virus-like techniques to hide itself on a PC, which caused great concern among users, and Sony removed the software and replaced CDs as a result of the bad publicity. 

G1.2 SunComm's MediaMax anti-piracy program used on 32 Sony CDs released in the US and Canada also attracted controversy. The problem with the MediaMax software was revealed in a joint statement Sony BMG issued with digital rights group the Electronic Frontier Foundation.

G1.3 In that statement Sony urged users to install a patch that closed the security loophole that MediaMax opened on PCs. However, the discovery by independent security researchers that this patch suffered the same security problems as the original program led the EFF to withdraw its support.

G1.4 The loophole introduced by MediaMax and the patch could have let malicious hackers hijack the programs to gain control of a PC. The new program issued by Sony BMG on 8 December claims to close the hole in the patch.

G2 It is clear from the Sony case that DRMS pose potentially serious security and functionality issues. "Therefore, the law should make it explicit that anyone who supplies and/or produces a DRM should be liable for any problems caused by the DRM under the Computer Misuse Act, and that this should be an absolute offence, i.e., the Computer Misuse Act will be applied against such a supplier or producer even if he could not have foreseen that a breach of the Act would result." 

H The role of the UK Parliament in influencing the global agenda for this type of technical issue.

H1 UK law must comply with EU Directives, and international treaties. It is therefore vital that EU law and international treaties reflect the interests of UK citizens, and their rights as enshrined in UK law. There are particular dangers that DRMS can be used to increase and entrench monopolies, and we believe that the UK Parliament must lobby the EU and other countries to prevent unhealthy monopolies, and infringement of existing rights and privileges.

H2 With regard to the amendment to law recommended in (A6.1 above), we believe that this should be extended Europe-wide to those member states where the relevant exception applies, and that once an aggrieved party who is unable to exercise a legal right because of an abusive protection mechanism places the holder of the underlying copyright on notice, the holder should become unable to enforce that copyright against anyone else in the European Union, for so long as the abuse continues.

We would be happy to answer any questions, and respond to requests for further information.

Your sincerely,

Graham Coult

Advocacy Coordinator

Aslib
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Editor, Managing Information magazine
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