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The case for interoperability between DRM systems from the perspective of an Independent Software Vendor.

DRM, as a general case technology, exists primarily to protect the interests of the copyright owner. Numerous cases abound in the history of computing of attempts at copy protection – however, these cases have been concerned with limiting the use of a particular computer program either to specific users, or to specific computers. The importance of DRM in many people’s minds is that it is concerned with the limiting of “content” rather than of software itself.

However, upon closer inspection, the boundaries between “software” and “content” are much greyer than they might first appear to be. Traditionally, hardware and software were clearly defined – “hardware” was the physical electronics that represented a machine, and “software” was a set of ordered instructions that instructed the hardware to perform a specific set of tasks.
In today’s computing environment, the definition of a machine is now much more fluid – “virtual machines” include software such as the Java Virtual Machine, the .NET framework, and by extension, any application that can process a set of instructions to perform a certain task – indeed, any scriptable application or document processing system can be thought of as a virtual machine. With this perspective, a media player is, in essence, another virtual machine that accepts as its software media files, and the actions it takes by processing the instructions in the media files may be producing visual and or audio output.

But, by extending the above definition of software, and looking at the current locations in the marketplace where DRM is found outside of audio and visual media, DRM is or will soon be applied to wordprocessing documents, spreadsheets, emails, games, e-books and software as well as to audio and video. 
This submission will address the DRM points as raised by the APIG in context of all IT related resources and not just audio and video, primarily relating to the points about copyright laws.
Copyright law includes the concept of fair use, and in the world of IT, fair use must involve allowing other programs the ability to use the resource. If a document is protected by DRM, another program must be able to read the information contained within that document. If a music file is protected by DRM, another program must be able to retrieve that music. The reason for this is that this 3rd party software may well need to deliver the resource through a delivery mechanism, or in conjunction with additional information, that the copyright owner did not envisage but is allowable under the terms of fair use. 

For example, a current media player may regard fair use of a music file to be allowing the user to play the file through the speakers attached to their computer, or through headphones attached to their computer. If an ISV wishes to create a piece of software to support (for example) a particular type of sound processing on the file – for example, a new form of stereo expansion or tone manipulation – this ISV will need access to the media to be able to achieve this, and this would still be fair use of the media.

Another example to illustrate this would be that of a document protected by DRM in order that only a specific user was able to read it and for only a limited period of time. An ISV may wish to create indexing software for that user’s computer that should still be able to access the content to build indexes, and may also wish to have access to the metadata that describes the time period for the availability of the information.
As a result of the limitations of today’s DRM software, many people are forced to work around them to achieve the desired use of the resources (which are usually fair use as regards copyright). A user who wishes to use a computer program remotely (e.g. through Windows Terminal Services) may need to remove copy protection from that software in order to do so, even though only that user is to use the software and as such the terms of the license are not broken. The more traditional example is that of someone who purchases audio media from an online store that is incompatible with their portable player, and as such, needs to re-process it to remove the DRM so that they may listen to the content they have purchased.
If DRM is to achieve the goals of protecting the interests of the copyright holders in the manner that they envisage, whilst allowing fair use of the content, then the following needs to be considered:

· Standard interfaces to DRM systems

· An ISV who wishes to interact with DRM content should only need to implement one set of interfaces to the DRM system. Different DRM providers (e.g. with different algorithms) can still be supported provided the interface to those systems is consistent

· Standard DRM implementations throughout the entire processing path for the content.

· This will allow for DRM to be used all the way to the playback device, and ensure that the only way for an analogue attack to happen is to re-record the content using two different devices, thus making it impractical.

· This must also extend to the device world

· In the software world, this would include remote control, or Terminal Services type systems.

· Standard and affordable means for ISV software to be “certified” as able to interact with DRM systems

· For DRM to be applied throughout the processing stack, including when an ISV written module wishes to interact with it, each module will need some form of certification. This certification must be affordable and attainable by ISVs and not just large corporations

· For this to be the case, some form of certification revocation will be required if an unscrupulous ISV is able to achieve certification

· Ability to create backups of DRM “keys” in a manner that allows for their easy recovery

· All DRM providers must be able to support the recovery of DRM related media after a catastrophic system failure

· DRM software must not adversely interact with a users computer

· The recent attempts by Sony show the difficulties such as path can have. By applying the steps above, there should be no reason for such underhand tactics.
· Users should be able to apply their own DRM to their own content

· A simple closed environment where this can happen today is with Microsoft Office 2003, but in the future non-repudiation of document and emails will become more important and will have to be considered in the overall context of DRM.
If DRM software was to be architected as described above, then it would become easier to use, people could feel confident that their content would be usable and recoverable, and DRM would not necessarily be seen as a hindrance, but even an advantage if the ISV market was able to interact with DRM protected content (not only from an audio/video perspective, but perhaps more so with textual content such as e-books). The reader may well look at the above (admittedly non-exhaustive) list of functionality and perhaps rightly conclude that pigs might fly before the industry was able to concur and provide DRM in such a manner.

It is with this in mind that the consideration of the role of government and legislation comes in. One of the APIG points concerned legal protection for DRM systems. If legal protection for DRM systems was only extended to DRM systems that met the above criteria, then the developers of DRM systems and the content providers who used them would have a real incentive to produce DRM systems that benefited everyone, and not just the providers. Modifying legislation regarding the circumvention of such systems in this way would also help ensure that such legislation is never used in ways that was not the original intention (and some of the more bizarre DMCA actions in the US show that this can happen).

