Submission to APIG Inquiry into Digital rights Management (DRM) by Alex Macfie

Interest: I am a consumer and producer of copyright material. Currently, I am a full-time student of computer science. I have previously worked in IT, as a systems administrator and a developer.

The Sony rootkit fiasco demonstrates how DRM can intrude on the user's private domain. The copy protection system included on some of Sony-BMG music CDs automatically installs software without the user's permission when run on Windows PCs. Although a licence agreement is presented to the user, some software is installed even if the agreement is declined. Sony has since recalled CDs with this protection system, and is being prosecuted in some jurisdictions over it. There has been speculation that the system might also be illegal under the UK's Computer Misuse Act.

Although computer security and DRM are often perceived as being similar, the rootkit debacle shows that they are, in reality, diametrically opposite. 

Traditional computer security is based on the principle that the owner of a computer (who, in the context of home computing, is generally the same person as the user) should have complete control, analogous to property rights, over his computer system and the data on it. Thus, hardware and software for improving security aim to prevent outsiders from obtaining or altering information on a computer system. However, DRM does the opposite --- it is designed to control how users access data on their own systems --- and in the extreme case, as in Sony's rootkit, actively sabotages the user's system, without the user's knowledge or permission, in order to achieve this control.

The inquiry

<http://www.apig.org.uk/current-activities/inquiry-into-digital-rights-management.html>

notes that DRM can encourage new business models, and cites pay-per-use as a particular example. However, it may also discourage other business models. 

The most obvious of these is that based on the manufacture and sale of consumer electronics devices designed to do what consumers want them to do. 

If DRM is legally protected, hardware and software devices that can play DVDs on Linux, or that can make backups of DVDs and games, are banned if the media which they attempt to play is protected by DRM.

Copyright law was never intended to give copyright holders the right to control the private use of copyright material once it has been legitimately obtained, such as dictating that a purchased book can only be read once. This is not because the technology offering this control has not hitherto been available. It is an intrinsic part of the copyright bargain, in which the copyright holder has exclusive control only over the distribution channels over which copyright material is sent.

Of course, in a free market, publishers should be free to sell material to which they own the copyright in any format they wish (although seeabove on formats that interfere with computer users' security and privacy). However, the corrolary is that consumers of such material should be able to use whatever tools they wish to access such material in a manner consistent with their 'fair dealing' and other rights --- even if the publisher did not wish it to be accessed that way. The current UK copyright regime, which bans circumvention of DRM under most circumstances --- even if the purpose is for lawful use of material --- is clearly not consistent with this principle. It should be noted, in passing, that fair dealing in the UK is ridiculously out of step with consumer practice, since it does not allow any private copyring exemption. The threat of prosecution for standard consumer practices such as ripping CDs to an MP3 player, however theoretical, is ridiculous. Even under the UK's limited fair dealing exceptions, fair dealing serves as an important safety valve, preventing copyright-holders from exerting excessive control over open discussion, and publishers should not be able to use technology to override it.

Media producers 'crying wolf' over technology designed to access or copy material is nothing new. Video recorders, twin tape decks and MP3 players have all in the past been the subject of legal challenges by the entertainment industry, which wanted them banned on the basis that they encourage copyright infringement. However, the general consensus has been that we should not try to regulate technology capable of copying material, because they also have many legitimate uses, and perhaps also because the benefits of making these devices available outweigh any harm (if indeed there is any --- the movie and recording industries seem remarkably successful despite the danger of piracy). Anti-circumvention laws break this consensus and change the rules. The logic of anticircumventio laws is that acts and tools must be banned if they might be used or performed to infringe copyright. By that logic, the video recorder and the twin tape deck should have been banned.

The region coding of DVDs and computer games is perhaps the best known example example of DRM primarily intended to distort the market, since it prevents something that is entirely lawful --- the private use of legitimately obtained material. However, the region coding is only part of a cartel regarding the manufacture and sale of DVDs and players. Most commercially produced DVDs are encrypted, and so need to be decrypted to be played. The decryption keys must be obtained from a consortium consisting mainly of the major US movie studios, which set exactly how DVD players can be manufactured, and charge a large fee. While DVD players may seem cheap, this arrangement still makes them more expensive than they ought to be. 

Effectively a technology mandate has been created through the back door. It could be argued that if a cartel is in operation, it can be investigated by competition authorities. However, this cartel is only made possible by anti-circumvention legislation banning 'unofficial' DVD decryption.

UK lawmakers' hands are tied by EU law, in particular Directive 2001/29/EC, which mandates legal protection for DRM. However, the UK's transcription of this directive (as an amendment to the Copyright Design & Patents Act of

1988) does not take full advantage of the available flexibility in this directive, which permits various exceptions to be applied in national law, for example, to allow fair dealing with respect to DRM-protected work. None of these have been transcribed to UK law in any meaningful way. This is perhaps to be expected, given that intellectual property law is largely formulated by Patent Office bureaucrats with little political accountability. 

Clearly, legislation concerning DRM, and copyright in general, needs to be subject to much stronger political scrutiny than it is at present.

In summary, DRM distorts markets, upsets the historic copyright bargain by trumping fair use, and threatens users' online security. Some of these effects are made possible by legislation making it illegal to circumvent DRM systems under virtually any circumstances. The balance needs to be shifted so that DRM is legally protected only in the context of actual, verifiable copyright infringement. That is, circumvention tools and acts should be legal where their purpose is to access copyright material in a lawful manner. 

Furthermore, the UK should work towards  international copyright laws based on this principle, so that nations are not forced into a race to provide the strongest possible protection, as seems to be happening at present.
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