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AOL UK’s Submission to the All Party Internet Group Inquiry on DRM
1.
Introduction

1.1
AOL UK welcomes the opportunity to comment on issues surrounding the use of Digital Rights Management (DRM) solutions in the online environment.  AOL has more than two million members in the UK. AOL UK (hereafter AOL) is a subsidiary of AOL Europe Services Sàrl (“AOLES”), a Luxembourg based company, which is the supplier of the AOL branded services provided to UK based consumers.  AOLES is a business unit of America Online, Inc. which has more than 21 million members worldwide. America Online, Inc. is a division of Time Warner, the world's leading media and entertainment company. 
1.2
The AOL service offered to UK consumers consists of a range of interactive online services, including flat rate narrowband and broadband Internet access, voice telephony, as well as unrivalled content and community for all the family. We view the interest of APIG in Digital Rights Management (DRM) as a welcome recognition of the potential significance for UK consumers and the broader UK economy of the consequences of a successful rolling out of DRM solutions. 

2. 
AOL’s vision of the UK’s broadband market and our locus in this debate
2.1
There is huge interest in broadband services, if the offer is right. AOL Broadband offers high-speed connectivity, no upfront costs, leading edge broadband type content & product features including film trailers, stars, events and performances from the music world, news, sports, cartoons and much more, a free firewall product and customer support at a reasonable cost – as well as the powerful communications, safety and community features for which AOL is known. Broadband is not just about faster email; compelling content and easy to use services for consumers to access content are fundamental. By way of examples of how the Internet can be used in innovative ways to connect with mass audiences,  AOL recently provided a global webcast of the Live8 concerts and a webcast of Madonna’s concert to launch her new album.  Content has been sourced from a range of partners including the BBC, TWI, Real Networks, Channel 4, and leading music record labels such as EMI, Universal as well as sister Time Warner companies such as IPC, Warner Bros and Turner.  Our ability to offer high quality content depends on the availability of adequate DRM measures to protect the content and to differentiate offers made to consumers.
2.2
It is AOL’s objective to continue to drive broadband growth through offering consumers access to a wide range of compelling content at affordable prices employing simple to use interface technologies.  Although AOL’s service in the UK has not yet started to incorporate DRM solutions in its content offering, we anticipate that, as our content partners migrate to DRM, the technology will have a significant impact on the services we are able to provide our members.
3.
AOL’s view of what DRM is
3.1
DRM provides both content protection and the ability to manage and execute offers made to consumers.  DRM has been described as “a systematic approach to copyright protection for digital media”
, though this does not quite explain what DRM is, or how it might evolve in the future. From a technical perspective DRM can encompass “the description, identification, trading, protecting, monitoring and tracking of all forms of usages over both tangible and intangible assets.”
 More simply, DRM is a suite of solutions that allow for the technical identification and protection of intellectual property (to date this has focussed primarily on the prevention of unauthorised copying of digital works).  
3.2
The technical protection allows the owner to revoke access rights to the protected content from the point of its creation to the end of its life. Usage rules embedded in the content ‘metadata’ can control how a particular piece of content can be exploited.  This control can include the designation of devices upon which the content can be consumed and, whether or not it can be transferred from one platform to another
3.3
DRM technologies employ a number of discrete tools, which may be combined in a variety of ways in order to provide the kinds of functionality described above. The primary tools are briefly described in Table 1. 

Table1.  Some Common DRM Tools
	Tool
	Purpose

	Secure containers
	Restricts access to devices with authorisation

	Rights expression languages
	Establishes rights associated with the content

	Content description
	Unique description of content for search purposes

	User ID
	Allows for the access by authorized users

	Authentication
	Determines if a device is licensed and will treat content appropriately

	Fingerprinting/Watermarking
	Complementary tools allowing the originator to forensically trace compromised content or to more securely embed information into active picture area of content

	Payment
	Billing and payment mechanism


3.4
The precise choice of tools in any DRM solution will depend on the purpose of the DRM and the nature of the content that is to be protected. Tools used to protect documents differ from those used to protect a Hollywood movie.  For instance, Adobe Acrobat is software that utilises secure containers to set permissions on how protected documents can be used and distributed. Copy Generation Management System (CGMS) uses a combination of bit settings to indicate whether content may be copied or copied further, as do copy management settings for DAT and minidisk players which are managed by the Serial Copy Management System (SCMS).  
4.
Implications of DRM roll-out

4.1
The empowerment of content owners, and the subsequent consequences for supply chain economics, is of considerable importance to AOL. By enabling content owners to control how content is exploited throughout its life, new business models and new approaches to pricing become feasible.  Movie content, for example, is traditionally released via a series of time-dependent windows.  This is an economically and commercially efficient business model due to the need to recoup high fixed production costs and a legitimate exercise of the holder of the intellectual property rights.  The implementation of DRM solutions may potentially support more refined forms of price differentiation. DRM enables service providers to increase consumer choice by offering a variety options at different price points.  Consumers could be offered a menu of pricing/product combinations which more accurately reflect their effective demand than is than is the case with windowing.  Consumers, rather than content owners may be able to dictate when and how they consume the content.  For example, should a consumer wish to watch a film only once then DRM may enable that consumer to pay less to download the film than another consumer who wants to watch the film many times.  A consumer wanting to watch a film many times may be charged less than a consumer who wants to burn the film to a DVD.    Where such price differentiation expands the market, economists point out that it almost always leads to an increase in economic welfare. 
4.2
The impact of DRM on competition at the level of intermediaries in the supply chain for content delivery, such as AOL, could be potentially significant, with positive benefits for industry and consumers alike.    Intermediaries provide four functions in the content supply chain: (1) the aggregation of supply and demand; (2) providing trust to transacting parties; (3) market making; and (4) matching buyers and sellers.  In traditional pay TV supply chains, these services are traditionally supplied by oligopolists or (more typically) monopolists.  DRM and broadband roll-out should increase intra-platform competitive pressure, particularly on those service providers. It ,may also result in greater variety of offerings.  AOL search functions combined with DRM protected content may lead to the exploitation/discovery by consumers of the “long tail” of content – e.g. the vast categories of content that aren’t commercially viable to exploit in major supply chains, but can easily be found and delivered via the internet.

4.3
 For example, DRM may serve to provide content owners with alternative routes to the consumer, lowering entry barriers at the intermediary stages in the supply chain, as well as supporting the development of new supply chains.  Amazon and i-Tunes offer high profile illustrations of the new business models underpinned by a partnership of the Internet and DRM.  Table 2 contains a summary of the ways in which DRM solutions may potentially substitute for functions that are currently provided by platform operators in pay TV.
Table 2.  DRM substitution for intermediary functions
	Role played by intermediary
	In what way is DRM a substitute?

	Provide transactional trust for consumer and producer
	DRM may be used to unlock content only after payment and to extract payment only when the content has been supplied

	Protection against IP theft
	Access can be restricted only to those who pay


4.4
The degree to which DRM can substitute for existing intermediary services should not be underestimated, but this does not mean that content owners will be able to do without intermediary services, such as those we believe AOL will continue to offer.  Intermediaries will continue to shoulder the many risk involved in dealing with end consumers.  Indeed, the potential for disintermediation is limited:
· Brand awareness.  There are few content companies with an established brand that consumers can identify with a particular genre of content.  Content creators would have to invest heavily in brand awareness.  

· Business model.  As most content creators operate as business-to -business entities, downstream integration would require radical restructuring of their operations, including investment in consumer management at the retail level.

· Aggregation.  Although advanced search techniques may reduce the value-added to consumers of aggregation undertaken by platform operators, the platform operator does provide scale and scope economies in the supply of content.  

4.5
In short, digitalisation, underpinned by DRM, will not automatically lead to the elimination of intermediaries in the content supply chain.  We are more likely to see a change in the economics of the supply chain at the intermediate levels.  Some functions currently provided by the traditional intermediaries may no longer be necessary in the delivery of many of the new services.  In areas such as video on demand (and its variants) there may be less need to package content into channels as consumers will be able to search for content on a title by title basis or by genre.  The lowering of entry barriers in the intermediate markets, as a result of the potential for unbundling of services, means that there is scope for independent niche intermediaries, to compete with established players who will continue to provide bundled service.  
4.6 AOL believes that the potential for greater competition at the intermediary stages in the supply chain should result in the more efficient distribution of a wider range of content, ultimately benefiting consumers.
5.
Implications for Public Policy
5.1
The successful roll-out of DRM solution will significantly impact the economics of the content supply chain, justifying the current interest of the Group in the affected public policies.  We suggest that the Group should keep it in mind that this is an area of developing technology and nascent business models.  Any moves towards intervention should be focussed on providing a supportive environment for the development of new business models, rather than stifling innovation or introducing additional uncertainties to the market. 
5.2
AOL believes that interoperability of DRM solutions will be crucial if service providers are to be able to offer consumers simple interfaces via which they can access and enjoy content.   We understand that many content companies, intermediaries and consumer equipment manufacturers are working towards enabling interoperability between DRM systems, ,which we welcome.  Interoperability reduces the reversioning costs that content owners face when making content available across different consumer population and technical costs intermediaries and other service providers need to bear to deliver the content to consumers.  Likewise consumers who want to be able to transfer content from one device to another, the nirvana of convergence, will be best served by interoperable devices.  In the short term, however, market forces should be allowed to operate to identify the most viable and attractive DRM models for consumers and content owners. 
5.3
However, there does remain a risk that small perceived advantages of one particular solution over others could see the market tip towards that single solution, within that economic market.  Public policy should be focussed on identifying anti-competitive barriers to interoperability and seeking appropriate remedies.  If that means taking a step back and/or supporting industry efforts to produce interoperable solutions then we believe that this would be an appropriate direction for public policy.
5.4
The ability of DRM solutions to tag, track and monitor digital content throughout its lifecycle does raise issue for how the value in the content chain is distributed.  In particular, the introduction of DRM offers a potentially valuable opportunity to review the role and operation of collecting societies.  AOL supports the position of collecting societies, recognising the valuable service they provide to their members in collective negotiating with major media companies, but believe that there should be opportunities to improve their internal efficiency, to the benefit of both content creators and service providers who require licences in order to offer services to end consumers.  We would welcome the views of the Group on the opportunities provided by DRM to reduce the costs of the collective management of payment for the legitimate reproduction of copyright works.
6.
Conclusions

6.1
AOL welcomes the potential that DRM solutions have to underpin new and exciting business models, enabling service providers to offer an increasing long menu of content propositions.  However, we recognise that, as a service provider, we face a challenge to integrate DRM into our consumer proposition in a way that allows us to continue to serve consumers with a fit for purpose and easy to use interface.
6.2
Interoperability is crucial to the successful development of DRM-based business models, as is the passing on to consumers of reduced supply chain costs, which result from increased competition at the intermediary stages in the supply chain.    
6.3
AOL is happy to answer any questions from the Group arising from this submission. 

Campbell Cowie

Director, Public Policy

Time Warner

� See the IT encyclopaedia web site, www.whatis.com.


� See Iannela, R. (2001), “Digital Rights Management (DRM) Architectures”, D-Lib Magazine, Vol. 7.


� Amazon and i-Tunes illustrate the workings of the long tail model, with a considerable number of transactions involving products that are no longer stocked by high-street outlets.
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