University of Huddersfield

Evidence to the Spam enquiry

Collateral Damage relating to Spamming activity

Earlier this year we were subjected to two serious interruptions to University business as a result of Spamming.

The University domain name was used (spoofed) by a well-known American spammer to send millions of unsolicited emails.

This adversely affected us in two ways:

1.
Our Mail Servers were subjected to several million non-delivery reports (NDRs). This caused a serious overload, and took several days to process. Since vital e-mails relating to University business were "buried" amidst the many NDRs relating to the spamming activity, the only option was to process each e-mail, in order to sort the wheat from the chaff, as it were. JISC were informed and asked that the US ISP should take proper action against the spammer, by closing his account, but the damage was already done. Significant delays in communication to and from the University were experienced.



We understand that the only way we can defend ourselves against further attack is to increase the power of our servers, which are fully adequate for normal traffic. We are therefore faced with an expenditure of tens of thousands of public money just to increase our defences against a spammer.

2.
The second ill-effect is that many institutions detected spam originating from our domain name and blocked e-mail which was apparently coming from us, although actually originating from the spammer. Even though the last attack was some months ago, we are still finding occurrences of this, preventing our staff from making legitimate business contacts.


We are aware of several other UK universities who have suffered similar attacks. There seems to be little that can be done at present to prevent spammers from using someone else's domain name in this way, and we sincerely hope that some means may be found to deter this activity in future. 


Whilst attacks seem to be random, we can only assume that they will become more frequent, and on ever increasing scales, and that they will do significant harm to British institutions.
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