QinetiQ and UK DATA IT join forces to launch e-mail Preference Service to stop SPAM mail at source

QinetiQ is collaborating with UK DATA IT, a leading supplier of call screening and suppression systems, to market eMailGard - a system designed to ensure that companies using email for direct marketing are automatically compliant with data-protection laws. 

eMailGard manages the opt-in and opt-out lists held by marketing departments and their agencies and screens them against eMail preference files.

Interested UK and international organisations, of which there are already many - particularly in the retail and financial services arenas - will be able to trial this low-cost system from September in preparation for Article 13 of the EU Electronic Communication Directive (2002) which comes into force in the UK from 31st October 2003.  This states that companies have to obtain express agreement of targeted individuals (opt-in) before sending any form of unsolicited electronic marketing message.  Stringent penalties will also be applied for each and every breach.

The eMailGard system is also suitable for existing opt-out regimes as operated in a number of countries including the USA, where it is mandatory for organisations to screen contact data prior to mailings.

"SPAM is becoming a real global problem, at work and at home.  Legislation is fine, but on it's own, it can't ever solve the problem," stated Sarah Stockman, technical director of WOODCOTE Executive, a specialist compliance firm and chair of the Data Protection Forum, a cross-industry organization for data protection professionals.  

"That's why a technology based solution is so important - something which not only helps companies to comply with the regulations but also to improve customer service and potentially market share." 

Equipment can be installed on any customers' site, with all messages being routed to and from QinetiQ for checking, before being released for distribution by their chosen ISP.  QinetiQ could also act as the ISP, if appropriate.  The system pro-actively looks at all e-mails being sent by an organisation and automatically blocks any that are addressed to individuals or companies that have registered with the UK Direct Marketing Association (DMA) or any of the global regulatory operations.  

This is achieved by comparing recipient names against a secure database held by QinetiQ. The system can also be tailored to screen only e-mails sent from specific departments, which prevents unnecessary checking and reduces overall e-mail traffic. Companies can also specify that emails to be sent externally only be accepted from specific individuals or departments, thereby preventing unauthorised direct marketing activities.

In addition to screening against the various regulatory lists, private databases can also be included.  This is vital, either if the intended recipients are not registered with the DMA or regulatory operations but have specifically requested that an individual company does not contact them, or if they are registered with the DMA but have stated information from a particular organisation can be sent to them.  This will allow businesses to sub-categorise their lists to enable better customer targeting and differentiation, thereby helping to control costs and maximise profits.

"It's paramount that the security and integrity of the opt-in and opt-out data is maintained if this initiative is to be successful," stated John Glacken, Managing Director of UK DATA IT.  "That's why QinetiQ is ideally placed to provide this aspect of the project, as they are widely regarded as one of the best global organisations for developing and hosting secure network systems.

"Unsolicited 'SPAM' e-mails have been on the increase, but with the new EU legislation coming into force, companies or individuals can now ensure that they are compliant. They will also have a strong audit trail which can significantly reduce both the time required to investigate individual complaints and the number of potential fines that could be imposed."

The cost of accessing and using the fully compliant eMailGard system has been kept low to ensure it remains attractive to a variety of potential users. In addition to an initial set-up fee from just £1000 per list hosted, each email costs just a matter of pence plus an 'as it's used' bandwidth charge.  

Most organisations should however actually achieve an overall financial saving, with the improvements in efficiency and reductions in technical requirements outweighing the additional costs.  If the cost of possible litigation from people who register with the system but are not removed from a mailing list prior to dissemination is also factored in, then savings could be massive.  And this does not even take into consideration the damage to corporate reputation that not undertaking this activity could cause.
