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Differentiating Between Commercial Email Uses

Any definition of spam is inevitably subjective. In this paper the definition ‘unwanted and indiscriminate messages’ is used. It is not possible for a person sending a message to know that it is definitely wanted; it is however possible for a person to know that their solicitation for a quack medicine or credit card scam is unwanted. 

Legislation should address the following types of email differently:

1) Legitimate Commercial E-Mail
Bulk commercial emails may be legitimate or spam depending on context. A newsletter or even a marketing solicitation that has been requested is not spam.

2) Indiscriminate Solicitations From Legitimate Business 
There are few legitimate businesses that prosper through the use of marketing tactics that anger their intended customers. Most legitimate businesses that attempt spam marketing rapidly abandon the practice as counter productive, but each attempt adds to the spam problem.

3) Organized Crime
A significant proportion, indeed, by some calculation the majority of spam is apparently sent to further some form of criminal scheme. These range from serious advance fee frauds to a wide variety of consumer frauds, software piracy and identity theft. 

In many instances spam operations are simply a new marketing channel for existing criminal operations. It is significant that many of the most prolific spam senders have criminal records including convictions for financial/fraud offenses or more extreme crimes.

Legislation should encourage the first category, discourage the second and identify the sources of and support cessation and punishment for the third.

The Problems Of Spam

Spam creates more than one problem for more than one party. 

Email users: 
Unwanted mail sent indiscriminately drowns out wanted email. Individual spam messages may be fraudulent, pornographic or otherwise offensive to the recipient.

ISPs: 
Spam’s sheer volume put email servers under excessive load requiring otherwise unnecessary administrative effort and hardware upgrades. ISPs report that they lose customers who abandon their accounts to escape from spam.

Law Enforcement: 
A significant proportion of spam is sent to further schemes that are already criminal. However spam senders frequently make use of multiple jurisdictions to create difficulties for law enforcement

International Relations: 
Spam is by its nature sent globally and creates a bad impression wherever it is received. The fact that a country tolerates such a large-scale criminal enterprise is damaging to its international standing and a warning to potential investors that the rule of law is tenuous.

Technical Solutions

Current work on technical solutions to the spam crisis is promising but unlikely to deliver a magic bullet that makes legislation unnecessary. The Internet is now a twenty five year old infrastructure with several hundred million users. Coordinating even the simplest of infrastructure changes is only possible on a timescale of many years. 

In some cases the solutions being adopted are creating their own problems. Blacklists in particular have been abused on numerous occasions as a means of pursuing private vendettas that have no connection to the spam crisis. 

To date the approaches that are most promising as technical solutions to the bulk-spam problem are content filtering to identify spam and authentication to identify wanted messages. Deployed in combination these approaches should significantly reduce the volumes of spam reaching the end user without resulting in large amounts of wanted messages being lost.

Technical Approaches Do Not Replace Legislation

If the problem of spam was limited to the quantity of unwanted messages it is possible that it might be addressed through a purely technical solution. It is certainly not the role of legislators to provide legislative bug fixes for communication protocols.

The criminal nature of many spam solicitations means that a technical solution can at best address the volume aspect of the spam problem. It is far from clear however that reducing the volume of spam that is received by end users will reduce the effectiveness of ‘spam scams’. 

It is very likely that the total volumes of spam sent are already counterproductive at the macro-level and that a reduction in the total volume of spam will result in an increased response rate to the few that get through. The first solicitation to participate in an illicit deal to transfer large sums of money from Nigeria might appear credible; ten solicitations a day are not credible.

Legislative Options

If legislation is to be effective in reducing the spam problem without creating unintended new problems it must be both enforceable and specific to unwanted email.

Privacy 
Many spam sender techniques such as the harvesting of email addresses from Web sites are already prohibited under the EU privacy directive. While privacy laws provide an important and useful social function regulating the behavior of legitimate enterprises. Policing of privacy law violations is at least as difficult as policing the consumer frauds the majority of spam senders are perpetrating.

Deception
Spam senders almost always conceal the origin of their messages. In some cases a deliberately false origin address is employed. For example an email will apparently come from a user at a large service provider such as hotmail.com. This increases the probability that the email will be read and ensures that complaints, if any, will be directed elsewhere.

Use of Open Relays & Proxies
Spam senders frequently route their mail through other machines to conceal the origin of their messages. Open proxies permit a spam sender to conceal the Internet address of the source of a message. Open relays will distribute a single message from a spam sender to a hundred recipients, reducing the spam sender’s bandwidth cost.

Legislation that prohibits the use of open relays, open proxies or other deception to send bulk emails is most likely to be effective and technically enforceable. Privacy law is likely to perform a useful role in defining the acceptable uses of email but will be challenging to draft in a form that does not have unintended consequences.

It is likely that spam senders will react to anti-spam legislation with countermeasures designed to conceal their identity. Anti-spam legislation is therefore complimentary to anti-spam technology that detects attempts to conceal the sender’s identity.

