Memorandum/evidence from The Open University.

MEMORANDUM

I write in response to your press release dated 13 June, in my capacity as Head of the Technical Services Section of the Open University's Computing Service.  This University relies on an efficient Internet in general, and on e-mail in particular, to maintain our unique relationship with our students. The rising tide of unsolicited messages is disrupting that relationship, on both sides.  If one or all members of APIG would like to visit the University to see the steps we have had to take, we would be very pleased to receive you.  Alternatively, I am content to appear before the Group if invited.

I would like to address the items that you identify as the focus of your inquiry:

1
The developing legislative situation (UK, EU, US and elsewhere).

----------------------------------------------------------------------

This is not my field, so I would like only to draw the Group's attention to the unfortunate effect of HMG's previous activity in this area – its negotiating position leading to, and its subsequent transposition of, the e-Commerce Directive (00/31/EC) [as 2002 No. 2013 ELECTRONIC COMMUNICATIONS].  Paragraph 8 facilitates UCE.  I have received UK originated spam that cites this Regulation as a legal justification.  I trust that the Group will persuade the DTI to amend that Regulation. I also trust that you will encourage the DTI to hold firmly to its draft transposition of The Directive on Privacy and Electronic Communications (2002/58/EC).  I attach my response to that consultation as an appendix. Finally, I propose that the penalties for ignoring user preferences should be sufficiently punitive as not to be regarded as an acceptable operating cost compared with postage, stationery and handling.

2
Technical methods that may prevent spam reaching users.

-------------------------------------------------------------

Much existing work (Brightmail, SpamAssassin) is designed to filter out mail that has already arrived, but the large majority of internet users cannot afford the overhead costs of these services.  We need to take the battle much closer to the spammers.  

2a
It is a simple matter to block all traffic from 'spammer friendly' ISPs that spammers use; if this alone were effective then such ISPs would go out of business in days.  Unsurprisingly, the spammers have learned to conceal the original source by using "open relays", the majority of which are computers owned by innocent bystanders.

2b
Open [e-mail] Relays date back to the origins of the Internet; they no longer have any legitimate purpose.  A correctly configured computer will not enable this service - unfortunately the large majority of users lack the technical skills to do this configuration.  More worryingly, spam 'service' providers have begun to create viruses whose purpose is actively to reconfigure ordinary users' PCs so as to turn them into open relays without their knowledge [see

<http://www.guardian.co.uk/uk_news/story/0,3604,976332,00.html> ].  Working through the collective strength of the EU, we must require the major operating systems suppliers (Microsoft, RedHat, Sun, IBM, Apple) to remove this capability from their software.  This approach will make it far less likely that the spammers can gain any benefit by relocating to less well regulated jurisdictions.

In the meantime, EU member states should agree a Directive that requires all

ISPs in the Union to scan customers computers for this mis-configuration. Previous work by UKERNA on the UK academic network proves that it can be done - see <http://www.ja.net/CERT/JANET-CERT/mail/anti-spam/active.html>. 

3
Social methods that may prevent problems with spam

--------------------------------------------------------

Some direct marketers assert that what they send is carefully targeted material, that it is not spam and that the victim really wants it.  This is simply untrue in the vast majority of cases.   The only basis on which that assumption can be made is where the recipient has positively and verifiably opted in. As above, the cost of ignoring user preferences must be punitive.

4
Future trends in spam

---------------------------

The next tide of spam will be as Instant Messages - Microsoft already includes its IM client as an option in its latest versions of Windows and may be tempted to make it a standard feature.  The Group should question Microsoft and AOL closely on what safeguards they intend to put in place to prevent abuse.  Further, they should explain how they will make it impossible for a virus to disable these safeguards.

5
Spam's effect on other platforms (e.g. mobile phones and other devices)

----------------------------------------------------------------------------

I have no expert opinion to offer.
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