The Directive on Privacy and Electronic Communications. (2002/58/EC)

Summary of questions

General issues:

How should we implement the Privacy Directive in those areas where the rules have changed or new requirements have been introduced, on the use of cookies and similar tracking devices, on value added services based on traffic and location data, on subscriber directories, and on unsolicited commercial e-mail and SMS?

Are there any aspects of the current regime which we should change (for example, on telephone and fax selling)?

It is clear that the present TPS and FPS arrangements are not working.  Even on the DMA’s own figures, less than a third of subscribers are aware of their right to opt out.  The FPS is being flagrantly ignored, with the result that legitimate business process is being disrupted because of fax paper being consumed by spam.  Any suggestion that we should now have text or e-mail preference services is risible and must be dismissed.

Do the draft Privacy Regulations deliver the intended results?

They make progress towards it.  More needs to be done (and can be done) to clamp down on spam.  Note that I define ‘spam’ to be any commercial communication that I did not seek, even if the sender believes it to be “carefully targeted”.  The assertion from the DMA that we would learn to love their spam if the foreign stuff could be stopped, is simply wrong.

How should the existing guidance in this area be updated?  What guidance should be provided on the new rules?

· If we cannot have ‘opt in’ for unsolicited human telephone marketing, then the telephone service providers should be required to include a reminder about the TPS at least once a year – typically enclosed with or on the normal bill.  

· When an unsolicited communication is sent to someone alleged to have opted to receive it, the message should include a statement showing when and how that opt-in was made.  The sender should retain the evidence proving the opt-in for inspection by the Office of the Information Commissioner.

· OFCOM should be given powers to enforce the rules, with substantial deterrent fines for each message on each occasion.

Draft Privacy Regulations

Chapter two – definitions

Should the draft Privacy Regulations redefine the split between corporate and individual subscribers?

The regulations should protect sole traders and SMEs as a minimum, since they lack the capacity to defend themselves.

Chapter three – security, confidentiality and cookies

What information should operators provide about cookies and similar devices, and how should internet users be given the opportunity to refuse them?

· They should provide a method to decode the content of their cookies, so that they know exactly what information is being recorded.  

· They should be required to have a ‘capsule privacy policy’ as defined by the World Wide Web Consortium (W3C).  See http://www.w3.org/TR/P3P  (especially http://www.w3.org/TR/P3P/#intro_example for a good illustrative example).  

· Microsoft and other browser vendors should be required to implement fully a facility for users to exercise the W3C privacy settings.  (The present “high, medium, low” falls far short of this.)  I accept that HMG will have to use the collective negotiating power of the EU to ensure that this is done.

· Operators should refer subscribers to a neutral source of information about cookies on the Information Commissioner’s website.  The IAB is hardly neutral.  The site should also explain how to configure the browser to make a positive and informed choice about cookie handling.
Should the Privacy Regulations apply to all cookies and similar devices, or should they only apply to cookies where they involve processing of personal data?

Data warehousing techniques mean that all data is personal data eventually.  It is not obvious that there is a case for differentiation at this level, since the burden of proof would be impossible.  There is, however, a case to exempt memory-resident cookies that exist for this session only, that are not stored anywhere, and that have the sole purpose of maintaining session continuity.

Operators that outsource parts of their operation to third parties outside the EU should be reminded of their obligation neither to export personal data to non-compliant jurisdictions nor to mislead the subscriber into doing so.

Should the Privacy Regulations specify whether a user should have the right to override a subscriber’s consent to a cookie?

It should explicitly declare such behaviour to be an offence.  Conversely, an Operator must have the right to declare that use of cookies in integral to the proper operation of the site and make their acceptance a condition of using it.  Under no circumstances should he infer it this and ignore the subscriber’s wishes.  He must decline to offer the service unless the user reconnects with acceptable privacy settings.  To permit over-ride would be a perverse interpretation of Article 5 Paragraph 3.

(It may be necessary to clarify that it is a Lawful Business Practice for an employer to require employees to consent to cookies where needed to carry out their duties.)  

Chapter four – network and service providers’ requirements

How should service providers gain consent to processing of traffic and location data and what information should they provide?

If a subscriber calls a value added service that provides locale-based information, or if he opts in to a service that will send him such information, he may be assumed to have consented.  Otherwise, there is no consent.

Should service providers be under a stronger requirement to provide the full range of CLI services, as proposed?

Yes

Chapter five – subscriber directories

Should subscribers be allowed to opt for inclusion in a subscriber directory as the default option, as proposed, or should active choice be required?

The “by default” option is reasonable only in respect of a directory compiled by the PTO that is providing service to the subscriber.  All other directories should require active choice.  

Where a directory compiler makes a charge for inclusion in a directory, then any communication seeking consent under this Regulation should be clearly separated from any invitation to subscribe, and the one should not be taken to imply the other.  Failure to do so should be defined as prime facie evidence of intent to obtain pecuniary advantage by deception.

What entry options should be available to subscribers and should service providers be able to determine the core list, as proposed?

As proposed.

Are the draft Privacy Regulations right to specify that additional consent is needed for inclusion in any directory with a reverse search function?

Yes.  In addition, the directory compiler should not be allowed to export the directory to a jurisdiction that lacks an equal protection.

Should corporate subscribers be entitled to some or all of the new rights accorded to individual subscribers? 

All.

Chapter six – unsolicited commercial communications

In regulation 21, all references to “electronic mail” should read “electronic mail or messaging”.  [I have in mind here abuse of Instant Messaging services provided by such as AOL and Microsoft.]

How should “customer relationship” and “similar products” be interpreted for the purposes of unsolicited e-mail and SMS marketing and do you agree with the approach adopted in the draft Privacy Regulations?

There is evidence of misuse at present, where companies are using ‘loss leaders’ to establish a contact and then using the conduit to market all manner of unrelated material.

I cannot find a reference to ‘similar products’ in the draft Regulation?  So I cannot agree with the approach.  If it is there, it needs to be more overt.  

Should individual phone subscribers be given opt-in or prior consent rights in relation to phone marketing?

Yes

Should corporate subscribers be given the right to register on the Telephone Preference Service, as proposed?  

Yes

Should corporate subscribers have stronger rights in relation to fax, e-mail and SMS marketing?

Yes

Is the new definition of automated calling system right?

It would be better that the “and” at the end of 18.4.a should read “and/or”.

Chapter seven – enforcement and sanctions, technical standards and exemptions for national security and law enforcement purposes

Should network and service providers be required to disclose the source of unsolicited commercial communications?  

Yes.  This is essential.  It should be a criminal offence to conceal it.

Should new enforcement sanctions be available against breaches of the rules on unsolicited commercial communications?  If so, what should they be?

· Yes.  

· OFCOM should have the power to exact damages for breaches of the rules on behalf of all those affected.  The fines should be sufficient to have deterrent effect, and apply to each separate communication on each occasion.  
[The Regulation as written requires individuals to sue for damages; it is unlikely that a court would consider such a case given the de minimis principle.  Only a “class action” would have the required deterrent effect.]

· OFCOM should also have the power to issue a formal caution, breach of which would be a criminal offence.
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