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Network Associates position on spam re the All Party Parliamentary Internet Group (APIG’s) Inquiry following the Spam Summit at Westminster on 1 July 2003

Network Associates is committed to working with businesses, consumers and industry organizations to address the growing problem of spam and supports the efforts of the APIG’s role in fighting spam as discussed at last week’s Spam Summit in London.  The topics discussed at the event will help contribute to developing a proactive response to the menacing problem of spam.

Businesses today rely heavily on email as a form of communication and anything that impacts its flow needs to be taken seriously and addressed promptly. 

For small businesses and large organisations alike, the cost in time and resources required to combat the spam problem is continuing to rise.  It affects productivity and profitability in myriad of ways - from the time spent reading spam email to the bandwidth required to carry it, as well as from storage costs to the potential associated legal liability. The European Commission estimates that Junk mail inflicts an annual cost of 10 billion Euro (US$8.7 billion) on Internet users*.  In general, eradicating as much spam as possible before it enters a company will the greater the cost-savings and productivity benefits.  

Network Associates believes spam has the ability to undermine the UK’s and the world’s Internet economy. The high costs of spam fall into three categories:  

• Lost productivity: When users are distracted from their work to view and erase spam, or lured away to spam-linked sites. 

• Inappropriate content: Email deemed offensive can become a Human Resources issue; the message could be pornographic, racist, sexist, or otherwise insulting, offending an individual or a group. Using company resources to transmit email content that does not reflect company policies can also present legal challenges. 

• Wasted IT resources: Finally, the huge and growing volume of spam email consumes a significant amount of network resources, wasting bandwidth as well as considerable amounts of network storage. When an email contains a delivery mechanism for malicious code—such as backdoors that trigger Trojan horses and viruses— spam becomes more than a nuisance; it is a security threat that can wreak havoc on an organisation’s entire IT infrastructure.

So what can be done? Network Associates believes spam must be fought on all fronts including technology, legislation and industry self-regulation. We believe that organisations need to adopt a proactive strategy against spam. The strategy should include a comprehensive, enforced email security policy that includes guidelines on email usage, and should be coupled with proactive spam technology that can be installed at strategic points on the network including the Internet gateway and e-mail servers. 

The most successful and accurate way to detect spam is by using a rules-based system to scan and score email messages.  A system like this eliminates the need for constant updates to a spam database or real-time blacklist.  In addition, any spam technology to be implemented should feature proactive spam detection methods, such as heuristic detection that looks for obfuscation in e-mail messages--something traditional database or “list-only” spam products will miss.  The traditional anti-spam technologies are good at detecting spam that they know about, by using a RBL lists 
or content databases, but the spam world moves fast, so technology needs to have the ability to identify new types of spam as they occur.  Rules-based detection, coupled with proactive technology will provide organizations and consumers alike with the most accurate detection for known, and unknown, spam with low false-positive and false-negative rates.

Whereas the technology-based defences are relatively clear, legislation and regulatory responses are just now being defined. The APIG’s forum is a sensible start to addressing spam while allowing Britons to make the most of the Internet without fear of attack or loss.

The European Commission estimates that Junk mail inflicts an annual cost of 10 billion Euro (US$8.7 billion) on Internet users*.  

* Source: e-Business Advisor - Reduce the Effects of Unwanted Email [European Commission study 2002]
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