MessageLabs 

Written evidence to All Party Parliamentary Internet Group

MessageLabs welcomes the opportunity to submit evidence to the APIG Spam inquiry. MessageLabs provides email security services to business customers and our evidence and statistical data reflects the Spam issue faced by business users not home users.

In 2002 9% of business emails scanned by the MessageLabs Anti-spam service was stopped as Spam. Since then we have seen the ratio rapidly increase to 55.1% in May 2003. This represents an increase of over 612% in the rate of Spam this year.

At these levels Spam ceases to be an irritant and becomes real problem and cost to business:

· Productivity is impacted as users waste time sifting through unwanted email

· Bandwidth is wasted as companies and their ISPs pay to deliver this unwanted material

· Server overload due to scanning “junk” email for viruses

· Email as a vital business communications tool is undermined.
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Just based on productivity cost we estimate an annual cost to British business of £3.2bn.

The following chart shows the rapid the acceleration in Spam growth has been in 2003.

The following table shows the breakdown for June 2003 for Spam by vertical sector and geography. Spam is a problem that affects all industries and geographies and while the problem is clearly worse in the USA, Europe is rapidly catching up.

	Vertical Market
	Asia/Pacific
	UK/EMEA
	USA

	Building & Construction
	N/A
	5.18%
	59.17%

	Public Sector
	6.01%
	12.41%
	47.62%

	Leisure
	26.11%
	16.69%
	63.69%

	Transport
	28.17%
	7.33%
	57.47%

	Wholesale
	N/A
	16.03%
	78.74%

	Marketing, Media & Publishing
	10.79%
	23.47%
	67.57%

	Professional Services
	14.84%
	20.83%
	54.64%

	Retail
	34.36%
	25.32%
	50.51%

	Finance & Banking
	9.06%
	22.73%
	46.95%

	Non-Profit
	18.18%
	12.21%
	66.23%

	Agriculture
	68.03%
	17.76%
	67.57%

	Other
	22.83%
	25.64%
	59.17%

	IT & Telecommunications
	17.79%
	39.53%
	63.69%

	Mineral & Mining
	N/A
	45.66%
	59.52%

	Education & LEAs
	54.64%
	28.74%
	74.63%

	Manufacturing & Engineering
	12.52%
	47.62%
	52.91%

	Chemical & Pharmaceutical
	N/A
	40.82%
	62.50%

	Legal
	50.76%
	21.37%
	60.61%

	Utilities
	N/A
	5.18%
	54.64%

	Healthcare
	N/A
	36.50%
	70.42%

	Sports & Entertainment
	N/A
	14.71%
	78.74%

	Accounting
	N/A
	N/A
	91.74%


The developing legislative situation 

At MessageLabs we view a regulatory framework is required to allow businesses and ISPs to seek redress against those who seek to swamp their bandwidth and users with unsolicited material. 

However that framework must strike a balance and avoid penalising legitimate businesses by placing a regulatory burden upon them to verify they have specific permissions from all recipients they send email to. It is our view that the volume of junk email represents the cost to business. An individual unsolicited business-to-business proposal should not fall foul of this regulation.

Technical methods that may prevent Spam reaching users

Current technology can eliminate the majority of the problem. Our own solution stops in excess of 96% of Spam.

Major technological approaches are as follows:

Desktop solutions: Useful for individual users but less effective at an enterprise level as each user has a differing profile in terms of what is Spam. Such solutions also put a heavy onus on the user to manage that solution.

Desktop solutions also need to be maintained on multiple platforms and across potentially hundreds or thousands of PCs in an otrganization.

Gateway solutions: Can stop the majority of Spam going to individual users but enterprise still bears cost of Spam in terms of usage of their bandwidth and system resources. In addition maintaining effectiveness of that software may be difficult as the Spam problem is so dynamic in the methods it uses to defeat anti-spam technology
Internet Level solutions: Logic of these solutions is that Spam is a problem on the internet and best way to tackle it is on the internet. Spam is stopped before it ever reaches the enterprise saving them both productivity and bandwidth cost. Such solutions also tend to be very dynamic as they are actively managed by anti-spam specialists.
Social methods that may prevent problems with spam;

Acceptable use policies: Companies need to enforce internal policies on acceptable usage of their computers. If people don’t publish their emails, register for non-work related material or respond to Spam, the Spam problem will be reduced

Non-response: Never respond. While some unsolicited email marketers may have valid unsubscribe links, others use this information to improve their database by marking an address as "active". Because of this it becomes impossible to determine which spams contain valid unsubscribe links so we recommend to never respond to spammers

Better guidance in email clients on best use with advice on how to ensure proxies are closed and not to use preview window, which can automatically confirm existence of address to the spammer. Advice on closing proxies and installing personal firewalls is of particular relevance to home broadband-users who may inadvertently become spammers if they do not take these precautions.

Businesses and ISPs must also take a measure of responsibility to ensure they have effective anti-spam filtering technology in place.

Future trends in spam

Ratware: Software freely available on the internet specifically written to help spammers combat anti-spam software. This software is continually improving to help the spammers bypass spam filters, and is the main cause of the continual war between spammers and spam filtering companies. We anticipate that the rate of improvement in ratware will continue to increase and underpins the need for anti-spam filtering technology to be highly dynamic in its response.
Open proxies/Open relays: 

Open proxies account for over 70% of the source of all spam that MessageLabs intercepts. Spammers are making use of open relays and open proxies on home user PCs, which allow them to hijack the resources of PCs and networks without their owners’ knowledge. By using open proxies a spammer can completely hide his identity, making tracking the source of the email significantly. 

Open proxies are traditionally a side effect of an insecure server that has been poorly configured and made available on the internet to anyone who finds it.  A proxy can be used to perform some kind of action on behalf of another, such as viewing a website, or sending an email.  These proxies once discovered are often closed relatively easily and quickly.  

However, ISPs have little incentive to inform their users of insecure machines on their network, and so often these machines remain insecure for a significant period of time. Users receive no notification that their machine is being used to send out illicit and sometimes illegal material.
Users must be better advised on how to protect themselves from this kind of abuse. ISPs should be informing their users that their machines are being used to propagate spam.

Email viruses and spammers

One of the recent traits has been for spammers to use their ratware mailers to distribute bprograms that ostensibly offer something appealing, and in fact install a backdoor program called a trojan that turns the recipient's pc into an insecure "open-proxy" that is then able to be used for sending more spam out, by remote control (e.g. Trojan/Backdoor.AVF). In addition to hiding the spammers identity this approach allows the spammer to hijack additional bandwidth making spamming even more profitable.

At MessageLabs we believe that recent email viruses such as Sobig.E have been specifically created by spammers to actually try and "create" these proxies by to distribute trojans across the internet. Obviously very illegal - however, it is almost impossible to identify the true source of such spam, and bring them to justice.  

With the advent of new legislation we anticipate that spammers will increasingly make use of this method to hide their identities.

