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About the London Internet Exchange

The London Internet Exchange (“LINX”) is the largest and most successful Internet exchange point in Europe with a world-class reputation for quality, performance and technical excellence. A neutral, not-for-profit partnership between more than 140 Internet Service Providers globally, LINX provides a physical interconnection for its members to exchange Internet traffic through co-operative peering agreements.

All Internet Service Providers suffer from Unsolicited Bulk Email (“UBE”), including LINX members, as it imposes substantial costs including increased equipment and capacity requirements and customer technical support costs. In particular, there are costs associated with ongoing action to prevent the use of their networks to originate UBE, and there is the continuing threat of network disconnection for failure to prosecute suppression effectively.

LINX’s principle interest in policies to combat spam arises from its role as an industry leader, representing its members and the interests of the broader community. LINX also suffers from spam as a corporate Internet user itself, and through costs arising from its role as a carrier of extremely high volumes of Internet traffic.

Best Current Practice for Internet Service Providers

LINX published “Best Current Practice for combating Unsolicited Bulk Email”
 (hereafter, “the LINX BCP”) in May 1999 after extensive consultation with industry stakeholders and the consumer and corporate user community. This document has since been widely adopted as the basis of ISP
 abuse policies, and is supported by ISP Conditions of Service. In February 2000 it was adopted almost unaltered by RIPE
 as “BCP RIPE-206”.

The LINX BCP is carefully drafted in technologically neutral terms, identifying procedures that ISPs should have in place to combat UBE. Consequently, the document continues to represent best practice, and remains applicable despite technical developments
 by spammers
. The LINX BCP is applicable to all who administer and provide network access to end users (including, for example, corporate customers) but is not guidance for end users themselves.

Filtering: promoting innovation and diversity

Filtering is the means by which UBE is identified and blocked by an automated means. The mode of blocking varies, and can include refusal to accept for delivery, quarantine, or instant deletion (known as “black-holing”).

The arms race

Spam evolves. As each new technique is developed to identify and block spam automatically, so spammers develop new means of frustrating the filters. The war against spam is therefore like an arms race where first one side draws ahead, and then the other, but neither side ever achieves a conclusive victory.

There is a school of thought that disapproves of all automated filtering, because it causes spam to evolve so that even the “manual filtering” of rapid deletion by a human being becomes more difficult and time consuming. However, those who wish to employ filters to alleviate the problem desire ongoing development and innovation in the filtering market; it is certain, after all, that spammers will continue to create innovative countermeasures. 

False negatives and false positives

“False negatives” are items that should have been caught by a test (in this instance, spam messages that should have been identified as such by a filter) but which fail to be so caught due to the imperfect nature of the automation. “False positives” are items which are mistakenly caught by the test due to the automation’s flaws; in this case, a false positive is a genuine e-mail message which is improperly treated as spam.

False positives are overwhelming considered a much more serious error than false negatives. The exact balance of preference is personal to the individual user.

It is intrinsically impossible to create a software filter that will not suffer both false positives and false negatives
. The more aggressive the filtering, the greater will be the rate of incidence of false positives; conversely, less aggressive filtering will result in fewer false positives but more spam getting through undetected.

Client-side and server-side filtering

Filtering can occur either on the end user’s PC (“client-side”), or on the end user’s ISP’s network (“server-side”). 

Client-side filtering provides maximum flexibility to the end user. If the user employs quarantine as the mode of spam control then having the filtering at the client side enables the end user to ensure that they need never permanently lose an email message due to false positives. Because the filtering is within the end user’s control, they can also choose from a range of software employing different techniques.

The complexity of client-side software has in the past been an impediment to end users. Ongoing development and competition amongst software vendors continues to drive radical improvements in usability, as well as in technical effectiveness.

Server-side filtering is simpler for the end user. It occurs entirely transparently, and the end user has only crude control over its operation, if any at all.

Diversity and innovation

It is important to recognise that end users have differing requirements, and in particular differing relative tolerances for spam, false positives, and the effort and complexity of tuning their own filters. 

Some users, particularly in the “consumer family” market sector, value ease of use and aggressive filtering above a certain risk of false positives. Certain ISPs provide and market server-side services specifically to cater for this market.

Larger corporate users frequently prefer to maintain their own filtering system on an enterprise-wide basis. They require that email be delivered to their corporate network entirely unfiltered, as lost email due to false positives would be considered an extremely serious problem. These users are prepared to invest money and skilled technical effort in maintaining sophisticated corporate filters to support their own end users. There is a significant market in software and services to cater for this market category.

Other individual users, including individuals using email for business purposes prefer not to tolerate the risks and lack of control inherent in a server-side solution. For these users there is both standalone filtering software and, in particular, increasing integration of filtering tools into email reader software
.

LINX believes that the diversity of requirements is best met with a range of potential solutions: one size does not fit all. An open and competitive market employing a range of techniques and targeted at a range of market niches is the best possible technical approach to combating spam.

� http://www.linx.net/noncore/bcp/ube-bcp.html


� Internet Service Providers


� Réseaux IP Européens, a body providing administrative and technical co-ordination for the operation of the pan-European IP network. In particular, RIPE manages the IP address space for the European continent.


� One example of technical developments include the increasing use of compromised computers for sending UBE, including computers infected with a virus or Trojan. Another is the growth of the phenomenon of complex systems of open relays, where no single computer constitutes an open relay, but a disparate group of them act as an open relay when taken together.


� “Spammers” are those who send “spam”, which is the common term for Unsolicited Bulk Email.


� There are two special cases of a filter which either (a) blocked everything or (b) blocked nothing, would generate no false negatives and no false positives, respectively. This has, of course, no practical significance.


� For example, Microsoft Outlook and Eudora incorporate sophisticated yet user-friendly filtering tools.
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