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Introduction

The Internet Watch Foundation was established in late 1996 by UK Internet service providers (ISPs) to combat criminal content which might be accessed by UK users of the Internet. It is largely funded by ISPs, Telco’s and Mobile Operators on a voluntary basis and is currently supported by thirty companies. It has the full support of Government and Law Enforcement Agencies but operates independently of Government.

 

The IWF has three aims:

 

1. foster trust and confidence in the Internet among current and future Internet users;

2. assist service providers to combat the abuse of their systems for the dissemination of criminal content; 

3. assist law enforcement in the fight against criminal content on the Internet

Content covered by the IWF remit is child abuse images hosted anywhere in the world and UK hosted criminally racist and obscene adult material.

We need to emphasise that IWF's specific focus is on ‘potentially illegal content’

Background

The IWF is concerned generally that the growing volume of spam and the offensive nature of much of it is undermining trust and confidence in the Internet and that, without more effective methods to combat spam, we are in danger of seeing a reluctance by those on-line to use e-mail to the fullest extent and a disinclination by those not yet on-line to join the Internet.

The IWF first received reports of spam emails advertising and/or linking to websites containing indecent images of children at the beginning of 2002. Before then it was extremely rare for spam email to advertise such illegal content. Through 2002 the IWF experienced an unprecedented growth in reports of this type of spam peaking in June 2002 when the IWF processed over 700 reports in one week (the average then being around 250). Over 500 of these related to spam emails advertising a handful of child abuse websites. In response the IWF found it necessary to introduce a new website interface and technical solutions to advise the public of most the most recent spam’s to reduce duplicity.

Current Situation

Commercial Spam

With standard commercial spam the from address is generally spoofed; however it is usually possible to trace the spam to the originating ISP using the email header information, and thus potentially identify the Spammer.

Illegal Spam

With spam advertising illegal sites it has been the IWF’s experience that the from address is always spoofed and that when the email header is examined the emails appear to have been relayed through a non-secure mail server outside of the UK. These types of mail servers are unlikely to keep logs of such an occurrence, and if they did they would only hold them for a couple of days. Certainly not long enough for international law enforcement to act. Additionally the Spammers are likely to use a dial-up Internet access account in a yet another country and may use a proxy server to further cover their tracks. 

As the IWF’s remit covers illegal Internet content and not emails we do not routinely record statistics on the amount of spam reported to the organisation, we only record statistics on the content we investigate. However in order to give a general picture of the current situation we have compiled the snapshot of activity below.

In the seven day period ending 13th June 2003:

· The IWF received 435 reports

· 53% related to spam advertising child abuse websites

· 80% of these websites were verified as containing potentially indecent images of children.

· 14 new potential illegal websites were identified as a direct result

Below is an example of the kind of Spam reported to the IWF that leads to potentially illegal websites:

Pedoshop proudly presents !!!
	The newest and never seen CD set with porno videos and pictures of children 6-14 years old! Our video studio make incredible number of newest fotos and videos, and we are ready to send you a CDs with it. From now we are have 16 CDs to sell and in two weeks will be more CDs available! Go and buy now! Maybe you'll find there your niece? :-)


Let me in!

The “let me in” hyperlink directed to a pay-for-view website which contained extreme images of child abuse and was hosted in Brazil. It has been removed.
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