ISPA Spam Submission

Introduction

ISPA welcomes the opportunity to contribute to APIG’s inquiry into the problem of spam.

Spam is a global problem that affects communication service providers (CSPs) and their customers (both consumer and business users). There is a raft of legislation that currently exists that addresses the sending of unsolicited communications and the data protection issues raised by this activity. There are also a number of technical and awareness-raising initiatives being undertaken by CSPs in an attempt to address the problem and effectively reduce the circulation of spam across their networks.

However, ISPA acknowledges that, despite the existence of national and EU-wide legislation and the deployment of technical and educational solutions, there will be no isolated solution to the problem of spam that will be truly effective across the global internet. 

Jurisdictional issues and the continuous efforts of spammers to circumvent technological preventative measures means that combating spam will be an ongoing battle, as is the case with hackers and virus writers.

How are CSPs affected by spam?

Costs

It has been suggested that CSPs actually profit from the sending of spam across their networks. ISPA refutes this claim in its entirety. On the contrary, CSPs incur costs, both in terms of time and resources, from spam being sent across their networks. These costs include:

· The costs of employing abuse teams and technical staff to deal with problem and manage reports from customers who are recipients of spam.

· Costs of negotiating with other ISPs in order to block spammers.

· Costs of developing and updating filters and other tools and technical measures

The costs of undertaking such work could dwarf those associated with data retention and make email an inefficient form of communication.

Spam negatively impacts CSPs in many other ways.

Network Integrity

Spam compromises the integrity of a CSP’s network. Mail servers become overloaded, slowing or stopping their processing of email and reducing their useful lifetime. This affects the efficiency of the email platform, delaying receipt of emails by customers. This in turn impacts upon customer satisfaction, as described below.

Customer Satisfaction and Retention

Spam annoys and upsets CSPs’ subscribers, affecting their enjoyment and faith in using the internet. Additionally, users who receive spam often take action to change their CSP in an attempt to reduce the spam they receive. 

Liability

Dealing with spam often places CSPs in a position where they may incur liability for actions taken.

By deploying filtering software, CSPs run the risk of filtering out legitimate emails. They therefore run the risk of incurring liability for failing to deliver email to their customers.

CSPs also face pressure from their users and other parties to monitor their networks for spam emails by reading the content of emails. The current legislative framework leaves CSPs open to charges of unlawful interception if they attempted to monitor all email for spam. However, even if legal, such a requirement would be an impossibility due to the large amount of emails CSPs have to manage on behalf of their customers. 

What are CSPs doing to tackle the problem?

CSPs are using a range of technical and educational preventative measures in order to tackle the problem of spam.

Technical Measures

Most of the technical measures used by CSPs have been regarded as industry best practice for a number of years. CSPs continue to build upon and further develop these measures, which include:

· Deploying and managing filters internally on mail servers;

· Monitoring mail systems to detect and prevent abuse of the service;

· Ensuring email systems will not relay email for unauthorised third parties;

· Ensuring that all email generated within their network can be traced to its source and that the immediate source of email which arrives from other networks can be determined;

· Ensuring that all email generated within CSPs’ own networks can be attributed to a particular customer or system;

Operational Measures

CSPs often work together to exchange information and knowledge in an attempt to tackle the problem. They also provide operational facilities for their customers to report spam. These measures include:

· The operation of appropriate reporting mechanisms for the handling of reports of abuse, including spam, by customers;

· Working with other CSPs (for instance through the ISP Abuse Forum) to exchange information and knowledge about spammers and any actions taken by a CSP against its customer;

· Referring to ‘black hole lists’ in order to identify companies/individuals that send spam, or other CSPs that fail to take action against persistent spammers.  
Legal Measures

CSPs adopt a number of legal measures in order to take effective action against customers who do send spam. These include:

· Managing and acting upon Acceptable Use Policies which customers must agree to in order to receive services from the CSP. UK CSPs generally explicitly prohibit unauthorised bulk emailing and disconnect those who break these contracts, which is why so little spam is sent from within the UK.

· Where possible, CSPs also report instances of illegal spam received by their customers

Educational Measures

There are a number of educational resources available to users which offer guidance on how to prevent spam. CSPs themselves offer such guidance for their customers and take steps to raise awareness of the problem in order that users can take preventative action themselves. Measures taken include:

· Educating customers on the nature of spam and ensuring they are aware that sending spam will be treated as unacceptable behaviour;
· Providing a range of anti-spam software to their customers, often for free, or free for a trial period; 
· Consumer ISPs often make child protection features available with their services;

· Working with the Home Office Task Force and child protection charities to develop advice and guidance on the issue, particularly concerning pornographic spam.

Conclusion:

Spam is a global problem that therefore needs to be tackled by a combination of legislative, technical and educational measures.

ISPA and its members do not condone, or profit from, the sending of spam. As outlined above, spam has a negative impact on CSPs who incur a number of costs. In order to address the problem, CSPs have taken a number of steps to introduce a range of technical, operational, legal and educational measures.

Despite these measures, ISPA believes spam will continue to be a problem that will need to be addressed by other measures, and encourages the Government to ensure an effective legislative framework is in place to enable the correct and efficient application of legislation dealing with spam. Although ISPA welcomes the legislative measures that are in place to deal with the problem, it feels that the proper enforcement of these measures, rather than the introduction of new legal obligations, is required. 

However, as spam that originates outside of the EU falls outside the scope of National and European law, legislation alone cannot be relied on to combat the problem. It is for this reason that a combined approach to the problem is required.
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