SPAM AND PRODUCTIVITY THEFT – A GROWING CONCERN FOR UK PLC.

A Report by EquIP Technology and CipherTrust
The need for Control

Introduction
Years ago, spam was considered a minor nuisance. More recently, it has proven to be a major issue. Today, the scale and effect of the spam epidemic leads us to suggest that spam is no longer simply an annoyance, but is a type of information security problem. The properties of the spam epidemic cause it to be classified along with well-known types of attacks such as denial-of-service, theft, and invasion of privacy. 

Growth
Spam started with a few rare occurrences in the early days of the Net. Over time, more people were drawn to the ease of using spam to offer goods and services, legitimate or not. That has been coupled with what has been called "friendly fire", the influx of seemingly harmless emails that are circulated between friends such as chain letters, jokes, and the like. Consequently, the volume of spam has increased. Jupiter Communications foresees a forty-fold increase in spam between 1999 and 2005, from 40 pieces to 1,600 pieces received per person annually. Mail Abuse Prevention System (MAPS) states that the amount of spam sent during April to June 2002 was 600-700% greater than during the same period a year earlier. Gartner analysts say, "only 5 percent of enterprises will successfully block 90 percent of malicious spam."

Size
According to IDC, a typical organization of 1000 people will receive and circulate 2.1 million spam messages every year. Over 7 million spam attacks were registered in May 2003 by anti-spam firm Brightmail, and Spam has now overtaken software viruses as the number-one source of unwanted network intrusions (Yankee Group). Enterprise networks experience spam volumes that account for 40-60% of their entire email volume. This number is often higher at universities. Furthermore, individual email accounts at ISPs are even higher in many cases. Figures published by filtering firm MessageLabs this month also showed that the volume of Spam has now overtaken normal e-mails, which highlights the growing need for preventative measures and policies to be put in place.
Consequences & Costs of Spam

Productivity Theft

Productivity theft is the main new danger facing UK business’s as a direct result of Spam, as it has now begun to take over the inboxes of nearly every PC in the Country.  

When you consider the average email user receives up to 70 emails a day we can begin to see the size and scope of the problem.  Employees are using ever-increasing amounts of their time to dump this unwanted garbage, or even to investigate intriguing offers that are too tempting too ignore; the offer of free money or products, new improved car and home loans or various other unmentionable services.  Even when trying to institute simple filters to stop repeat attempts from these sources to infiltrate your systems, e.g. JUNK EMAIL LISTS, the very next day the sender has simply changed one character on their address, and can therefore easily bypass your preventative move.
It is estimated that between 30 – 60 minutes a day can be spent addressing unwanted Spam, and the resulting loss in productivity and efficiency disadvantages could cost British business £billions, unless they invest in technology to stop Spam getting through the corporate network. 

Recent reports suggest spam emails will cost companies $20.5bn (£12.4bn) this year, a figure that is predicted to increase to $198bn by 2007. Analyst company Radicati Group have also warned that a company of 10,000 users with no anti-Spam protection will spend an average of $49 per mailbox per year processing Spam messages in 2003. 

Costs of human resources 
According to Gartner, a company with 10,000 employees loses $13 million worth of productivity annually because of "friendly fire" spam alone. This does not account for technical costs and does not account for what is normally considered spam from unknown senders.

The most common cost calculation used is the total of wasted wages due to employees sorting through spam in their inbox. According to Ferris Group, the average employee spends 30 minutes each day dealing with spam. This equals 115 hours a year. The story assumes that the average hourly cost of an American worker is $35 and the workforce is 100 million people, the cost of wasted productivity due to spam is $130 billion annually in the United States.

Costs of technical resources
The primary technical costs associated with spam are the bandwidth and storage that it uses. For organizations that have deployed anti-spam solutions, the costs of these solutions can be considered a cost of reducing spam. In this case, the cost of reducing spam is much lower than doing nothing at all.

Costs of living with it
As spam messages account for half of email traffic and the average spam message is 10 Kb in size, the bandwidth usage of spam is significant. A report by the European Union estimates the global bandwidth costs of spam at $8-10 billion annually. 

Additionally, once those messages are received, they are processed by mail gateways and mail servers utilizing processing resources. Then, these messages typically reside on the mail storage devices at the servers and/or at the desktops. The processing and storage costs of spam are significant. Many organizations have had to double their email infrastructure due to the increased amount of messages. This includes hardware, operating systems, and mail server software licenses. 

Furthermore, many industries such as healthcare and financial have regulations that require that all email communication be archived for a certain period of time, in some cases, seven years. So, not only does the spam use current storage capacity, but also once received, organizations must pay to store the spam for several years.

We have discussed the costs in the context of organizations such as universities, enterprises, and ISPs. These costs are passed on to end-users. For example, some major ISPs estimate that 10-30 percent of user's fees are used towards dealing with spam.

Costs of stopping it
The influx of spam has caused many people and organizations to deploy some form of anti-spam solution. The costs associated with these solutions include the costs of the initial purchase, we well as ongoing maintenance and administration costs. Our goal is not to provide a cost comparison of different anti-spam solutions, but to briefly show that the cost of such solutions is less than the costs of ignoring the problem. 


Comparison to other network attacks
The Solutions to Spam

Education of end users

It is becoming increasingly important that companies recognise the importance of educating end users about Spam and how to recognise and deal with it; With a recent Yahoo survey showing that over 56% of users are unwittingly replying to Spam, the cost in terms of lost hours of productivity is clear. Users must also be made to understand, as mentioned above, that “friendly fire” also constitutes Spam, and that they should refrain from using company email for these purposes. All those hours spent replying to jokes adds up to a lot of time!

Furthermore, if users do reply to Spam, be it intentionally or unintentionally, they often do not realise that this action will probably expose them to a hundred other databases or sources of Spam. Take for instance the latest variant of the Sopig virus that started spreading this Wednesday. Relayed by email messages on victims’ computers, the Sopig virus lets spammers use the victims’ PC’s to send anonymous, bulk email. It does this by creating more open relays – an open relay is a computer that accepts email bound for other destinations and then resends the messages anonymously. Even with new EU Directive to restrict Spam within the community, viruses like Sopig will still be able to reach UK computers from non-EU countries and use them as open relays, since it is estimated that the majority of Spam originates from outside the EU. 

Current SPAM Detection Methods and Their Effectiveness

With the ever increasing volume of SPAM being transmitted over the internet software and hardware vendors are starting to come forward with solutions to help alleviate the problem in the core of the internet and at the edge of the corporate network to reduce it’s impact on business productivity. The “ANTI” SPAM arena is still very young and while most vendors claim to have solutions that stop SPAM they will inevitably have varying degrees of success. However, Meta Group have recently published a report advising that to avoid the escalating problem of Spam, organisations must now put aside vendor viability concerns and buy a tool or service that effectively blocks spam without returning large volumes of false positives.
Much like the internet virus problem, protection can only be as effective as the latest known attack. The writers of anti-spam solutions are trying to address this by writing statistical detection methods that compare “good” mail with SPAM and then make a decision on whether to single it out for further action. However as things stand the most common detection methods are still not accurate enough to be used on their own. The strongest solutions available at the moment combine detection methods in a “belt and braces” approach. The main issues with current detection are accuracy, false positives (stopping legitimate mail) and management. 

Accuracy :- The anti-spam solution needs to detect a very high percentage of spam to be worth the financial outlay in terms of initial cost , maintenance and ongoing cost of ownership whether it be upgrades or the resource needed to manage it.

False Positives :- In an effort to stop a high percentage of spam, the solution must not introduce what is known as false positives. This could be even more damaging than the spam itself as important business critical emails could get stopped as suspected spam when they are in fact totally innocent.

Management :- The anti-spam solution must not take a disproportionate amount of resource to manage  in relation to individuals dealing with their spam prior to the introduction of the solution.

While there are a growing number of “Anti” SPAM solutions available on the market, the majority of them are based on some core functionality. 

Real Time Black lists (RBL’s) – This is arguably one of the most basic methods in the battle against spam . Real Time Black Lists are lists of IP address’s that are used by the spammers message transfer agents (MTA’s) and their domain names. Ie imaspammer.com. ISP’s, providers and Anti-spam solutions can then use these lists to prevent mail coming into them . However new domain names are readily available and can be registered very cheaply and MTA address’s can be changed just as easily. Technology already exists to allow the MTA’s to “spawn” new IP address’s to facilitate specific email marketing campaigns. These devices can singularly generate in the region of 600,000 messages per hour. Users, Providers and ISP can  report spam occurrences to the likes of  SPAMHAUS who will add spam sources to their lists.

Content Filtering – Again a basic method of detection but one that can be used to complement other more effective means. Content filtering utilises dictionaries of words typically used by spammers like FREE !, VIAGRA etc etc. These dictionaries have to be updated regularly and are easy to evade. Spammers will use other characters in the words to disguise the original word for example V1AGRA or V*I*A*G*RA. These would need to be added to the dictionary otherwise the solution could easily be evaded. As you can imagine there is an infinite number of permutations that just make this method unsuitable as a defence in it’s own right.

RFC Compliance Checking – RFC compliance checking starts to get a little more powerful. On the internet most protocols have an associated RFC or Request For Comment. This is basically a document that describes how a particular protocol should be used. One of the main mail protocols SMTP has for example RFC821 and RFC822 associated to it. These define how the SMTP headers should be used . For example check the FROM: and TO: fields aren’t the same or  the Date and Message-ID haven’t been forged. 

Distributed Checksum Clearinghouse (DCC) – The commonly known DCC ring and associated agent technology for MTA’s and servers has been available on the internet as open source for many years. This technology allows a fingerprint of a mail to be sent to a mail “clearing house”.  The more people who adopt the functionality the more effective this technology becomes. For example if 200000 spams were sent and a good number of the recipients had DCC enabled devices. The central DCC servers around the internet would see that several thousand checksums were all the same, this would give an indication that this mail “checksum” could therefore be deemed as bulk mail or spam. This can then be relayed  back to the edge DCC enabled device. This is effective but would still flag up genuine mail or false positive, say a newsletter from a large company as being spam and therefore you would then start to have to manage the exceptions. 

Reverse DNS Lookup – This gives the ability of checking that a server is in fact the device it’s reported as . However with many technical “workarounds” on the internet and official relays this is just not possible to implement on it’s own.

User Based SPAM Reporting – Some solutions now give some control back to the user. So if a SPAM slips through all these other detection methods and gets to the inbox they can report it to the anti-spam solution to be added to the blacklist.

Collaboration between Technology and Legislation
To protect email users from those who send spam, two paths of spam defense have developed: legal measures and technical measures. For less skilled adversaries the technological defenses are most effective. In order to protect against the higher skilled adversaries, a combination of technological advances with the backing of legal protection is most beneficial. Similar techniques are used to protect private property from common property theft. A burglar alarm and locks provide the technical protection but these systems provide a better deterrent when they are backed by legal solutions such as prosecution of those who attempt to circumvent the technical protections.
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Figure 1 The Interaction between Technological and Legal Solutions





Whilst laws and legislation can help to stop the source of the spam, we are still definitely going to need technical solutions to safeguard our business and productivity. The best of these solutions will not have one but many detection types and allow the network administrators to be able to completely customize their mail policy and be able to easily manage the exceptions. Those vendors will need to be one step ahead of the spammers and detection methods will become more advanced as the technology matures. Equip Technology Limited has decided after much due-diligence that their product of choice would be Ciphertrust for the enterprise. They have proven that they can stop good percentages of SPAM, have powerful easy to use platforms with very granular control and a multitude of detection methods some of which have been described above. They will continue to enhance their accuracy as time goes on as spammers learn to evade the current methods.

CONCLUSIONS

In trying to fight the Spam epidemic, both technology providers and Government alike must consider one important question – Why do Spammers Spam? 

It is important to understand that spamming is not a pastime, but an actual business process – large financial profits can be made from Spam, far greater than any kind of other direct mailing. Spammers are in business and like most businesses, have a goal of making a profit. This fact is useful in understanding the swift growth in the use of spam.

The solution must be based on the economics of spam. The solution must make it so that spam is no longer a profitable method of offering goods and services. Two important factors are the effectiveness of the anti-spam system and the scale of deployment of such solutions. Essentially, enough mailboxes across the world must be protected with effective anti-spam systems, and enough countries protected by legislation, so that the number of people receiving spam is so small that based on the response rate and profitability of the goods, the bottom line of participating in spam activities is unattractive.

Given that the spammer's goal is to create a profit, we can explore the economics of spam to show why it has become such a widespread activity. As in any business, there are a few events that must take place to create a profit:

1. Find potential customers

2. Offer a product or service to the potential customers

3. Sell and deliver the product or service to some percentage, R, of the potential customers


The secret behind the success of spam as a business tool is that the low cost of #1 and #2 allows for the response rate to be low and still create a profit.
A formula for thought :-
Profit from Spam = (num. rcvd) (response rate) (profit per item) 


-  (num. sent) (cost of list + cost to send)

-
P = [(NS)(1-ASd)(1-ASe)] [(R·PI) – (CL + CS)]

Ciphertrust would be more than happy to get their CTO, Dr. Paul Judge to speak at the evidence sessions. Dr. Paul Judge is the chief technology officer at CipherTrust. He received a B.S. degree in computer science from Morehouse College in 1998, a M.S. degree and a Ph.D. in computer science from the Georgia Institute of Technology in 2000 and 2002, respectively. He is also an inventor of several patents on various network security technologies and has authored a number of papers in leading academic journals and conferences.
