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I read about your initiative and request for evidence on "The Register" [http://www.theregister.co.uk/content/55/31213.html] this morning. I am the unfortunate recipient of at least 300 e-mails of spam per day, much of it highly offensive.  This typically outnumbers the legitimate mail I receive by some 99 : 1, and it's becoming impossible to communicate in a reasonable fashion.   I suspect that the threat of spam "becoming the majority of e-mail" is well out of date, since several people I know get far more spam than wanted messages. I have gone to the trouble and expense of registering a new domain name and having my mail pointed to it, but it will be some time before I can safely cease to check the old e-mail addresses, and in the meantime it is taking me up to half an hour to download and delete the spam, in order to receive perhaps a couple of wanted messages.  There's also the increased risk of accidentally deleting a wanted message among the unwanted, which has happened a few times.  It's costing me and my business time and money, and I'll be enormously grateful if your initiative yields results.

The EU proposal to outlaw spam is sadly bound to fail, since the vast majority of unsolicited messages originate outside the EU, and from people who are unlikely to be discouraged by the threat of legal action anyway.  A commercial or technological solution would be better, especially if ISPs can be persuaded to act in concert to defeat the spammers' business model

One suggestion I have is for ISPs to charge every sender of every e-mail message a very small fee, perhaps a fraction of a cent, for every address in the copy field.  I don't know how this would be enforced, especially outside the EU, but I'd gladly pay a modest charge myself, and it would render spam commercially unviable. I feel quite strongly about this, so I'll gladly provide further and better particulars if that will help.

Steve Pardoe

Acton Bridge, Cheshire

www.pardoes.com 
I am glad that at last someone with authority is taking notice of the growing Spam problem.

I have attached a text only version of the rubbish I have received since last Thursday. As I am sure you can see a good portion of this is an offensive and totally inappropriate use of email, a potentially superb business communication medium.

I suspect much of the mail comes from the domain registration databases which are public. As a domain registrar my email address must be submitted to prevent fraud and abuse, I have therefore become an easy target as, by default, mail addressed to anything@mydomain.whatever is forwarded automatically to me unless the address is actually allocated to an individual. Whatever means these people use to obtain addresses and abuse them must be stopped if at all possible.

I welcome your attempts to solve this problem, I think it will take a long time and some considerable effort and will offer any help I can.

Brian Curd

AuthorDocs Limited

www.authordocs.co.uk 
Text only version of spam examples was also received.

I am the CEO of Direct-Issue Limited, an online community (business-to-business) for those working in institutional finance.

I agree that business-to-consumer spam is a major problem. I am worried, however, that legitimate 'precision targeting' of sales prospects at other companies, via email, would be caught up in any anti-spam legislation. What would happen to UK industry if salespeople were not able to telephone-market their products to other businesses? I feel that business should continue be able to market relevant services 'cold' to other businesses via email in the same way as they can market via telephone or through postal mail. Of course business recipients of such email should be able to 'opt' out of further communications.

Paul Crouch

CEO

www.direct-issue.com 
Dear Sir/Madam,

I read with interest the following article on 'The Register' – a computer enthusiasts website: http://www.theregister.co.uk/content/55/31213.html I felt that a situation we encountered might contribute valuable data to your investigation.

Our internet connection is an 8MB Pipe served via EasyNet (www.easynet.co.uk)

We have recently installed an Exchange Server in our organisation and soon after our Internet Service Provider put a block on it prohibiting mail sending.

Upon contacting EasyNet they explained to us that due to a configuration oversight we had left our Exchange Server operating as an open relay, allowing anyone to anonymously route mail through it.

This has now obviously been fixed, but during the 1 Hour it was in this state, before EasyNet halted it's operation, our Exchange Server had accumulated over 120,000 e-mails in it's Message Queues!

I thought this information may be of use to you.

I personally also have a BT OpenWorld account which on average has about 60 pieces of spam a day.

Iain Cozens

Network Manager

Blyth Community College

Well done for facing up to this scourge of our times. A great many measures exist already to combat spam, and none of them seem to be entirely satisfactory. We can expect as new technological countermeasures to spam are developed, spammers will introduce new delivery measures to get round them. Reports are recent, but not unexpected, of spammers delivering "trojans" to their victims, which use the victim's computer for relaying further spam.

Current measures of fighting spam are limited because they are fragmented - they seek to protect the user of the measure, rather than the whole community. Collective measures are potentially much more powerful – for example once an email is identified as spam, a collective solution could see that email removed from a great many inboxes before its other intended recipients are subject to it.

Because the source of much spam is foreign, simple legislation against spam is not going to be effective. What I propose therefore is a) legislative support for technological anti-spam measures both reactive and pro-active, and b) a public agency to support implementation of these measures where they are not seeking to protect particular individuals, but rather to obstruct the operation of spammers in general to the benefit of everybody. Obviously there is no commercial market for this particular kind of service.

I believe that such an agency could be very cost effective needing no more than a dozen or so staff, provided that it has the co-operation of ISPs and network providers, although I do not envisage any significant burden on those organisations.

While the specifics of the collective technological anti-spam measures to be implemented will vary over time as the arms race between the spammer and the spam victim escalates, I would like to elaborate on the measures that I would see employed in the first instance to meet the world of spam as it exists today. This is of course only a brief outline.

When one mail server sends email to another, it identifies itself by an IP address identifying that computer's place on the internet. (Most mailservers, corporate users and some broadband users have fixed IP addresses, other end users have IP addresses allocated when they connect from a pool held by an ISP). If a computer starts sending spam email, we want to know what it's IP address is as quickly as possible. Once we know that we can start taking countermeasures. So there are two problems: Determining the IP addresses quickly, and taking effective countermeasures. We should also consider the problem of collateral damage resulting from any countermeasures.

1. Determining spam server IP addresses.

Our agency operates a moderate number of custom-built mail servers. (The software requirements are relatively straightforward) Email addresses served by these servers are seeded in the various places that spammers find email addresses, carefully so that real people don't email them by accident. When spam arrives, or even as soon as a connection is opened, we have the IP address, and can take countermeasures.

Because an IP address may not permanently be associated with a spam server, there will have to be a procedure for removing countermeasures. A live list of IP addresses subject to countermeasures should be published on the web, and a telephone number or web form provided for removal requests.

2. Some suggested countermeasures

Some of these measure may need legislative support, or they would otherwise count as unauthorised use of computers. Yet they may be needed to combat a greater evil.

a) With the co-operation of ISPs and network providers; network hardware adjacent to the spam server (or if it is foreign, closest, but within UK or EU jurisdiction) is instructed to drop any further attempted SMTP (mail transfer) connections coming from the spam server.

b) Agency servers, distributed over a great diversity of internet locations, are used in a Denial of Service attack against the spam server.

c) ISPs and other subscribers to the service are advised of the IP address of the spam server and advised to bounce (return to sender) any messages found originating from that server from users' mailboxes.

3. Collateral damage

a) Some legitimate email may be temporarily disrupted, if, say a spam server is a genuine email server that has been misappropriated. As our measures do not mean that email will be lost, I think they are proportionate, and that the total disruption of legitimate email will be reduced as a consequence of any success against spam.

b) Some spammers will argue for certain means of obtaining email addresses to be legitimate, and for certain kinds of spam email to be legitimate.

While I am generally sceptical of such claims, this is a matter for legislation, and that legislation will determine what methods may be used in 1. above.

No doubt countermeasures to these countermeasures would follow in due course, although as spammers are not primarily interested in targetting the UK, they will be slower than they might otherwise be.

Thankyou for taking the time to consider my proposals. I would be happy to discuss them further.

Joe Otten

Computer Consultant

Datator Ltd
I regret I won't be able to attend your meeting, but I am taking this  opportunity to offer you my thoughts on the subject of spam.

I am fed up with it.

I would happily support any legislation that would hunt down and kill spammers, preferably by slow torture. Absent such legislation, anyone killing spammers would have a difficult time being indicted and  convicted for such a crime.

Spammers are scum.

Jay Wishner

New York City
I hear that you are looking at ideas for how to reduce unsolicited e-mails.

Why don't the commercial owners of the Internet infrastructure start charging per bytes for data transfer through their switches? They can organise that with the right logging sofware on each switch, and charge the owners of the switches at the ends of the lines. My guess would be that it would take 2 years to establish everything ready for this change, unless some infrastructure companies started unilaterally and forced the rest of the Net to follow; then it could be done a lot faster.

Most of the infrastructure would be neutral to this, as they merely move data, not generate it. The owners of the nodes that create lots of data would be stung for the charges.

If it took $0.01 to send a nmormal e-mail mesage, then sending 1 000 000 would cost $10 000, something that would probably stop the menace in large part. Normal users would hardly notice, and ISPs could swallow it in the rental charges.

There would be side-effects. For example, those web-sites that are popular enough to send lots of data would have to support them somehow, perhaps by charging the requesters in some way. If Microsoft did this, it might draw further attention to the quality of their goods and services. NASA would probably object. The OpenSource movement may have to look for further support to maintain their source archives. It might reduce the level of advertising we have to put with too.

And we might get fewer pictures, and more information per page.

No one expects to send a postcard free of charge. Why do they expect free transport of electronic messages?

Andy Pepperdine 

 I read recently that Derek Wyatt, with reference to fighting spam, said "Ultimately we will need a new  global level organisation to 'hold' issues about the Internet .."

It'd just like to point out that this organisation already exists - it's called the Internet Society.. from their  website at http://www.isoc.org/

"The Internet Society is a non-profit, non-governmental, international, professional membership organization. Its more than 150 organization and 14,000 individual members in over 180 nations  worldwide represent a veritable who's who of the Internet community."

It continues:

"ISOC is the organizational home of the Internet Engineering Task Force, the Internet Architecture  Board, the Internet Engineering Steering Group, and the Internet Research Task Force."

It is these groups that provide the technical know-how.. I would imagine it will be they who provide a  technical fix for the spam issue.  If was holding your inquiry, I would definitely ask the isoc for their view.

Stuart Udall

http://www.cyberdelix.net/ 

Some suggestions for coping with all this Spam
 

Taxation could be the answer to Spam - just make it totally uneconomic for these Spammers to operate! Fine them $1/£1 for every spam email they send out. If they don't pay up - just force their ISP to shut them down by taking away their Internet access.
 

A user should be able to setup a set of rules with his ISP to authorise the ISP to bounce any Spam email straight back to the Spammer - and charge the Spammer $1/£1 for the priviledge which would be paid directly to the user!
 

Opt-in should really be the only way to operate email in future.  Both parties should have to agree to send and receive mail between themselves. Anything else should be regarded as Spam, it should be deleted and the Spammer fined.
 

To get users to cooperate why not reward them $1/£1 for every  genuine Spam eMail they report to their ISP?
 

Brian Curnow 

Having read an article at The Register website about the APIG enquiry into SPAM, I would like to contribute my views as a member of the Public.

I feel that spam is an increasing menace, and as an active user of the Internet and email, have been alarmed to see the number of spam messages coming into my inbox reach nearly fifty a day recently. I have heard many discussions about the imposition of laws concerning opt in lists and various other means of attempting to control this menace, and my personal thoughts on this are that the following should be done:


- It should be illegal to send an email without a valid reply address, and


  whose originator cannot be clearly identified. 

· It should be illegal to send email posing as somebody else without that entities consent.

· Any bulk email distribution should provide the recipient with a functional means of requesting that they not be mailed again. This means should be available without incurring unreasonable cost (i.e. no premium rate phone numbers). If the means of unsubscribing is not available or not functional, then the mailer should be liable to prosecution. The current situation where mails are sent out with mis-typed unsubscribe links in a bid to avoid any potential prosecution is a farce. If the mailer is incapable of testing that they are within the law, then that is no excuse to avoid prosecution.

· There should be some form of government or independent body to whom spam can be easily reported. This body should be well publicised, and should have powers to enforce the suggestions outlined above. If necessary, there should be an attempt to form an international treaty of co-operation of these issues.

I appreciate that there will probably be many suggestions coming in to this discussion, and that each individual will probably have their own views on how to deal with spam. This is the minimum that I think should be considered, with my first point above being perhaps the most significant.

Andrew G Hill

Customer Support Executive

Foretel Limited
I hope you consider the proposed Internet Mail 2000, details of which can be found here: http://cr.yp.to/im2000.html . It is my preferred solution.

The important idea is that the solution is not a legal solution or a solution based on filtering, but is based on a change in the internet email protocols. The most important change is that the sender should have to organise (and pay for) storage of uncollected messages. In particular, solicited bulk mail (i.e. mailing lists) will work better this way.

Tim Ivorson

I understand that you are gathering information on the impact of mass unsolicited emails.

As the owner of a small business, who also makes extensive use of email and the internet for personal use, I find that spam causes me very few problems. My email is filtered by using an anti-spam service provided by my internet service provider (although I use this primarily because it also provides virus protection which concerns me much more) together with a "black list" maintained on my own mail server.

The impact of unsolicited emails that penetrate these defences is minimal.

Whilst I am aware that these facilities are not available to all email users, their effectiveness suggests that an approach based on spam filtering is effective.

What is vital is to avoid a situation where I am unable to send an email to a potential customer because of the fear that I may be committing an offence if it is regarded as unsolicited. This would have a much greater impact than the minimal level of unsolicited email that I receive. 

Steve Jarvis 

www.quinata.co.uk 

I read the summary of the forthcoming inquiry into spam.  As a small IT business I am annoyed that I have to implement anti spam, client filters, server deletion and human intervention to remove spam.  At this moment in time (with all my anti spam systems in place) I am receiving 5/6 pieces per day of which approximately 70% is porn spam. Bearing in mind my server is deleting items from certain ISP’s which I do not see as they are deleted before the reach my email client.  There are some points I would like to mention, they are:
 
Clearly the promotion of a passive attitude towards spam by interested parties, such as Microsoft (but not solely) is purely for financial gain.  The most common comments by Software Company’s and Internet consultants are that more tools are needed to be built into the software to filter the spam.  Whilst I agree that we need as many security systems as possible to delete spam, I believe aggressive action is ultimately the only answer, the organisations which the spammers promote should be legislated against, after all they are the ones paying a commission to the spammer for promoting there services.
 
Legislation against the ISP’s who allow their customers to send spam, I already know someone will talk about forged headers (the biggest get out clause for ISP’s) I am sure there are UK software company’s who are able to develop software to locate the real ISP and report it. 
 
The UK must be free thinkers with regard to this issue and must not delay in taking positive action against spammers.  Of course ultimately there should be a global and united approach to this problem. But in the real world this will take a long time and I don’t believe this is a common cause, there will be small European countries that will become havens for spammers and can you really believe the Americans implementing positive legislation when Bill Gates has his own door key to the White House.
 
You already know that this is costing UK business’s millions of pounds and I understand there is possibly legislation coming in which I believe is a major step forward, but we have to nail these spammers, and please keep in mind the porn element of spamming. 
 
John McKenna
I applaud your enquiry into this serious problem.

I offer you a few thoughts.

Personally, even after some quite sophisticated and up-to-date filtering that I have put in place at several levels, I still get maybe 30--100 SPAM messages a day cf maybe 10 useful messages per day.

The costs are well understood, I think, but to reiterate what they are for me:

  * Wasted time dealing with SPAM and carefully not killing or missing useful "ham".  Just yesterday I missed an important item of mail in the backwash that wasted me an hour or so and some raised blood pressure. 

  * Real wasted money, eg when I fetch my mail over GPRS where I pay by the megabyte.  When someone sends me a "unmissable" "FREE" mail of 100kBytes it has already cost me about 25p before I get to see it.

  * Real costs and loss of utility, spending time on money on anti-SPAM mechanisms, and having to read all mails as plain text to stop spy-images (tracking, privacy) and large (often pornographic) images wasting bandwidth and confirming that my mail account is live and pulling in more junk.

  * General stress levels: I'm fairly broad-minded and rational and not often offended by the content of email (except possibly the most audacious attempts to flog me anti-SPAM software in SPAMs), but the whole process adds stress and wastes time.  As a very early provider of email services in the UK (1992-ish, ExNet) and having had to sell the idea of emails to a sceptical public I can hand-on-heart say that email really has remained one of the "killer apps" of the Internet but its utility is significantly diminished by the reptiles who send SPAM.

The company I have recently co-founded (http://www.ixaris.com/) has received

DTI funding to help develop innovative ways to tackle SPAM.

A good supporting legal framework would also help, for which

http://www.templetons.com/brad/spam/endspam.html might give you a few ideas.

(I'm not necessarily endorsing this solution but it shows how a mixture of technology with law and social pressure is possibly the way to go.)

Damon Hart-Davis 

http://d.hd.org/ 
Like many other internet and email users, my email box is increasingly full of unsolicited emails.  I returned from a two week holiday to find over 760 emails in my box (only about 60 were genuine).  I receive 40-50 spams per day.  
 

It is my impression that this began at about the time I registered on a discussion group on Yahoo groups, but I would not be able to prove this.  
 

The only way I can see out of this is for me to change my email address and ISP.  
 

It is most important that this abuse of this system is halted before it overwhelms and renders unusable this valuable communication tool.  It appears that some individuals (in the USA) have been identified as being the source of 90% of this abuse.  I trust that suitable penalties can be agreed and measure to close down the operation can be devised and implemented.
Maureen Martin
This is my contribution to the debate on how to manage the increasing amount of UCE on (1) an individual basis, (2) at ISP and (3) government levels.

Myself: David Lord, Carlton House, Todmorden Road, Bacup, OL13 9DU

Home pc user since mid 1970's.

Occasional BBS and pre-internet email user from late 1970's through 1980's.

Currently have several domains and email accounts hosted by a total  of five ISPs. Email arrives here by both pop3 collection and by  delivery to an smtp server on one of the systems. Operating systems currently used are Windows(98), DOS, Linux, NetBSD and FreeBSD.

Amount of UCE received to one domain for same 4 week periods during

April/May for 2001/2002/2003:

                estimated       |       ratio

        year    number  Kbytes  |       number  Kbytes

        2001       12       36               5       5

        2002      261      783             100     100

        2003     1039    14297             400    1800

I am limited to dialup access as a large proportion of the population in this area are served by cable but there is no possibility that  this will be extended to my location and because such a large  proportion is already broadband enabled the target for BT ADSL is  unlikely ever to be reached. The above level of UCE thus represents about 500 KB /day (14297 / 28) or about 10 minutes per day online  were that amount to be downloaded. If the growth continued as from 2003 vs 2002 that would be equivalent, in 2004, to 3 hours online per day which would be unmanageable without measures being taken to avoid the problem.

Currently of the 1039 / 4 weeks presented to my server some 97% is  rejected due to being addressed to nonexistant usernames. It was  necessary to change username to achieve this as a large proportion is addressed to a single username exposed on newsgroups from 1996. A replacement username for newsgroup posts received UCE within two weeks of first being exposed.

1. What can/should users do to alleviate UCE.

Email most often 'arrives' by one of two methods, collection by the user from a providers pop3 server, or the users system operates a  smtp server and senders connect to this server to deliver email.

1.1.    pop3 collection

This is probably the most often used system for the mass of private email clients in the UK.

In my case the majority of the UCE can be deleted from the servers at the ISP after download of just the email header lines and use of  blacklist of From: To: and Subject: lines.

Unfortunately 'majority' is not 'large majority' in this case and the blacklist has to be actively managed. Furthermore if some specialist  blacklist databases are used, several of my own addresses are present on at least one of these (having been forged at various times as  return path and/or From: header), which would result in legitimate email from some of my own addresses being rejected or deleted.

For CC'd (carbon copied) UCE it is often not possible to obtain sufficient header information to be able to determine to whom the envelope was addresses in which case the whole email must be  downloaded before further filtering can be applied. Many ISP's pop3  implementations are broken so as to make discovery of the intended recipient address much more difficult than neccessary. Other ISP's ensure this information is available directly from the server without requiring download of the whole email in which case it is easy to delete email sent to email addresses that are not used.

[1.1.1.] My view is that it is unwise to simulate rejection as that  IS a proactive action on the users part and the rejection is most  likely to propogate the UCE to a forged email address. Indeed such action could be deemed to be sending of UCE. There is a however a  problem if no rejection is sent, which is that senders of  mis-addressed but otherwise legitimate email will not receive notification that their email has not been delivered. This adds an extra task in that all deleted email needs logged to check if any of list of senders are likely to be genuine. It is most likely that  legitimate (wanted) email will never be seen by the intended  recipient.

1.2.    delivery to smtp server

This is most often used by organisations although it was the original method used for email to private users.

In this case it is easier to reject email sent to invalid addresses than not to (and is the correct mode of operation of the protocol). My own experience of blacklists of sender addresses is that it is not very effective unless whole blocks of addresses are rejected, which in most cases is undesirable as it would result in legitimate  (wanted) email being rejected.

2. What can/should ISPs do to alleviate UCE.

My view is that UK ISPs respond positively to abuse reports regarding UCE or virus infected email sent from or via domains they host. I  occasionally send off abuse reports but that requires collection of  the UCE in the first place. Mostly when I capture a days incoming UCE there will be none that has originated in the UK or is traceable to any country where a complaint will be effective.

2.1. Filtering of email by ISPs.

My experience of email filtering is very negative. Chasing up non responses from undelivered emails has probably caused me more inconvenience in one week than the total of UCE I've received to date. I have been assured after complaints that email has not gone missing whilst having logs showing acceptance of the emails by the recipients ISP. Often no rejections are sent, the email is accepted, the email is not delivered to the recipient. ISP's need to ensure that any email that is accepted then subsequently rejected after filtering, is notified to the sender (see my point [1.1.1.] regarding the difficulty here) and also to the intended recipient.

The most often filtering criteria I see mentioned are:

2.1.1. Return path and From: header not the same.

The sender has always been allowed to use any email address he/she is authorised to use as From: irrespective of the system that is being used to send the email. This is not and should not be a valid criteria.

2.1.2. Return path not matching reverse dns lookup.

I have seen repeated dns failures. The protocol seems reasonable that if a reverse lookup does not match the claimed return path the  connection can be rejected but if a reverse lookup has not completed within a reasonable time (a second or so) the connection should be accepted. Where this is done at final ISP that time limit could well be extended into many minutes but only if both a reverse lookup succeeds and it doesn't match should filtering be applied.

On filtering a rejection should be to the return path or From: but where return path doesn't match there is either a configuration error or a forged return path has been used, in either case the email can  be deleted without further action. In the other two cases the email should be allowed through.

2.1.3. Return path or From: matching a database.

2.1.4. Email determined to be UCE by Heuristics scan.

Some of my emails or addresses fall foul of at least one of these methods. My own pc has a scanner that classifies email CC from other of my accounts as UCE so what chance is there that such a scheme can work from a remote ISP. When recently blocked by an ISPs anti UCE measures I was only able to get some urgent emails  through by use of the method of 2.1.2. above which I would have expected to be blocked and accepted such. The emails in question were pc system configuration details being sent to a colleague.

2.1.5. Where either of above methods are employed the recipient  should be notified of where email has been rejected from along with both IP and claimed return path. Since size of majority of UCE, up  until very recently, has been minimal, the effect of filtering will be negated by the rejection reports which to be of use must be prompt and so could be one per item of UCE. Currently there has been a 10 to 20 fold increase in size of many individual items of UCE and if this  trend continues aggregating suspected UCE rejection reports over an  hour or so would have a significant impact and may be acceptable.

3. What can government do to alleviate UCE.

The only effective method I can envisage is to target the originators of the UCE. Other methods will result in legitimate emails being undelivered with sender, recipient or both being unaware. The load on users and ISPs will ever increase for less effect. The originatorsare out of reach of users and UK ISPs by other than good will. What is required is some international agreement that UCE sources will be investigated and prosecuted where the complainant is not resident in the country where the UCE originates. If not already, it should be illegal for a UK company to send UCE to anywhere in the world either directly or from/via another country. As I have mentioned above I do not see any problem within the UK.

The only other government action I would want is to ensure that all rejections of email by an ISP should be notified to the recipient as per 2.1.5. above.

David Lord

My Name is Domenico De Vitto, I'm a IT Security Expert, and have a leading role in the security of NTL, and am the primary contact for the security@ntl.com mailbox.

I have 17 years experience in IT security, including working for  the big 5 banks, several ISPs and the private sector. I am considered an expert in both Spam avoidance and tracing.

1) Legislation regarding Spam is both difficult to craft and implement.

In many cases, existing CMA and commercial T&Cs cover much of the act of sending spam anyway. Legislation could ensure that, in the case of harassment, the source of emails is always stored. ISPs can enforce current laws trivially, but in most cases the sender is not within UK jurisdiction.

2) Preventing Spam reaching users is impractical and almost impossible.

The only systems in place that are 100% effective are those that enforce the source email address be validated prior to the first delivery of an email.  e.g. When A emails B, A gets an immediate email back asking A to view a web page which contains a picture of a word. Only when the word is entered into the web page is A considered a real person, and consequently the email from A to B is permitted to progress into the mailbox of B.  The system keeps a note that A "knows" B, and subsequent emails from A to B are passed as normal. This system would require a spammer to visit a web page for each, recipient and enter the obscured word - clearly not practical when sending a large number of emails to people you have never contacted before. All other systems are only 99% effective, and due to the nature of the Spam plague, will only temporarily reduce Spam. As an example  the Microsoft/AOL/Yahoo alliance is effective now, but if many more ISPs join the ring, spam will 'leak' in.

3) No social methods are also effective at preventing Spam.

This is because of it's very nature - email addresses, like home addresses, are public information and computer generatable. Consequently even without access to a "Spam list", spammers, like unscrupulous direct postal marketers, can simply send email to all possible combinations of email addresses. We are seeing an increase in this at NTL.

4) Spam occurs because it is very cheap for the sender to send a message.

This cost reduction is only likely to increase, causing subsequent increase in the viability of Spam. The very cost and convenience of email is it's nemesis.

5) The effect of Spam on other platforms is obvious, I have yet to receive a video-message-Spam on my phone, but this will, with absolute certainty, happen once charges begin to fall. The boundaries between platforms are not accepted by the public, ("Why can't I send a video message from my phone to a email address?") and consequently these boundaries will blur, and subsequently fail to exist.  If Spam, and other low-cost bulk unsolicited communications is allowed to continue, this will no doubt overwhelm the platform gateways and cause the same crashes seen this week on both of the UKs main cable operators mail systems (NTL and Telewest).

Spam, and unsolicited bulk communications in general, are the biggest threat to the progress of technology since the strikes of the 70s that caused power rationing.  Would this country be better now if those strikes would not have occurred? Almost certainly yes.

If 99% of mobile phone calls were to sell double glazing, would you actually keep your mobile phone? No.  And in the same way the flood like increase in Spam will drive users away from email.

If a technology cannot be used productively, it will fall by the roadside like the Sinclair C5, a great invention, which could have let to electric cars being commonplace - but it was not effective enough to be worth the bother.

Dom De Vitto                                       

http://www.devitto.com                          

Spam elimination by mailbox lock and key and sender authentication
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I.
Introduction

This is a proposal to enhance email with the objective of eliminating  spam. I am fed up with spam and I spent some time thinking of a  solution. I have organized these ideas and written them up. I know there  are others also trying to solve this wretched issue and I am not so  presumptuous as to assume that this is the only solution or the best  solution, just a solution. If there are any good ideas contained herein,  please make use of them.

This is a general description of how the email extensions would be used  from a users perspective. These extensions would be relatively straight  forward to implement and could be used across all platforms and by all  ISPs. A non-proprietary solution is important for competition.

This solution requires no legislation or government intervention.  Existing anti-spam legislation could become irrelevant except where it  deals with fraud.

This solution does not address or care what spam is. It is up to the  individual email recipient to decide what is and isn’t spam. One man’s  drug is another man’s poison. The incoming email server is only an agent  of the recipient. No group or individual is censoring or filtering spam for another.

These email extensions create an email system that is totally opt-in.  When this solution is implemented, people can close and lock their  mailboxes to email from everyone except those from whom they want to  receive email. It will be like the lock on your front door. It will be  like call blocking on your telephone. No more solicitors. Email can  continue to be sent and received without using the proposed email  extensions. If one wishes, they may continue to use email as they do  now. But if they do so, they will not eliminate spam. It is my belief  that people want spam free mailboxes and that they will use the extensions.

Throughout this discussion, I use the word client for user agent and  server for mail transfer agent.

II.
CHANGES – General Description:

The email client extensions will work like this:

1. You can lock your mailbox with your email client.

2. Only senders that have a key to your mailbox can send an email into  your mailbox.

3. You will create one or more keys for your mailbox and enter them into  the email address book entries for the persons you are giving the keys  to. A key can be any word, phrase or set of characters that you choose. 

You only have to create keys one time. You can change them any time you  like.

4. You will give (send) the keys to those people, who you want to send  email to you. You may give some people the same key and give others  different keys. Senders are not only people, but lists and other entities.

5. You will be given (receive) keys from those people, who want to  receive email from you. When you receive these keys, you will enter them  into the email address book entries for the persons who are giving you  the keys.

6. To send email to someone who has given (sent) you a key to their  mailbox, you will include that key along with their email address in the  composition dialog when you send the email. This key should be in your  address book so that it can automatically be supplied by the email  client when you enter the email address of the recipient either by  typing it or by retrieving it from your address book.

7. When an email addressed to you is received by your email server, the  server will compare the key that was sent in the message, with the  key(s) for your mailbox. If there is a match, the email is placed into  your mailbox. If not, the email will be bounced back to the sender.

8. If a key becomes exposed and compromised, you can change the key. The  email client will send the new key to everyone who you specify or who  was using the compromised key. If someone is giving out your key, you  can find out who that is by giving everyone a different key.

9. If you don’t want to receive any more email from a sender, delete the  key that they are using. If it is shared by other senders, give them a  new key.

10. If you want to send email to someone and you don’t have a key for  their mailbox, you can request a key.

III.
Detailed information:

The following describes what is required to extend the email system and  what is required to send and receive email with the proposed changes.

1. The IETF will create a standard that everyone can, and must adhere to  so that all email servers and clients can communicate with each other  regardless of who the supplier is.

2. Suppliers of email clients will have to extend their email clients.

3. Suppliers of email servers will have to extend their email servers as  well as list servers. Server changes can coincide with client changes.

4. When the new extended email client is made available, you will  download it and install it on your PC.

5. You will create 1 or more keys to your mail box. They can be a word  or a phrase such as “sunset”, “Wall Street”, “pickles and quilts  forever”, “03/15/-0044”, “Zzyzx”, or “I love you”. The keys don’t have  to be particularly secret, only secure enough to make it difficult for  spammers to guess or get them. There will be no defaults supplied by the  email client. These keys will be entered into the address book of your  email client for the persons you have given them to. This is so that the  email client can send the keys to your email server and so that you will  know who has which keys in case  you need to replace a key. Every  address book entry can have two keys: (1) the key to your mailbox that  you have sent to the addressee, and (2) the key to the mailbox of the  addressee that they have sent to you.

6. Send a key to someone you want to receive email from. When you send a  key, enter it into your email address book for the person you are  sending it to. You will receive keys from those who want to receive email from you. When you receive a key, enter it into your email address  book for the person who sent it to you. If your email client is user  friendly, it will enter the key into your address book for you after  asking for and receiving your permission. The email client may do this  without permission if you have set that option. Each key is associated  with an address book entry so that if you decide to change a key for  that sender, your email client can send the new key to that person.

7. When your keys have been sent and your ISP notifies you that they  have implemented the server changes that support locking your mailbox,  you can have your email client lock your mailbox . . . . Your email  client will be able to query the server for a list of current keys. Your  email client will be able to instruct the server to re-synchronize it’s key list with the key list in your email client.

8. To send an email, you will do as you do now. If you have the  recipient’s mailbox key entered into your address book, your email  client will supply the key when you enter the address. Your email client  will embed the key in a message header when the message is sent. If not,  you will enter the key into a field following the email address when you compose a message.

9. To receive email, you will make sure that those who send you email  have a key to your mailbox. This includes bulk emailers like eBay, Yahoo, or Fox News as well as list servers, discussion groups, news  groups, and message boards. You may want to use different keys for these  types of senders. Keys to mailboxes are only one way. Senders who have a  key can put mail in, but only you can read it or take it out.

10. If you want to send an email to someone for whose mail box you don’t  have a key, you will request a key by clicking on the “request key”  entry on a drop down list in your email client. You will enter the email  address and your email client will send a key request type of email to  the email address you provided. You will also send a key to your  mailbox. If one wants someone else’s key, they must be willing to give  one of their own keys. When the request is received, the recipient may  send you a key. They may also reject your request or ignore it. If they do send a key, they can enter your email address and key into their  address book, so that a new key can automatically be sent to you if they  ever change the key. Any request for a key that has a subject, a message  body, or other unnecessary header that could contain a solicitation, will be bounced by the receiving email server and will not placed into the mailbox.

11. It would be nice to allow the subject header in a request key email  to be used for identification. But if this is allowed, it will be abused  by spammers. It could contain a solicitation message or a web address, a  phone number or some other such lure. The only information that will be  available in a request key email is the requestor’s email address and  mailbox key. The recipient’s mailbox key will only be sent to the  requestor’s email address. The only way to receive a mailbox key is for  the requestor to provide a valid email address and mailbox key. Even the  name portion of the sender’s email address could prove to be a problem.  It doesn’t have to be a valid name and it could contain a lure or a  solicitation message. Since it is not necessary for message  transmission, perhaps it should be stripped off in the request for key  process. The complete email address including the name could be obtained  after the initial negotiation.

12. If you send an email to someone and you want a reply, you can  include a key to your mailbox. When the recipient replies to your email,  their email client will use the key that you sent, to reply to your message.

13. If a sender includes a key to their mailbox, your email client will  insert the key into an address book entry if you direct it to.

14. Some sites require you to provide an email address if you register.  If you do not want further correspondence beyond 1 day or 1 week, you  can create a unique short lived key just for this purpose and use it in  the registration. When you no longer wish any correspondence from this  site, delete this mailbox key. The email client can make this easy to do. You may create an expiring key and specify how long to keep the key.  When the expiration interval or expiration date is reached, the email  client and the incoming email server will delete the key at the server.

15. If a sender requests a key to your mailbox and you can’t identify  the sender, you may want to create a short lived or expiring key. You  can then send the key to the requestor and open a dialog. If you want to  continue correspondence after the initial negotiation, then retain the  key. Otherwise, delete it or let it expire.

16. In the final analysis, if a sender has a key to your mailbox, they  can send you an email. If they don’t, the most they can do is request a  key. You choose whether or not to give them a key and you choose to  delete it if, and when, you want to end a correspondence.

IV.
Technical Description

A.
Email Extensions for client and servers (user agents and mail transfer agents)

The email extensions for “received message control” are implemented  using 4 new headers. The new headers are only effective if the email server supports the extension and the mailbox is user-locked. 

Non-extended email servers will ignore them. This provides backward  compatibility. Encryption should not be employed in any extension. It  will not be effective as a security measure and it will only create a false sense of security. The headers are described as follows:

The To-Mailbox-Key header contains the key to the recipient’s mailbox.  When the message arrives, the To-Mailbox-key is compared to the list of  keys kept by the incoming server for the addressed mailbox. The result  of the comparison determines whether the message is stored into the  mailbox or whether it is bounced.

The From-Mailbox-Key header contains a current key to the sender’s mailbox. It would be sent in response to a key request or if the sender wanted to include it for a reply.

The New-Mailbox-Key header contains a new key to the sender’s mailbox. 

It would be sent when the sender wants to give someone a new key to their mailbox. The From-Mailbox-Key could be used for verification by  having the recipient email client match it to the sender’s current key  in the address book. An exception could be accepted or overridden by the  user.

The Request-Mailbox-Key header requests a key to the recipients mailbox. It would be accompanied by a From-Mailbox-Key header that provides the recipient with the requestor’s key. Then when the New-Mailbox-Key header  is returned, it will be accepted by the requestor’s mail server. All  messages with a Request-Mailbox-Key are stored into the recipient’s  mailbox. It is the only type that does not require a To-Mailbox-Key  header. No message body may be present; the subject header must not be  present or must be blank; the name portion of the to and from email  addresses must not be present; no other headers that may contain  embedded messages may be present. If so, the request is bounced.

The email client and sending server need to take the case of multiple  recipients into consideration. The email client will send email  address/mailbox key pairs for each recipient. The outgoing email server  must ensure that all To-Mailbox- Key headers, except the one for the  current outgoing email, are stripped from the message and that only one  To-Mailbox-Key header exists in the outgoing message. Forwarded messages should also be stripped of all mailbox keys by the email client, except for the mailbox key of the recipient.

The headers must be handled by the email client and the incoming server  in such a way that the use of keys is easy for the user. No header  should be removed from an email, by an incoming email server, before the  recipient receives it.

The keys in the headers should be enclosed within a delimiter that is  not part of the key so that spaces or other special characters are  allowed within a key. The email client would edit keys for validity when  they were created. The key length should be limited to some useable  length. Perhaps 32, 50, 64 or 120 characters.

The key list on the server for a particular mailbox should be a variable length list or file. It should be ordered such that a quick search could  be applied to the key list during the comparison process. If the keys  are stored as ordered fixed length records, a binary search could be applied. One may want to implement the list as a tree. The  implementation is up the server supplier. The number of entries in the  list should not be limited from a functional standpoint. From a service standpoint, an ISP may want to allow for a specified number of free keys  at no charge and then charge for keys above that number. But with spam gone and no more filtering, they should be able to afford the extra  space for key storage.

A protocol needs to be defined so that an email client and the incoming  email server, where the inbox resides, can communicate the mailbox state  and the mailbox key list.

B.
Sender Authentication

Sender authentication should be applied. A header called Sender-Auth or  Sender-Verification will be inserted into the message by the sending  server. It would consist of a delimited string containing the IP  address, server identification, and a timestamp. The string would be  preceded by the result of a function that was applied to that string as  it was sent by the originating server. A delimiter would separate the  function result from the string. The function would be implemented by  the server administrator and would be unique for that server or set of  servers.

A protocol would be created such that a receiving server could request  that the originating server verify that the Sender-Auth header is  consistent. The originating server would be required to apply it’s  function to the string as sent by the requesting server and then return  the result. The receiving server would compare the returned function result with the result in the Sender-Auth header and if they match, the  sending server is authentic.

Another authentication method would be for the originating server to  send a short public encryption key in the result field. When the  receiving server received the message, it would encrypt a short message  and request the sending server to authenticate by decrypting the message  with it’s private key and sending the message back. If the returned message matched the encrypted message, the sending server is authentic.

An example of a function would be an 8 digit check sum of the string  that is then exclusive ored with an 8 digit number that is unique at  that time, for that server or set of servers. This would generate an 8 digit result. Part of the function should be time based such that the function would actually change in some externally unpredictable manner over a determined interval of an day, hour or minute. The 8 digit number  that is the target of the exclusive or, could be the changing value. It  could be retrieved from a list of numbers in a file or it could be  generated based on a timestamp. The string contains the timestamp of when the function was originally applied to the string. This is an example of one type of function. The actual set of usable functions is extremely large. The 8 digit result length is only an example. Result  lengths would be determined by the sending server and could be from 1 to  some arbitrary length, perhaps 20, 25, 32 or some other common standard currently in use.

The user should be able to turn this authentication on or off for their  mailbox. If authentication-required is set by the user, and the authentication process fails, the message would be bounced. An ISP may elect to turn this on for all emails.

One may argue that this would add to internet traffic. Perhaps a little,  but the messages would be quite short and the fact that they were  present and in use would in the long run cut down on internet traffic  that is illegitimate. Illegitimate internet traffic is traffic that is  meant to deceive a recipient. It would certainly reduce illegitimate  internet traffic at a server that had authentication-required set for  incoming messages. The message could be bounced at any time after a  Sender-Auth header was determined not to be authentic. Another consideration is that many incoming email servers are currently querying other servers on the internet for each email to determine if it is spam.  This traffic would no longer be necessary since filters would no longer  be required.

V.
Questions and Answers

Will spammers continue to use invalid server and email addresses?

No. Noone can send a message to another email address and expect it be  received into the mailbox without including a valid mailbox key. No one  can request a valid key without sending a valid email address and a key  to their mailbox. No messages will be accepted by a receiving email  server unless the originating server can be authenticated.

How does this differ from white lists?

White lists are an attempt by an email client or receiving server to  match incoming email to a list of acceptable senders through the use of  a filter. This allows forged headers to make the message look like an  acceptable email on a white list. Mailbox keys put the burden of being  an accepted email on the sender. From the recipients point of view, it  is passive in the same sense as an email address.

Since everyone gets email from different sources, white lists are  maintained in the email client as filters. Most users don’t know how to  use filters in their email clients, so white lists are used by very few  people.

With mailbox keys, the headers for the keys could still be “forged”, but the chances of generating a correct key are very, very small. If this happens, the user can simply change the key.

Mailbox keys move the process of validating an email from the email  client out to the incoming server where the message is received. Unacceptable messages are immediately bounced.

Will filtering still be necessary?

No filtering will not be necessary because a message from a sender is  only accepted if it matches a recipient’s mailbox key. Filtering creates  some false positives – email that is not spam, but that the filter  detects as spam. Filtering also allows some spam through because spam  can be made to look to a filter, like it is not spam.

How easy will it be to use?

As easy or as hard as the email client supplier makes it. Most processes  should be automated, but a user should be able to alter the behavior of  the client to some extent, to suit his needs. Examples are:

(1) Manually or  automatically creating address book entries for  incoming email and storing the senders key. (2) User selectable  detection of new email senders and the creation of new entries for them  in the address book. (5) Provide assistance in responding to a request  key email. (4) Manually or automatically sending an email to everyone in the address book for whom the user wants to give a new key to the mailbox.

Comments and Questions from: - - - - -

The forum charged with discussing spam in the vicinity of the IETF is 

the Antispam Research Group - asrg@ietf.org - it's an open mailing list.

Query:

Since your proposal requires changing all email clients in the world and  managing a key ring for all your friends, how is it easier to implement  than globally starting to use PGP?

I suppose that it is somewhat of a key ring, but there is no encryption  taking place. The key is only verified by the incoming mail server. The  key is really analogous to a key to a lock rather than a key to a cipher.

How do you handle mailing lists?

Mailing lists are handled the same as any outbound email. The key to the  recipient's mailbox must be sent with the message in a header. When one  signs up for a list, he would supply a key or he would send an email to  the list server to update the key to his mailbox. The list server has to  be able to automatically update keys for an email address when the list  member wants to send a new key. How the keys are sent back and forth to  be updated is in the technical information.

Does the sender have to have the key for the list, and the list the keys  for all the recipients? That means that all the list management software  in the world is also on the critical update path.

I understand the issue. Yes, if the incoming mailbox for the list is  locked, the sender has to have a key to the list. Only the list server  has the keys of all of the members. When it receives a message, it will  have to insert the key for each member as it sends the message to each  individual member. Yes, unfortunately, list servers are on the critical  update path.

VI.
Contact Information

June 18, 2003

Selby Hatch

Sandy, Utah USA

In accordance with the press release

http://www.apig.org.uk/press_release13th_june_2003.htm 

I am submitting this input.

I am a user of the internet. I use it for email, both for my job or at home.

The arrival of 10-30 spam emails every day costs me time and causes me annoyance. Filtering is not a viable option in my view.

While many users of the internet are happy not to send unsolicited commercial email, it seems that some will never learn to do so.

Thus, legislation is definitely necessary in my view.

If each country took responsibility for its ISPs and ensured that they did not send spam emails, then the problem would be close to being solved.

Unfortunately, I do not know of any country that is acting firmly enough.

I think Britain should take a lead in this matter.

If a regulatory body was prepared to disconnect rogue ISPs that would not play ball, then this alone will be a major step forward.

If no such body is to be set up, then an alternative sanction is needed. The ability of individuals to sue for punitive compensation, compensation acting as a kind of fine, will help to ensure that the cost of sending spam outweighs the benefit.

Recognising spam could be difficult in a legal context. However, even if this is the case, a significant step forward would be the banning of incorrect return addresses for emails.

Spammers routinely use a wrong return address to avoid a deluge of complaints.

It should be reasonably straightforward for the courts to determine that an incorrect return address has been used and to hand down significant penalties.

Some fine-tuning might be needed to make sure such a system punishes the intended people, not those individuals who accidentally set their return addresses to a slightly wrong value (a typo perhaps).

However, it is not just a question of Britain keeping its doorstep clean. Britain should recognise that the US is a major source of spam, particularly Florida.

Britain should actively use whatever influence it has with the US to encourage it to get its act together.

Tim Bedding

Being in the US,  I doubt if I'm allowed to participate in this,  nor am I sure of the purpose of this Email,  but I saw it on "The Register",  and being on the front lines in the battle against spam,   I have a few words to say,  and in the hopes it will sink in,  I'll say them here.

Spam is NOT a local problem.  It's an international problem, requiring international treaties with ALL countries tied to the internet,  to work together in shutting down illegal spam operations.

There is NO law that's going to stop spammers from operating in spam friendly countries.   

It's important to get the Spam problem on the agenda of the next economic Summit,  that would be a good start.

Major gateways (in the US and UK) that supply China (one of the spam friendly countries) with internet access,  have to put their foot down and lay down a stricter policy on their usage and enforce it,  by either cutting off service,  or other economic sanctions for ISP's that don't follow any new policies developed.

ISP's also have to be part of the solution instead of part of the problem by re-wording their Privacy policy to include better sharing of mail logs with other private investigation organizations who have the resources to track down spammers.  Currently, private spam trackers have run into brick walls when trying to get the cooperation of foreign ISP's to share mail log data to track down illegal spam proxy servers.  They don't have the same supena powers as the Federal Authorities do,  so cannot obtain any vital information needed in tracking them (spammers) down.

Draconian laws are NOT the answer.   Instead, a strong focus on developing international agreements would be a good start.

I remain... A very small network administrator...

John D

www.webcrunchers.com 
It is my hope that in addition to the nuisance of general commercial SPAM your inquiry will work to address the menace of pornographic SPAM.

I would very much like to submit as evidence to your enquiry a record I have kept of unsolicited pornographic email SPAM which arrives daily to my email account and those of colleagues, family and friends, including children.

While I have no problem with pornographic material being available to those adults who wish to view it, I am greatly distressed by offensive hard-core sexual imagery being sent to me, and to children I know, without our consent.

I have kept this record in the hope that it might be useful to just such a public debate and will gladly forward it to your committee if it would prove useful.

I would welcome any legislation which seeks to stem the tide of unsolicited email. I also hope that you will work to frame laws which would impose custodial sentences on those who send pornographic SPAM to children.

Dan Salmon

I understand that you are presently seeking input on the problem of unsolicited commercial emails, aka "spam".

As a long-time user of the internet (indeed, a user before it was actually *called* that), you may be interested in my experiences.

Because I have been an Internet user for such a long time, and because I am active on the Net in many areas, my email address has been published, both on the Web and on Usenet, many times. As a result, it has found its way into the address databases of many spammers.

As a consequence, I receive a great deal of spam. Just how great a deal I will come to in a moment. There are those who suggest that spammers should operate "opt out" regimes, that is one should have to choose not to receive spam. There are also those who suggest that spam is not really a problem, since "all you have to do is spend 2 minutes a day deleting it". Both these positions are completely unworkable, for one simple reason; the volumes of email involved.

As an IT professional, I operate my own email server, which allows me complete control over what mail I choose to receive and what mail I do not. In the recent past (the last year), I have had to raise the barriers against spam to a higher and higher level in order to make Internet use in general and email use in particular even remotely workable.

Between 3am Sunday morning, 15th June and 8pm Thursday night, I have received, and rejected as spam, 5166 emails. That's approximately 23 an hour. One every three minutes. How would you like to get up in the morning and have to wade through 184 solicitations for cheap mortgages, illegal on-line pharmacies and larger genitals? No way is this "two minutes a day".  Indeed, I spend longer than that checking the logs to make sure my filters are operating correctly. In the same time, I have accepted some 259 emails, although a proportion of these are spam that has sneaked past my filters. In other words, 95 out of every 100 emails I receive are spam; unwanted lies delivered to me at my expense.

Although I reject the vast majority of spam emails, I am, like many Internet users, connected to the Net by a dialup connection. (I cannot get broadband where I live, which is another issue entirely). As a result, not only do I have to devote time and effort to filtering spam out, I have to pay for the bandwidth involved in delivering them to me. Also, my ISP has to devote time and effort to delivering them – time and effort which I also have to pay for. My internet connection is my private property, and I strongly resent its abuse by spammers.

In short, therefore, spam is like advertising sent to me through the post with postage owing; it is unwelcome and delivered at my expense. I shall not even go into the matter of the nature of what is being advertised in these emails. I do not buy *anything* from spammers, much less dubious financial deals and black market Viagra.

What is the solution? In time, I believe Internet users will have to adopt a model similar to users of the Post Office; they will have to pay by volume for mail sent. At this point, spam becomes uneconomic and will cease. Until then, I implore you to make the sending of unsolicited commercial email illegal, to insist on "opt in" policies (that is, I will have to *choose* to accept spam) and to make the penalties for contravening these rules onerous; a fine of £1000 for each and every email sounds like a good start.

Hugh Davies.

Having seen you on Channel 4 News I managed to track you down.
 

As a result of Channel 4 highlighting the DTI consultation I dropped the below to my MP.
 

I urge your group to ensure the DTI follows the below:
· Junk email cost nothing to send unlike postal junk mail. 

· There is no central register to request not getting junk email. 

· Most spam is porn - this is highly offensive.
 

Clearly the vast % of spam is sent from outside the UK / EU - doing nothing is clearly not an option however.  Please ensure you support Service Providers (Freeserve, MSN AOL etc) in whatever action they can take against spam.  Clearly Service Providers gain nothing from handling spam unlike the Royal Mail.
Philip Godfrey 

Because we develop web sites, our email addresses are on quite a few web pages, and in addition, have been posted to newsgroups.

On a typical day, around 200 to 300 spam emails are sent to us. We have filters that reject most of it automatically, but some still gets through. These are time-consuming to deal with but more worrying is that a few "false positives" are losing us legitimate emails.

This is a problem for us, but it is a problem for everyone else too. Because the typical spam email is bigger than the typical real email, and because they frequently contain undesirable content,it is more than just a waste of time.

If there was a different legal position, and there was some legal constraint on the action of spammers, it would not dure the problem, but it would help. 

The internet in general, and email in particular, is the prime method of communication for many businesses. It would be a shame if spam were to be allowed to strangle it.

Iain

www.hairydog.co.uk 

I'm getting an average of 120 spam messages each day. As they come intermixed with non-spam messages, I have to check them one by one to see which one to delete and that takes a lot of my valuable time. The message rules my email program provide are not enough to ease that pain as those companies are smart enough to change the From and Subject strings dynamically, and if they don't, you still have to go to the quarantine box to check before deleting. 

 

I do appreciate any effort you could make to stop this plague.

 

Juan Carlos Servat

Sydney

Australia

I am very pleased to see that you are considering ways to reduce SPAM. This has been a problem to me for sometime. I have had to change my email address to reduce the volume. Once, it was so bad I had to ask my ISP to delete all the emails in my in box because there were so many. This meant that I lost the few normal emails which were swamped by the large volume of SPAM.
 
I would think the ISP’s could stop SPAM because they would receive a large volume of emails to many people and so it would obviously be SPAM. 
 
I hope you can find a way to reduce this problem.
 
Mike Johnson

I have just returned from a two week holiday and had 108 messages upon my return.  40% of these were junk emails.  over 75% of the junk emails were from completely unknown sources - regarding penis enlargements, sex aids as well as some from African countries regarding investments. etc and I have NEVER accessed a porno site or anything similar.  My pc is used for business purposes and I am fed up with unsolicited emails from dubious sources, as all you can do is to set up a rule to send them direct to the delete box,.  As far as I am aware, there is no way to stop them coming through in the first place.  
 

It is annoying to get junk mail, but more to the point, it is very upsetting to get porno ones.
The problem is, some spam is quite useful - genuine business support sites for example, or people genuinley passing your details onto others who are interested in becoming clients.
 

Good luck with the forum, I have no idea how it can be managed, as the whole purpose of the net is free and unlimited access, but I agree the spam is getting out of hand.
 

Kind regards
 

Anne Howes

www.annehowesassociates.com 

I was delighted to learn that you are considering the issue of spam in such a high-profile way, and wish you every success in finding real solutions to the problem.

However, I have seen other groups (most recently, the DTI) consider this issue before, and come to gravely flawed conclusions because they have apparently allowed the discussion to be sidetracked. I am most anxious to help you to avoid falling into the same trap. To that end, I would like to add the following submission to your considerations.

It runs to approximately 980 words.

1. Introduction

===============

1.1 I have been using e-mail professionally for about eight years, and socially and personally for six. For the past five years, I have been actively fighting "spam" by tracing and reporting the senders and the services advertised to the relevant service providers. In addition, I have read widely on the subject and discussed it with several acknowledged experts.

1.2 Unlike many, I believe that government action, properly conceived, can help to solve the spam problem.

1.3 I am dismayed to see that the DTI's own consultation on the EU directive 2000/31/ec (http://www.dti.gov.uk/industries/content/dti_consultation_on_implemen

tation_of_directive_on_electronic_commerce_200031ec_summary_of_respons

es.html#unsolicited) is now supporting the 'opt-out' model favoured by spammers themselves. I hope that you will avoid this trap.

2. What the problem is

======================

2.1 Many different definitions of spam are offered. I am glad to see your press release gave the simple, correct definition: spam is unsolicited bulk e-mail (UBE). All other definitions tend to obscure the real problem. Some common red herrings:

2.1.1 Offensive or illegal content: many self-styled 'legitimate bulk marketers' are quick to condemn 'spam' promoting pornography or fraud, but argue that legitimate marketing is quite different.

2.1.2 Unsolicited commercial e-mail (UCE): this definition would tolerate content that is not commercial, e.g. political or religious tracts.

2.2 Both these 'content-based' definitions of spam fail on two counts:

2.2.1 They do not address the issue of theft of resources, nor the flawed economics of untargeted mass e-mail. (Bombarding me with unsolicited political rants is no more acceptable than bombarding me with unsolicited pornography.)

2.2.2 It raises the spectre of censorship, which will immediately provoke (otherwise benign) elements in the Internet community into systematically sabotaging whatever measure is in place.

2.3 The only clear definition of spam is one that is independent of content: "Unsolicited Bulk E-mail".

3. The economics of spam

========================

3.1 In legitimate advertising, the advertiser pays for the medium. As a rule, this payment subsidises a service that the target of the advertising wants to receive. This sort of advertising is beneficial to both parties. Spam is different because the cost is born by the recipient, not the sender. Far from subsidising a desired service, spam actually *increases* its cost to the recipient.

3.2 This means that spammers have no financial incentive to target or filter their address lists before sending. This is why spam has grown unlike any other form of marketing - without restraint. If its economics followed the "sender-pays" model used for most other media (including post, fax, print, billboards, SMS, broadcast, sponsorship, telemarketing), it would have remained manageable.

3.3 The phenomenon of spam has given rise to an entirely new market in software and services whose sole purpose is to protect the Internet user from spam. While this is an entirely legitimate industry, it is worth noting that these providers have a perverse incentive to perpetuate the spam problem.

4. The damage caused by spam

============================

4.1 It is now widely acknowledged that spam has an enormously damaging effect on the use of e-mail. This damage has several dimensions:

4.1.1 Theft of resources: by consuming resources (bandwidth, storage space, software) that other people are paying for, spammers impose a direct cost on every Internet user.

4.1.2 Effects of filtering: spam filtering has become standard practice both for organisations and individuals, but spam filters very commonly reject genuine mails and impose a maintenance burden in their own right. Even if it is possible to maintain a perfect spam filter, the moral question remains: why should I *have* to?

4.1.3 Inappropriate content: fraud, pornography, advertising for illegal or unlicensed wares are all common content in spam, often addressed to minors or other vulnerable people. Important as this is, I argue that the issue of content must be considered separately. Even if all spam were entirely legal, decent, honest and truthful, it would still be objectionable.

4.1.4 Loss of utility: spam makes e-mail harder to manage, severely reducing its usefulness as a tool for both legitimate commerce and social interaction:

 - Many private users have been driven to extraordinary (sometimes even illegal) lengths to conceal their e-mail addresses.

 - Some companies with a strong online presence (e.g. the BBC) are so flooded with spam that they now deprecate e-mail contact, in favour of Web forms. This means that Internet users who use low-speed dial-up access, or who (for reasons of disability or technical limitation) cannot use common Web browsers, are effectively unable to contact them.

 - For those connecting to the Internet via dial-up connections, spam adds a significant burden to their phone bill, even if they do have efficient filtering software.

 - No spam filtering process is infallible - not even deleting mails by hand. As long as I have to filter my mail, there is always a chance that genuine mails will be lost. They may be nothing, or they may be beautifully crafted pieces of someone's soul, but I'll never know because a handful of vandals are flooding my inbox with trash! This, above all, is the thought that drives me incandescent with rage.

5. Addressing the problem

=========================

5.1 Spam is a problem because of the economics of mass e-mail. A real solution must be an economic solution. It is necessary to increase the cost of spamming.

5.2 Many technical people talk of reforming mail-transfer protocols to require some sort of payment by the sender. Such a change is neither feasible nor (arguably) desirable in the short to medium term (within the next five years). We need action before then.

5.3 Instead, legal penalties should be applied to spammers and those who hire them. This raises serious problems of evidence gathering and prosecution, which I will not attempt to address here: however, a clear legal prohibition on spamming, coupled with criminal penalties, is a necessary starting point.

5.4 This law should cover:

5.4.1 sending UBE or causing it to be sent

5.4.2 harvesting or selling e-mail addresses, without the traceable, explicit consent of the address owner

5.4.3 buying or using bought e-mail addresses, unless provided with legally binding certification that they have been collected with the owner's traceable, explicit consent

Mike Kew, private Internet user and anti-spam activist

1. Written evidence submission for APIG inquiry into "spam" by Eur.Ing. Brian C Tompsett BSc MSc C.Eng MBCS. Brian Tompsett has been involved in the Internet and its associated  technologies since the beginning. He was a founding director of the UK Internet Consortium in 1989-1992. Prior to that he worked in the UK and US computer industry. He has been a user of email and networking for over 20 years. He is independent of any industry grouping, and is currently a Lecturer of Computer Science at the University of Hull and Chairman of the British Computer Society Humberside Branch.

2. I have been tracking the growth and nature of junk email and other abusive uses of the internet from the earliest times. My personal load of junk email has risen from 86 spams in September 1997 to 2390 in May 2003. I am measuring a personal increase of 34% a month [See Appendix A]. Junk email now far exceeds other transactions, rendering email almost unusable. 

3. Junk email senders go out of their way to prevent their messages being deleted without being read. Deceptive practices are their normal method of operation, even for "respected" marketing organisations. The avoidance of accepted industry and community standards of formats, name registration, business identification and so forth is the norm. This leads to the conclusion that any evidence from the direct marketing industry suggesting that the industry indulges in self regulation are tainted by past experience and evidence of current practice.

4. The Internet Industry, particularly the internet service providers, have the capability to resolve much of the problem but choose not to do so. If they had used the technology available to them, then Parliament would not have to waste their time in this enquiry. Industry is taking the low cost route to internet provision. Their aim is to sell as many connections to as many people as possible. Their model, is a relic of earlier times in the computing and telecommunication industries. They are acting as if they were selling telephone service, or network connectivity to technology prepared industrial and commercial organisations. The reality is they are now providing the same level of connectivity to domestic and small business customers who do not have the expertise to operate the service they are provided.

5. The Software Industry and computer equipment providers are providing equipment to the majority of customers not configured appropriately for direct connection to the Internet by consumers. The equipment is suitable for use and installation by a large organisation with the capability of tuning the configuration and rendering it safe for internet use within an appropriately protected environment. Consumers are not given adequate equipment, software or instructions to connect safely to the Internet. The retail of such equipment to domestic users does not provide those elements that are required for safe operation on the internet. The are not "internet ready".

6. Criminal elements worldwide are exploiting the internet and the situation created by the Internet Industry and Computer Equipment and Software providers. The Intenet is just another area to conduct illegal business and attempt to avoid detection, capture and prosecution. The Internet is also a medium by which both warfare and terrorism and conducted. Ordinary users of computers, when connected to the Internet, become unwitting pawns and participants in these activities. An ordinary unprotected computer bears a moderate risk of being utilised by third parties for the distribution and storage of illegal material, such as pornography, or perhaps the sending of spam.

7. The vunerability of domestic and small business computers to exploitation by other parties located elsewhere on the network makes the gathering of evidence for computer related crimes more expensive and dilutes the efforts in gaining successful prosecutions. It is now far easier for someone to claim that the evidence was planted on their computer and far harder to prove it was not. If the Internet connectivity was better protected by its provider using the available technology, and the equipment was rendered less vunerable to exploitation by its retailer, then this risk would be lower. We are risking both the prosecution of the innocent and failure to prove the guilt of the criminal. Forensic examination of computers needs to be updated to take further account of this risk. I have co-authored publised papers specifically addressing this issue.

8. The wave of inappropriate usage of the internet that we see as spam, is only a publicly visible tip of a much larger iceberg of activity that should concern parliament. There is much call for more policing on the streets, but those charged with policing our Internet Highways are expanding more slowly that those they are chasing. Local police, Trading standards and other enforcement bodies need more assistance if they are not to be left behind in a tidal wave of crime.

9. APIG may wish to consider the following points that address the spam and network abuse problems:

    9.1 Internet Service Providers should be required to protect domestic customers of the Internet from network insecurities and exploitation.  They should not be routing traffic to an from unregistered network blocks, for example (known as zombies). They should not permit open network traffic to or from the "service ports" of unprotected domestic computers. This prevents them acting as servers (or proxies) for third party exploitation.

    9.2 The provision of unprotected network connection should be regarded as a premium service for those customers able to utilise the wider number of service available to them, rather than the current situation, where the protected services is considered premium.

    9.3 Computer Equipment retailed to domestic customers for internet connectivity should not require the downloading of "service patches", the installation of firewalls and other user alterations before it is suitable for consumer usage safely. We would not expect to sell other unprotected electrical equipment to untrained users, and should see software as no different.

    9.4 Enforcement authorities should be encouraged and empowered to regulate and prosecute those within their jurisdiction that flout existing regulations and provisions using the Internet, just as they would those those that did the same outwith the network. Internet related criminal activities appear to treated as frivolous distractions. Reporting of such suspect activity is rarely welcomed.

    9.5 The nature of activities on the Internet, is already risking the corruption of those using it, both young and old. We are exposed to material of a nature that is shocking. Repeated exposure becomes less shocking. We are changed by it; we are corrupted. Parliament must not allow the platitudes of industry and the status-quo to further permit the corruption of future generations of our children, and to a world where crime is common place.

24th June 2003

Eur Ing Brian Tompsett

Department of Computer Science

University of Hull

1 There is already a large number of people fighting against spam ranging from individuals to departments in large ISP's.

2 The Anti-Spam community has been fighting spam for decades. I would strongly advise the government to work closely with the Anti-Spam community to learn how the UK government can help with what is an international issue.

3 The Anti-Spammers and Spammers are engaged in an evolutionary arms-race, each new anti spam measure results in the spammers becoming more sophisticated. Spammers are becoming harder to trace and are increasingly relying on illegal means to transmit there messages.

4 I don't believe that any technical solution will solve what is a social problem fundamental to human nature - to put it bluntly, some people want to make a quick buck, and are not afraid to bend societies rules to do so.

5 Solving the spam problem will be about reducing the amount we get in our in-boxes to manageable quantities, any attempt to eradicate spam altogether risks throwing the baby out with the bath water by reducing emails standing as an effective and convenient tool.

  So what can the government do?

6 Spam is an international problem, and the anti-spam community frequently encounters language difficultys when reporting spam related problems abroad. The Government could very usefully generate standard reporting templates for spam related issues and translate them into an appropriate selection of languages. The Government could also produce a list of National Agencies that are responsible for spam, and associated fraud related problems, and publish the list, keeping it up to date as is needed.

7 Spammers generally use insecure computers to 'launder' spam, and the quantity of spam and the ease with which spammers may be caught is directly related to the number of insecure computers on the Internet. Increasing Internet security in general will decrease the spam problem.

8 As with spam, Internet security is less of a technical problem, and more of a social problem. By increasing public awareness of Internet security issues and educating the public on how to better secure there computer systems the UK government can help tackle the spam problem.

9 Finally, much has been said about regulating spam by legislating for advertisers to include 'ADV:' in the subject lines of any emails they send, I believe that this, and other issues related to the direct marketing industry to be a bit of a red herring, the majority of the spam I get is of a fraudulent nature, and the sender has gone to great lengths to hide there identity, spammers are not usually legitimate business and they will just ignore any legislation of this type.

Jasper Wallace

http://pointless.net/                

Address Hi-Jacking (Identity Theft) in Spamming

There is an insidious practice used by email spammers which doesn't seem to be widely reported but which has nasty implications for the normal and innocent net-user. This is the use by spammers of genuine email addresses which are not their own. Your own email address may be a victim of this, and the chances are that you would never know it. Unless, of course, more stringent and effective measures are implemented against spammers, in which case you may find yourself implicated because of this identity theft. 

We first became aware of this practice a couple of years or so ago, when we began to receive a spate of "bounce-back" messages from ISPs concerning messages that we had not in fact sent. After ensuring that we had not picked up a virus which was sending out these messages from our machine, we contacted our own ISP (Demon), who said that these messages would be originating from elsewhere, from someone using our domain identity because the kudos of a Demon address added respectability to their content. They said that there was nothing they could do about eliminating it. The spammer in question must have bought some bad or out of date addresses to send his rubbish to, which was why we were getting these automated bounce-back "can't deliver" messages. 

We thought the use of our address must have ceased, because the bounce-back stopped. Then a couple of weeks ago we started to receive a different kind of bounce-back. This was from virus protection software which some ISPs had installed. Obviously the use of our address illegally was continuing, but a perpetrator's machine had caught a virus. Although there was some satisfaction in seeing "the biter bit", the knowledge that our email address was still being misused for nefarious purposes was most unsettling. 

More recently still we have been receiving abusive emails sent to our account from people spammed by the identity thief or thieves, several making threats and one claiming to contain a virus sent as retribution. (Ineffective, fortunately, because we use a secure email program, Agent, that does not open things automatically and which allows safe inspection of dubious material.) Demon seem to think that these abusive messages are in fact some sort of spam themselves, rather than genuine ones. That may or may not be the case, but it would be quite reasonable to assume that people out there are being annoyed by messages purporting to come from us and could be sending messages of complaint to us or our ISP or to their own. 

If ISPs start using software which blocks submissions from known spammer addresses - something which in theory we are wholehearted supporters of, receiving as we do hundreds of spam mails a week, some of which are of most unsavoury content - will we find in time that our own legitimate emails to friends become blocked? 

Or even worse, if our address were to be misused by some person sending out spam mail of an illegal sexual nature, will we be finding ourselves woken up in the early morning some day by some abrupt gentlemen wearing blue uniforms demanding to take away our computer equipment?

Apparently our only recourse would be to change our email address, but we are loath to do this because the associated web-space is used by some mature websites of which we are proud and for which we have spent years getting cross links and web-search engine recognition established. 

But this practice of identity theft is most worrying. It could be happening to anyone and unless the perpetrator blundered or caught a virus they would never know it. It can, of course, be spotted by careful examination of the headers contained within the email and by observing that the return address (if present) is different from the supposed originating address - but this requires a level of sophistication that most net-users do not have. Your own personal email address could be in use at this very moment to advertise the most gruesomely perverted websites or for illegal financial scams. 

Robin R. Langton and Adam Richards

We can provide examples of the latest set of virus-warning bounce-back messages if required, but the earlier material has long ago been deleted.  

ASA Handling of Spam complaint

The ASA announced in about March that the Code of Advertising Practice would exclude spam.

I tried complaining about UK spammers and got a reply that the code wouldn't operate until 1st June.

Then last month I complained about a UK spammer and today I got a reply which I've put on our company website at

www.xisl.com/letter0001.jpg and www.xisl.com/letter0002.jpg 

As I read both the ASA's code of advertising practice and the Draft Statutory instrument on the DTI website they are talking nonsense as there is nothing about "in the recipient's professional capacity" in either document. You could surely argue that "jmc@xisl.com" is the email address of an "individual subscriber" i.e. me whether that email address is provided by my company or not.

Could you possibly run that one past the DTI?

It would seem to me that if they end up with excuses for saying that  spams are sent "in the recipient's professional capacity" then the draft  legislation to be introduced in October will be compromised before it  starts.

John Collins 

Xi Software Ltd 

www.xisl.com 

 I am just an ordinary member of the public working from home on a PC.

This letter is to encourage you to do something about the increase of spam.

Every day now I get between 15 and 20 spam emails and rising.

What annoys me most is the nature of a high proportion of them. 

The majority are offering viagra and other related products with a liberal sprinkling of porn some of which is really offensive.

Not only are these people clogging systems and wasting everyone's time but they are encouraging addiction to pornography and as parliamentarians you know what social evils that brings.

Please pursue this matter with vigour.

Norman Hopkins 

I represent a relatively new UK company that offers an email service combining anti-spam and anti-virus technologies. 

I respect that avecho are providing information late in the process however I felt that as a UK company that has invented a revolutionary technology you may be interested in hearing a summary of our approach.

As a new technology developed over the past 16 months we have designed and developed an anti-spam service that exceeds the current technology and thinking on blocking spam.

Our philosophy from the outset has been to ensure that the user has access to all of their email with effective filtering to remove the spam whilst differentiating legitimate direct marketing mail that could be valuable. To achieve this we developed a user manageable filtering systems where the user has the ability to manage the level of protecting from a simple point and click user website.

Rather than providing too much information at this stage the following are a range of features that we believe are important to any email user:

· a suite of effective technical filters

· accurate definition between spammers and genuine direct mailers

· anti-hijacking and anti-spoofing technology

· bulk sending capability

· availability of different email addresses for Internet purchases

· ability to have a private address for personal emails

· clean list where the sender will always be able to send a mail

· dirty list where the sender will always be blocked

· administration function for businesses where company blocking levels can be set quarantine allowing the user to release mail to their inbox if required

We are currently blocking with a 99.9% accuracy for our users.

I would be pleased to provide more formal information if it is of interest to the group.

Chris Dye

Marketing Director

Avecho

www.avecho.com 

www.avecho.net 

Help with spams to children

Will this group be addressing the issue of sex spams? 

My 2 children use email to communicate with their grandparents and other relatives, however even though they have no given out their addresses they are receiving spam. In addition I am receiving about 20 spams a day, mostly related to the sex or medication industry.

Caron Holmes 

Problem of spam

You may be interested to hear about how spam can have a real impact on the use of email. 

I have been receiving so much spam at home, that I installed a filter programme, MailWasher Pro. This programme opens all my email and marks it up as spam, possible spam, "friend" or none. It then gives me the option of deleting the spam straight off the server and even bouncing the spam back to the originator (this is not always possible) so that it appears that my email address is inactive.

In the course of the day, I probably receive over 100 emails, only a fraction of which are non-spam, so if the filter programme marks something as spam, I do not even consider it further. 

Recently, I was hoping to receive the offer of a new job. It turned out that the spam filter had marked the email offering me the job as spam and had deleted it. The only hint that it may have been spam was that it was from an AOL account and had the words "Strictly Private and Confidential" as the subject - exactly the sort of words spammers use to get a person to open an email. 

Luckily, I heard that the firm in question had sent me an offer and I was able to contact them and ask for it to be resent. However, there was plenty of scope of them to assume I was ignoring their offer or think I was being inefficient and to withdraw it. 

I hope you will devise a way to restrict this new pest.

Danvers Baillieu
I have a one man business and do not extensively publish my email addresses, yet this year Spam has grown from 10 to 50 per day It is now a major annoyance.

I have had to put in place two separate filtering applications, which of course have both a time, and cost element. The content of Spam does'nt really bother me as it rarely gets through the system.

The overwhelming origonator of this Spam would appear to be centred on the

USA.

I have little problem with Companies that have a valied opt out option, as outlined in proposed EU regulations. However from what I read of the proposed EU legislation I cannot see that there will be any impact on the 'underground' spammers as apposed to legitimate Companies.

Passing a Law, or regulation, will have no impact on the Spammers either ISP's or Governments must take direct action against the individuals, who are after all quite easy to trace.

David Littleboy
