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Gartner Group recently estimated that 11 million spam emails are sent every day.  META Group also estimates that medium sized companies are routinely receiving about 20,000 spam messages daily.  The question being posed by many is should spam be banned?

Banning spam infringes free market economics.  Whether or not national legislation is in place to curb spam, it will continue to be an issue, as spam can be sent, directly or indirectly, from anywhere in the world.  

There is also the aspect of "free speech".  Do we all want to live in gated digital  communities where it is impossible for us to receive or send any unsolicited communication?  After all, email is much less personal than face-to-face, or even telephone, communication - and it isn't real time at all.

Even from the time when we are babies, we learn how to sample, screen in or out all the external inputs that life presents to us.  Some people may find life more tolerable if they screen out much of the outside world.  In the past, such people might have been labelled hermits.  There are other people who are regularly stimulated by new and different material that is presented to them.  Perhaps the majority of us come somewhere between these two extremes.

The way to handle the problem of spam is not to wait for the legislators to act, but for the Enterprise to mimic the human world in screening out that which is unwanted.

Effective solutions to curb spam involve three steps: educating employees on the issues of spam; defining and establishing an e-policy which covers spam as a threat topic; and implementing appropriate technology to block spam at the gateway, so avoiding desktop management of unsolicited emails. 

Understanding and Combatting the Spammers' Tricks
These suggestions may help identify some of the more common tricks that spammers use when sending out their email:

1. Phony subject line: Some spam tries to bypass security looking for specific headers by misspelling some words - e.g. 're: you are this month's priz winner' or 'Loose weight in only 7 days'.

2. Numeric address formats: Often spam emails will use addresses with numeric versions to avoid blocking based on previous spam email recognition - e'g. philr1210@hotmail.com; philr12111@hotmail .com; philr1212@hotmail.com
3. Celebrity subject headers: If a message header refers to celebrities such as David Beckham, Kylie Minogue, Britney Spears etc. in most instances this will be spam.  (It's unlikely to be from the celebrity!)

4. Dictionary spam: If a message's 'To:' field is crowded with email addresses containing names similar to yours, you have dictionary spam.  This is where spammers send multiple variations of email addresses and domains.

5. Spurious content: If an email says you can get rich working from home while enlarging your breasts, or earn a million in one day, it's spam.

6. Bogus unsubscribe links: Legitimate marketers honour unsubscribe requests.  At worst, spammers use them to verify your address and send more spam.  Just delete spam, never reply unless you want to respond to the offer.

7. Fake return address: Most bulk emailers can generate random false return addresses - sometimes even using your own email address.

8. Forged headers: Check the headers of incoming email; spammers falsify routing headers - the breadcrumb trail left by mail servers as email passes through - to hide their location.

9. Common spam categories: The following categories are normally a good indicator of spam email: Pornography; Money Making; Direct Products; Become a Spammer; gambling/Sweepstakes; Healthcures/Weightloss.

Establish an e-policy
One of the first steps that organisations should take when looking at ways to stop spam is the development of an e-policy that clearly details how spam should be handled.  It is critical to establish guidelines for subscribing to email newsletters and Web sites that require an email address. E-policies also need to specify how employees should handle unsolicited email, especially if the email contains offensive material.  In addition, they should detail how employees can use email for personal use.  Ensuring that employees understand and acknowledge e-policies in necessary.

Adopt Effective Anti-Spam Software
Effective email management is key and knowing what to look for in an anti-spam product is critical.  Anti-spam products should be policy-based and offer a supply of tools that can help weed out annoying emails, so that employees can be more productive and network traffic can move along more quickly.

Anti-spam methods need to be flexible, so that organisations can customise their approach, since spam is not universally defined.  A set of multiple approaches often works best.  After all, what is spam to one organisation may be legitimate email to another.

Here are several features organisations should look for in an anti-spam solution:

· Real-time Blocking Lists (RBLs) - Third party blocking lists that maintain lists of known spammers and open mail relays known to forward spam

· Local Block List - Allows organisations to build their own blocking lists to target nuisance spammers

· Textual Analysis-Specific Spam - Block repetitive spam by analysing the contents of messages for known spam headers/titles

· Configuration Tactics:

· Validating the Sender's Address - prevents spammers from using arbitrary 'from'  addresses within the message by ensuring that the sending address is indeed a valid address

· Reverse Domain Name System (DNS) Lookup - Validates the sending host has a valid IP address.  If a valid entry is not found, the connection is refused

· Limit the Number of Message Recipients - Spam mail often contains multiple address entries in the 'To:' or 'CC:' fields.  This option allows organisations to limit how many addresses are allowed in these fields for incoming messages

· Relay Host - Allows organisations to prevent their gateway from being used as a third-party mail relay by specifying that only trusted sources are allowed to use the gateway as a mail relay.  This helps prevent an organisation's relay from being the unsuspecting means of relaying spam mail from the spammer to the intended recipient.

· Auditing and Reporting - Clearswift, for example, supports a variety of different ways to report on mail entering the Internet gateway.  Knowing how mail is entering the organisation empowers a flexible and real-time response to spam problems.

If a product can stop spam through a number of means, it will be more effective.  One of the questions you need to answer is, "Does the product that I'm considering allow me to establish policies to stop spam?"  Organisations need to be empowered to block as much unwanted email as possible.  A clear set of policies based on use of the above features is critical to success.

Beware - many products on the market claim that they can stop 99% of spam.  If you should test these products, look out for so-called 'false positives'.  These are instances where 'spam' is blocked that, in reality, wasn't spam at all, but a potentially legitimate email.  Make sure the product you choose doesn't lead to your spending administrative time unblocking legitimate emails.  An anti-spam product should offer flexibility and generate an effectively low number of false positives.
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