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Introduction
Citigroup is a multi-national financial services organisation, operating in over 100 countries worldwide.  With a quarter of a million employees, and more than 200 million customers, electronic mail is a vital communication medium to the Firm.
This paper briefly outlines the factors that contribute to the cost of spam at Citigroup, the technologies that have been deployed to combat it, and their effectiveness.  It does not recommend particular social, technical, or legislative solutions to spam.
The author is Citigroup’s anti-spam technologist, a member of the Internet Engineering Task Force’s (IETF) Anti-Spam Research Group, and a member of UK Government Open Source Special Interest Group (UKGOVOSSIG).
E-mail at Citigroup
Citigroup’s technology infrastructure reflects the number of acquisitions and mergers that have contributed to Citigroup’s growth.  As such, approximately half of the Firm’s e-mail systems currently feature anti-spam technology.  The statistics that follows are from this half of the Firm’s systems.  Preliminary in-house research suggests that doubling the volumes described here would give an accurate assessment of Citigroup’s mail and spam volume.
At the time of writing (June 2003) Citigroup’s Internet facing mail servers process approximately 9.7 million messages per week.  Of those messages, 4.1 million are outbound, that is, messages from Citigroup to other organisations and individuals.  5.6 million messages are inbound.
The cost of spam
Handling spam has both tangible and intangible costs associated with it.  Some of these are not specific to Citigroup, others are a direct result of the Firm’s position within the financial services industry.
Tangible costs
· Employee time

Every unwanted message takes employee time to deal with.  This includes not just the time to delete the message, but also the time taken to deal with user complaints about spam, and user education and training.

This also includes the time taken to deploy anti-spam systems, keep them up to date, and deal with adjustments that may be necessary to let legitimate e-mail through.  It also involves ongoing research in to anti-spam efforts, and participation in industry forums aimed at reducing spam.
· Network capacity

Increasing volumes of spam require increasing amounts of network capacity in order to move the messages from computer to computer in a timely fashion.
· Server capacity

Increasing volumes of spam require increasing amounts of mail server capacity in order to process the e-mail.
· Storage space

Increasing volumes of spam have to be stored until the user deletes the message.  As well as requiring increased server capacity (as above), this also implies that the support infrastructure, in particular, backups, must be increased in accordance.
As a financial organisation, Citigroup must also comply with various regulatory mandates with respect to how e-mail is archived.  E-mail that reaches the end user must be archived for an extended period of time.  The additional storage costs associated with this are a direct financial cost of spam.
· Reporting issues

Citigroup has various legal obligations to follow with regard to suspected money-laundering and fraudulent or otherwise illegal activity.  Spam that appears to be advocating any of these that we receive — such as the so-called “Nigerian 419 scams” — must be investigated and reported to the appropriate regulatory body.  These investigations consume manpower at both Citigroup and the regulators.
Intangible costs
· Privacy issues

Some spam contains tracking technology known as “web bugs”.  The presence of these in an e-mail represents a potential security and privacy issue that must be dealt with.
· Hostile environment

Receiving large quantities of spam can contribute to the perception of being in a hostile working environment.  This can diminish employee morale, and lead to them avoiding or limiting the use of the e-mail systems, for fear that they will be exposed to messages that might contain content that is offensive, degrading, or illegal.
· The risk of false positives

A false positive, where a legitimate message is blocked for a period of time takes time to resolve.  Not receiving the information, if it was time sensitive, may result in a financial loss.  The frustration experienced by the sender when they discover that their message has been blocked must also be considered.  
Anti-spam technology deployed at Citigroup
Each of the 5.6 million inbound messages we receive ever week is passed through our anti-spam systems.  These systems block just over 2 million messages per week — 37% of our inbound mail volume will be rejected because it is believed to be spam.  This broadly agrees with the findings of anti-spam companies, such as MessageLabs, who say:
In May, over 133.9 million e-mails were scanned by the MessageLabs Anti-Spam server.  The global ration of spam in e-mail was 1 in 1.8 (55.1%), an increase of 38.6% on the April figure, and 40.6% on the year to date.
— MessageLabs Intelligence Report, May 2003
The discrepancy can be explained by the relatively conservative nature of our anti-spam systems.  We would rather let some spam through than run the risk of blocking large quantities of legitimate e-mail.
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There are two primary components to those systems:
1. An internally maintained “block list” of servers and Internet domains from which we do not wish to accept mail.  By monitoring complaints, both from our internal user population, and from other organisations on the Internet, we can determine which domains are being used solely for spamming.  Blocking these domains is a simple, effective solution, but consumes manpower.  It is also a reactive solution, effective only after the fact.

Approximately 920,000 messages are blocked by this system each week.
2. An implementation and adaptation of the open source SpamAssassin
 technology.  This system applies an exhaustive set of rules to each message, finally arriving at a value, or score, for each message, that reflects how probable it is that the message is spam.  We reject any message which scores over a certain threshold.

A further 1.1 million messages per week are blocked using this system.
This system is proactive, in that it is effective against spam from organisations that we have never dealt with before.  It is also riskier, as it results in the rejection of messages without human intervention, increasing the risk of false positives.
 
�More information about SpamAssassin can be found at http://www.spamassassin.org/
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