1. Educate,  don’t regulate.
1.1. Submitted by Stuart Cliffe;  Chairman of Caldicot Community Website Committee (www.Caldicot.com) - a long time internet user who provides help and training on issues connected with internet access.  My personal spam count is 100+ per day;  which takes me two minutes or less to process.

2. Regulation is not the answer..

2.1. The issue of unwanted but persistent (and often pornographic) text and images sent via email has achieved notoriety because it directly affects every individual and family with a computer.  Parents are concerned for children;  and professional internet users are concerned for the misuse of valuable resources.

2.2. A responsible administration would wish to be seen to provide protection for those who are affected by this problem,  and to find a way to support the internet ‘industry’ on which many businesses now depend.

2.3. However it is highly unlikely that any form of regulation will provide an answer.

2.4. Spammers are already generally accepted to be the ‘unacceptable’ face of technology,  and a substantial industry has arisen to identify and eliminate unwanted emails.  Any steps taken by government to control this market may handicap those already seeking to eliminate spam as much as it actively targets the originators of the problem.

3. Lack of user awareness

3.1. Although complaints from end-users about spam are loud and frequent,  a principal cause of their suffering is a lack of familiarity with the internet and emails.

3.2. If recipients of spam never responded to it – never clicked ‘unsubscribe’ links;  replied with offended complaints;  or bought any of the products advertised,  spam would not exist.

3.3. Spam exists through economics – millions of emails can be issued in a short time and at minimal cost.  Although the vast majority will be deleted or blocked,  a fraction of one percent will generate replies.  Given the numbers involved,  this means thousands of email addresses / credit card or bank details / personal contacts to be exploited.

4. Remove the motive

4.1. If the number of those responses can be reduced,  spammers will voluntarily stop generating their annoying and offensive messages.  (One reason for the extreme nature of some messages may just be to panic the recipient into something foolish – like responding.)

4.2. Effective ‘anti spam’ tools already exist.

4.3. ISPs and webmail providers can filter messages to remove the bulk of  obvious ‘spam’,  although absolute accuracy is not possible.

4.4. PC users can install software that checks mail on the ISPs server and will mark anything which appears to be ‘spam’ for deletion before it is downloaded to the user’s own computer.  

4.5. PC users can also apply ‘rules’ in their own computer email software to automatically delete unwanted emails because they are not sent to the correct address / do not come from a recognised address / contain unacceptable or unwanted words.

5. Knowledge is the key

5.1. The experience is that PC owners  do not understand how to use email effectively.  They do not know how to

5.1.1. pressure ISPs and webmail providers to use mail filtering.  If ISPs lost business on this issue they would implement the facility on all products.

5.1.2. use or install spam filtering products 

5.1.3. use mail rules in existing email software 

5.1.4. correctly respond to spam – i.e. to delete it (or have it deleted) unread

5.2. PC and internet service providers have concentrated on the major selling points of their various products –the speed,  price or specification of computers;  or the speed and price of internet services.

5.3. There is no warning about the possible drawbacks of internet access.  For obvious reasons PC sales are not qualified by ‘this product may cause you to receive offensive material’.

5.4. The public reaction to spam however is at least partly one of shock.  An internet connection is promoted both by government and by manufacturers as essential in this day and age,  and beneficial to education and job prospects.  Yet a proud and unsuspecting parent can switch on the machine to find messages to which their child has access, advertising any and every unwelcome product under the sun.

5.5. The industry has been very bad at managing expectation and reacting to customer concerns.

5.6. The two steps that must be taken quickly are that government,  hardware manufacturers and ISPs must:

5.6.1. ensure that customers are aware that the £600-1,000 package they buy requires some degree of training for safe use.  Exactly the same situation applies to a 2nd hand car at the same price - licences and proof of competence are required before operation.

5.6.2. make information and protection against spam much more widely available.

5.7. The aims of this project should be to alleviate public concern and show that something is being done about spam;  to reduce the effect of spam itself,  and the millions of emails unsubscribing from,  and complaining about the subject on internet resources; and to remove the incentive for fringe and criminal groups to use the process at all.

6. Educate don’t regulate,  because..
6.1. Creating effective regulation is time consuming and expensive and the cost of implementing regulation will inevitably increase the cost of internet use.

6.2. Regulation of ‘spam’ could

6.3. Make it an offence to issue unwanted emails

6.3.1. irrelevant to 99% of spam – real sources are well hidden or outside UK jurisdiction

6.3.2. prevents companies sending messages to their own customers in case someone mistakenly reports the case

6.3.3. allows spammers to use marketing tricks to claim mail is ‘wanted’.

6.4. Make it an offence to issue unwanted emails except in certain specified cases 

6.4.1. an open door for spammers to 

6.4.2. confuse recipients with claims that ‘this email is not spam..’

6.4.3. misuse the regulations to send ‘legal’ spam

6.5. Make it an offence for ISPs to pass on unwanted emails

6.5.1. means that spammers will devote time and effort to getting ‘around’ filtering processes.  

6.5.2. many ISPs are outside UK jurisdiction.  

6.5.3. many services are ‘virtual’ – email received via a webpage and not directly through an internet connection to an ISP.

6.6. Make it an offence to open,  read or buy from ‘spam’ sources

6.6.1. hugely unpopular and 

6.6.2. impossible to police..  unless sting operations were mounted with fake ‘official’ spam…

Submitted by:

Stuart Cliffe

Caldicot Community Website Committee

PO Box 15

Caldicot

Mon

NP26 5YD

01291 430009

PAGE  
1

