Defeating traffic anal ysis.

At first sight analysis of traffic data seenms to be a very powerful technique
for detecting crine.

If logs of both the sender and recipient can be kept, then it is possible to
trace the progress of a comunication, to trace the contacts of a suspect, and
to conpare patterns of communicati ons and external events and thereby either
predict future events or get information about who is likely to be responsible
for past events.

If only one of the sender or recipient can be logged then it is possible to
trace the likely location of an individual and the volune of traffic he sends or
receives.

However, if the subject wants to prevent this from happening and is prepared to
take measures to do so, it is usually possible to defeat traffic anal ysis.

Espi onage agents, serious crinmnals, terrorists and the |ike who are aware of
the threat posed to themby traffic analysis can avoid giving out any usefu
traffic information at all. The sane is true of lesser crimnals as well,

al though they will not bother to use the nore extrene nethds.

In many cases the ordinary man in the street, who may w sh to keep sonet hi ng
private for entirely legal and proper reasons, will either not know that he
needs to, or will not know how to avoid traffic anal ysis.

The sinplest nethod of defeating traffic analysis is not to generate | oggable
traffic data. Other nmethods, such as hiding secret traffic in overt traffic, are
possi bl e. This docunent discusses sonme of the neasures presently used, and sone
possible future trends, sorted by the nmethod of transni ssion

1) Postal itemns:

Traffic anal ysis of postal itens is largely limted by practical considerations.
I ndividual itens can be traced, as can nail to one address, but |ong-term nmass
traffic data retention is inpractical except in the case of registered or
recorded delivery itemns.

As the act of putting mail into a postbox is anonynous, tracing the sender is
difficult, and can be nade nearly inpossible by a determi ned participant. As
there is in general no way to track both senders and recipients, tasks like
finding the contacts of a determnined participant are not practical

On occasi on PO boxes, fal se/unused addresses and remailers are used, but this is
rare and is not usually done to prevent traffic analysis, except in the case of
credit card fraud when goods are sent by post.

2a) Tel ephone, land |ines:

Wth the advent of CLI it has becone obvious that alnost all UK calls can be
traced al nost instantaneously, even when CLI is blocked by the caller. The "two
m nutes to trace" bel oved of fiction authors has beconme a thing of the past, at
least in the public’s perception (though it can still happen in practice).

While it is in general inconvenient for the public at large to take neasures to
defeat traffic analysis of fixed tel ephones, the use of public and prepay nobile
tel ephones is wi despread even anong |lesser crinmnals. This will be discussed



further in the drug-deal er exanple bel ow. Large crimnal organisations will use
cutouts (people willing to relay a nessage) as well. If one end of the

comruni cations data chain is unavail abl e then many of the techniques of traffic
anal ysis are not possible.

2b) Tel ephones, nobil e:

Big-tinme crimnals use nobiles a | ot, the biggest and npbst security concious
will even use a nobile tel ephone once only. Wiile insecure use of nobiles does
happen, it is generally linmted to the |Iower levels of crine:

2c) An Exanple. Mbile tel ephones and the drug deal er
This protocol, or a variant on it, is fairly widely used by drug deal ers.

Clients send text nessages to the street-level dealer who uses a prepay nobile

t el ephone, preferably from public tel ephones or prepay nobile tel ephones. In the
US the use of pagers instead is conmobn, and nore secure as the approximte

| ocation of the recipient is not knowabl e.

The deal er contacts his supplier through a nmethod that does not use the nobile
t el ephone nunber used by his clients. If the dealer is caught the clients who
have failed to use untraceable neans to contact the dealer can be identified as
likely suspects fromrecords of the calls to the dealer’s nobile tel ephone.

However the supplier, who has nore to |l ose and tends to be nore security-
concious, will not be identified by analysis of this traffic data. Suppliers
will insist that the dealer uses eg public telephones to contact him and in
some cases Will instruct the dealer in the security procedures he requires.

The dealer will change his nobile tel ephone every few nonths, partly as a
general security measure and partly to prune his client list - few drug dealers
will continue to supply any custonmer who eg gives out his nunmber w thout asking
his permission, or is otherwise seen as a threat. Even if unrestricted access to
long-termtraffic data is available to investigators the "l eaki ness" of the
client-level security will do little nore than identify the new nunber used by

t he deal er.

Cannier clients will appreciate that using anonynous nethods to contact the
dealer will protect themif the dealer is caught, and if a conviction for
possession would nmean nore than a snmall fine (eg loss of job) they will be
prepared to trudge to the nearest ’phone box on a cold wet night. The deal er
will trudge there, because he won't be able to buy if he gets a reputation for
i nsecurity.

2d) There is another noteworthy property of nobile tel ephones, the ability to
trace the novenent of an individual on a continuous basis, whether or not he is
maki ng a call - nobiles send out a signal every minute or so, in order to

mai ntain registration. The sinplest counters are to switch the nobile off, or
use a pager instead. Morre conplex techniques include | eaving the nobile behind
or putting it in eg a car, which can provide a weak alibi. However for tracing
the movenments of the average man in the street this is a very powerful

techni que. At present location accuracy is linited to the cell, but this my
change.



3) Electronic Comunications:

The standard technique for email anonymity is the renmiler, perhaps "onion-

ski nni ng" a message through a network of remailers so the conproni se of one
remailer will not affect overall anonymity. Anonym sed "Hushnail" is popul ar.
Messages can be sent to webmail addresses and collected in internet cafe's. For
web browsing a web forwarder such as "Saf eweb"” can be used, although as that one
is partly funded by the CTA |l wouldn’t recomrend it.

More advanced techni ques include hiding traffic in other traffic, as in the
growi ng use of VPN s (virtual private networks), and posting inages with

st eganogr aphi cal |l y hi dden nessages on popular 'net sites. For the nobre serious
crimnal the use of nobile phones to connect to the internet using false Credit
Card details to pay the ISP’s bill is growing (and prepay nobile internet
services are avail able too).

This is an area that changes rapidly, and research or devel opnent is going on
into the use of "feeds" and applying PIR (private information retrieval)
t echnol ogy, both of which will give "beyond suspicion" anonynity.

4) Likely effect of the introduction of nass traffic data retention

While the introduction of long-termdata retention mght seemto offer an
opportunity to "catch the crimnals with their pants down" until they learn to
defend against traffic analysis, initial Police unfamliarity with the necessary
techni ques and the present wi despread inplenentation of anti-traffic analysis
nmeasures by even lesser crimnals will blunt the expected inpact. Sone of the
unwary will be caught, and the dunb/careless/lazy will continue to be caught as
now, but overall the effect will not be huge, especially on the serious

crim nal

Retention for periods of over 12 nonths will be less effective as an anti-crine
neasure. Crininals already change nobiles fairly frequently.

The failed cruise mssile attack on Bin Laden, based on Satellite phone traffic
data, several events in the niddl e East, and the conviction in the Oragh Bombi ng
case based on nobile |location data have alerted the terrorist to the dangers of
traffic analysis, and he will have taken neasures to defeat it. The crine lord
has been aware of the danger for sonme tinme. Even mnor crimnals already take
precauti ons.

Traffic data retention will nostly be effective against the unwary, and the

i nnocent. Al npost everyone has sonething they'd Iike to hide. Against the
determ ned, aware and intelligent crimnal it is likely to be al nbst conpletely
i neffective.
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Numbers of requests for Conmmunications Data, and a Suggestion

The total number of requests is not available (letter fromBob A nsworth, 24
July 2002), but estinmates range between "hundreds of thousands" (Sinmon Watkin,
Home Office) to around 500, 000 per year (*1).

Taki ng the 500,000 figure, these can be divided roughly as foll ows:

Subscri ber details (nane and address):
484, 000

Billing details (who called whom
14, 500

O her requests (usually of a nore intrusive nature):
1, 500.

M ght | suggest that the last two categories, or at least the |last one, should
and could be dealt with by prior judicial authorisation, instead of through
Chapter 2 of RIPA

This would require primary legislation, but | suspect some primary |egislation
will probably be needed in the overall context of this discussion. It night
allay the fears of those who do not trust investigating authorities to approve
their own requests.

An adequat e system of penalties for abuse mi ght also help achieve this
confi dence.
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note (*1)This is based on Lord Bassam of Brighton, Hansard Col 124, 19 June 2000

"I can advise the Conmittee that during the first three nonths of
this year, 96.8 per cent of all the conmunications data requested by
HM Cust ons & Excise has been for subscriber details, which is the
nost basic | evel of check. Sonme 2.9 per cent of the remrai nder has
been for itenmised billing inquiries; the remaining 0.3 per cent has
been for other services, none of which is nore intrusive than those
carried out by a surveillance team That equates to a total of 18,940
requests, which is clearly far nore than could easily be accommopdat ed
by judicial authorisation. It is inportant to record that point."

And the figure of 127,000 requests nade by the Metropolitan Police in 2001 given
by M John Denham Hansard Col unmm 1497W 24 July 2002.



